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Short Term Requirenents for Network Asserted ldentity
Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2002). Al Rights Reserved.
Abst r act
A Network Asserted ldentity is an identity initially derived by a
Session Initiation Protocol (SIP) network intermediary as a result of
an authentication process. This docunent describes short term
requirenents for the exchange of Network Asserted ldentities within
net wor ks of securely interconnected trusted nodes and to User Agents
securely connected to such networks.

There is no requirenent for identities asserted by a UAin a SIP
nessage to be anything other than the user’s desired ali as.
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1. Introduction

SIP [1] allows users to assert their identity in a nunber of ways
e.g., using the From header. However, there is no requirenent for
these identities to be anything other than the users desired alias.

An authenticated identity of a user can be obtained using SIP Digest
Aut hentication (or by other means). However, UAs do not al ways have
the necessary key information to authenticate another UA

A Network Asserted ldentity is an identity initially derived by a SIP
network intermediary as a result of an authentication process. This
may or may not be based on SIP Digest authentication. This docunent
descri bes short termrequirenents for the exchange of Network
Asserted ldentities within networks of securely interconnected
trusted nodes and also to User Agents with secure connections to such
net wor ks.
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Such a network is described in this docunment as a Trust Domain and we
present a strict definition of trust and Trust Donmain for the
purposes of this docunent. These short-termrequirenents provide
only for the exchange of Network Asserted ldentity within a Trust
Domain and to an entity directly connected to the trust domain

CGeneral requirenents for transport of Network Asserted ldentities on
the Internet are out of scope of this docunent.

2. Definitions
2.1 ldentity

An ldentity, for the purposes of this docunent, is a sip:, sips: or
tel: URI, and optionally a Display Name.

The URI MJST be neaningful to the domain identified in the URI (in
the case of sip: or sips: URIs) or the owner of the E 164 nunmber (in
the case of tel: URIs), in the sense that when used as a SIP
Request-URI in a request sent to that dommi n/ nunber range owner, it
woul d cause the request to be routed to the user/line that is
associated with the identity, or to be processed by service logic
runni ng on that user’s behalf.

If the URI is a sip: or sips: URI, then depending on the |ocal policy
of the domain identified in the URI, the URI MAY identify sone
specific entity, such as a person

If the URI is a tel: URI, then depending on the local policy of the
owner of the nunber range within which the tel ephone nunber lies, the
nunber MAY identify some specific entity, such as a tel ephone |ine.
However, it should be noted that identifying the owner of the nunber
range is a |l ess straightforward process than identifying the domain
whi ch owns a sip: or sips: UR

2.2 Network Asserted ldentity
A Network Asserted ldentity is an identity derived by a SIP network
entity as a result of an authentication process, which identifies the

authenticated entity in the sense defined in Section 2.1.

In the case of a sip: or sips: URI, the domain included in the UR
MUST be within the Trust Donmin.

In the case of a tel: URI, the owner of the E. 164 nunber in the UR
MUST be within the Trust Domai n.
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The aut hentication process used, or at least it's reliability/
strength, is a known feature of the Trust Domain using the Network
Asserted ldentity mechanismi.e., in the | anguage of 2.3 below, it is
defined in Spec(T).

2.3 Trust Domai ns

A Trust Domain for the purposes of Network Asserted Identity is a set
of SIP nodes (UAC, UAS, proxies or other network internediaries) that
are trusted to exchange Network Asserted ldentity information in the
sense descri bed bel ow.

A node can be a nenber of a Trust Domain, T, only if the node is know
to be conpliant to a certain set of specifications, Spec(T), which
characterize the handling of Network Asserted Identity within the
Trust Domain, T.

Trust Dommi ns are constructed by hunman bei ngs who know t he properties
of the equi pnent they are using/deploying. In the sinplest case, a
Trust Domain is a set of devices with a single owner/operator who can
accurately know t he behavi our of those devices.

Such sinple Trust Domains may be joined into | arger Trust Domai ns by
bi -1 ateral agreements between the owners/operators of the devices.

We say a node is '"trusted (with respect to a given Trust Domain) if
and only if it is a nenber of that domain

We say that a node, A in the domain is 'trusted by’ a node, B, (or
"B trusts A) if and only if:

1. there is a secure connection between the nodes, AND

2. B has configuration information indicating that Ais a nenber
of the Trust Domain.

Note that B may or may not be a nmenber of the Trust Domain. For
exanple, B may be a UA which trusts a given network internediary, A
(e.g., its honme proxy).

A ' secure connection’ in this context means that nmessages cannot be
read by third parties, cannot be nodified by third parties without
detection and that B can be sure that the nessage really did cone
fromA  The level of security required is a feature of the Trust
Domain i.e., it is defined in Spec(T).
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Wthin this context, SIP signaling information received by one node
FROM a node that it trusts is known to have been generated and passed
through the network according to the procedures of the particul ar
specification set Spec(T), and therefore can be known to be valid, or
at least as valid as specified in the specifications Spec(T).

Equal | y, a node can be sure that signaling information passed TO a
node that it trusts will be handl ed according to the procedures of
Spec(T).

For these capabilities to be useful, Spec(T) must contain
requirenents as to how the Network Asserted ldentity is generated,
how its privacy is protected and howits integrity is maintained as
it is passed around the network. A reader of Spec(T) can then make
an informed judgenent about the authenticity and reliability of

Net wor k Asserted Information received fromthe Trust Domain T.

The term’'trusted’ (with respect to a given Trust Domai n) can be
applied to a given node in an absolute sense - it is just equival ent
to saying the node is a nenber of the Trust Domain. However, the
node itself does not know whether another arbitrary node is
"trusted’, even within the Trust Domain. It does know about certain
nodes with which it has secure connections as descri bed above.

Wth the definition above, statenents such as 'A trusted node SHALL
... " are just shorthand for 'A node conpliant to this specification
SHALL. ..".

Statements such as 'When a node receives information froma trusted
node...’ are NOT valid, because one node does not have conplete
know edge about all the other nodes in the trust domain.

Statenents such as 'Wien a node receives informati on from anot her

node that it trusts...’ ARE valid, and should be interpreted
according to the criteria (1) and (2) above.
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The above relationships are illustrated in the follow ng figure:
S R +
| |
| F
| |
Fomm o +
X
.............................. Xevooonon.
X
Fommm - + Fommm - + Fommm - +
| | | | | |
| A | | B |----- ----| E |
| | | | | |
S R + S R + S R +
\\ /
\\ o +
W\ | /1
V| C |/
| |
S R +

XXXXXX | nsecure connection
------ Secure connection

.Al'l boxes within the dotted Iine
...... are part of the same Trust Domain
o A Band Care part of the same trust donain
o Atrusts C, but A does not trust B
0 since E knows that B is inside of the trust domain, E
o trusts B, but B does not trust E

o B does not trust F, F does not trust B
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2.4 Spec(T)

An aspect of the definition of a trust domain is that all the
elements in that domain are conpliant to a set of configurations and
specifications generally referred to as Spec(T). Spec(T) is not a
specification in the sense of a witten docunent; rather, its an
agreed upon set of information that all elenents are aware of.

Proper processing of the asserted identities requires that the

el ements know what is actually being asserted, how it was determ ned,
and what the privacy policies are. Al of that information is
characterized by Spec(T).

3. Ceneration of Networks Asserted ldentity
A Network Asserted ldentity is generated by a network intermediary
foll owi ng an Aut hentication process which authenticates the entity
(UA) to be identified.

The Authentication process(es) used are a characteristic feature of
the Trust Donmi n, and MJST be specified in Spec(T).

It shall be possible for a UAto provide a preferred identity to the
networ k internediary, which MAY be used to informthe generation of
the Network Asserted Identity according to the policies of the Trust
Domai n.

4. Transport of Network Asserted ldentity

4.1 Sendi ng of Networks Asserted ldentity within a Trust Domain

It shall be possible for one node within a Trust Domain to securely
send a Network Asserted Identity to another node that it trusts.

4.2 Receiving of Network Asserted ldentity within a Trust Domai n

It shall be possible for one node within a Trust Donmain to receive a
Net work Asserted identity from another node that it trusts.

4.3 Sending of Network Asserted ldentity to entities outside a Trust
Domai n

If a node, A, within the Trust Donmain, is trusted by a node, B
outside the Trust Donain, then it shall be possible for Ato securely
send a Network Asserted Identity to B, if allowed by the privacy
policies of the user that has been identified, and the trust domain

This is nmost often used to pass a Network Asserted ldentity directly
to a UA
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4.4 Receiving of Network Asserted lIdentity by a node outside the Trust
Donmai n

It shall be possible for a node outside the Trust Domain to receive a
Net work Asserted ldentity froma node that it trusts.

Net work Asserted ldentity received in this way nmay be consi dered
valid, and used for display to the user, input data for services etc.

Net wor k Asserted ldentity information received by one node froma
node which it does not trust carries no guarantee of authenticity or
integrity because it is not known that the procedures of Spec(T) were
followed to generate and transport the information. Such infornmation
MUST NOT be used. (i.e., it shall not be displayed to the user
passed to other nodes, used as input data for services, etc.)

5. Parties with Network Asserted ldentities

A Network Asserted ldentity identifies the originator of the nessage
in which it was received

For exanpl e,

a Network Asserted ldentity received in an initial INVITE (outside
the context of any existing dialog) identifies the calling party.

a Network Asserted ldentity received in a 180 Ri nging response to
such an INVITE identifies the party who is ringing.

a Network Asserted ldentity received in a 200 response to such an
INVITE identifies the party who has answered.

6. Types of Network Asserted ldentity

It shall be possible to assert nmultiple identities associated with a
given party (in a given nessage), provided that these are of distinct

t ypes.

The types of identity supported shall be sip:, sips: and tel: URs,
all of which identify the user as described in Section 2.1. It is
not required to transport both a sip: and sips: UR

It shall be possible for the capability to transport additional types

of identity associated with a single party to be introduced in
future.
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7. Privacy of Network Asserted ldentity

The neans by which any privacy requirenments in respect of the Network
Asserted ldentity are determ ned are outside the scope of this
docunent .

It shall be possible to indicate within a nessage containing a
Network Asserted ldentity that this Network Asserted ldentity is
subj ect to a privacy requirement which prevents it being passed to
ot her users. This indication should not carry any semantics as to
the reason for this privacy requirenent.

It shall be possible to indicate that the user has requested that the
Net work Asserted ldentity be not passed to other users. This is

di stinct fromthe above indication, in that it inplies specific user
intent with respect to the Network Asserted ldentity.

The mechani sm shal |l support Trust Domain policies where the above two
i ndi cations are equivalent (i.e., the only possible reason for a
privacy requirenent is a request fromthe user), and policies where
they are not.

In this case, the Network Asserted ldentity specification shal
require that the mechani smof Section 4.3 SHALL NOT be used i.e., a
trusted node shall not pass the identity to a node it does not trust.
However, the nechani sm of Section 4.3 MAY be used to transfer the
identity within the trusted network.

Note that ’anonymity’ requests fromusers or subscribers may well
require functionality in addition to the above handling of Network
Asserted ldentities. Such additional functionality is out of the
scope of this docunent.

8. Security Considerations

The requirenents in this docunent are NOT intended to result in a
mechani smwi th general applicability between arbitrary hosts on the
I nternet.

Rather, the intention is to state requirenents for a mechanismto be
used within a community of devices which are known to obey the
specification of the mechanism (Spec(T)) and between which there are
secure connections. Such a conmunity is known here as a Trust
Domai n.

The requirenents on the nechani sns used for security and to initially

derive the Network Asserted ldentity nust be part of the
specification Spec(T).
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The requirenents al so support the transfer of information froma node
within the Trust Domain, via a secure connection to a node outside
the Trust Dormai n.

Use of this mechanismin any other context has serious security
shortcom ngs, nanely that there is absolutely no guarantee that the
i nformation has not been nodified, or was even correct in the first
pl ace.

9. | ANA Consi derations
Thi s docunent does not have any inplications for |ANA
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Ful | Copyright Statenent
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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