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| ESG Not e

The |1 ESG notes that the set of docunents describing the RSIP

technol ogy inmply significant host and gateway changes for a conplete
i npl enentation. In addition, the floating of port nunbers can cause
probl ens for sone applications, preventing an RSI P-enabl ed host from
interoperating transparently with existing applications in some cases

(e.g., IPsec). Finally, there nmay be significant operationa

conpl exities associated with using RSIP. Sonme of these and ot her
conplications are outlined in section 6 of the RFC 3102, as well as
in the Appendices of RFC 3104. Accordingly, the costs and benefits
of using RSIP should be carefully wei ghed agai nst other neans of
relieving address shortage.

Abstract

Thi s docunent presents a protocol with which to inplenent Realm
Specific IP (RSIP). The protocol defined herein allows negotiation
of resources between an RSIP host and gateway, so that the host can
| ease sone of the gateway’ s addressing parameters in order to
establish a gl obal network presence. This protocol is designed to

operate on the application layer and to use its own TCP or UDP port.

In particular, the protocol allows a gateway to allocate addressing
and control paraneters to a host such that a flow policy can be
enforced at the gateway.
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1. Introduction

Net wor k Address Transl ati on (NAT) has gai ned popularity as a method
of separating public and private address spaces, and alleviating

net wor k address shortages. A NAT translates the addresses of packets
leaving a first routing realmto an address froma second routing
realm and perfornms the reverse function for packets entering the
first routing realmfromthe second routing realm This translation
is performed transparently to the hosts in either space, and may

i ncl ude nodification of TCP/UDP port nunbers and | P addresses in
packets that traverse the NAT.

Wil e a NAT does not require hosts to be aware of the translation, it
will require an application |layer gateway (ALG for any protocol that
transmts | P addresses or port numbers in packet payl oads (such as
FTP). Additionally, a NAT will not work with protocols that require
| P addresses and ports to remai n unnodi fi ed between the source and
destination hosts, or protocols that prevent such nodifications from
occurring (such as sonme | Psec nodes, or application-|layer end-to-end
encryption).

An alternative to a NAT is an architecture that allows the hosts
within the first (e.g., private) routing realmto directly use
addresses and ot her routing paranmeters fromthe second (e.g., public)
routing realm Thus, RSIP [RSIP-FRAME] has been defined as a nethod
for address sharing that exhibits nmore transparency than NAT. In
particular, RSIP requires that an RSIP gateway (a router or gateway
between the two real ns) assign at |east one address fromthe second
routing realm and perhaps sonme other resources, to each RSIP host.
An RSIP host is a host in the first routing realmthat needs to
establish end-to-end connectivity to a host, entity or device in the
second routing realm Thus, the second routing realmis not directly
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accessible fromthe RSIP host, but this systemall ows packets to
maintain their integrity fromthe RSIP host to their destination
ALGs are not required in the RSIP gateway.

RSI P requires that hosts be nodified so that they place some numnber
of layer three, layer four or other values fromthose assigned by the
RSI P gateway i n each packet bound for the second routing realm

Thi s docunent di scusses a nmethod for assigning paraneters to an RSIP
host froman RSIP gateway. The requirenents, scope, and
applicability of RSIP, as well as its interaction with other |ayer 3
protocols, are discussed in a conpanion framework docunent [RSIP-
FRAME]. Extensions to this protocol that enable end-to-end | Psec are
di scussed in [RSIP-1PSEC .

2. Specification of Requirenents

The keywords "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"SHALL", "SHALL NOT", "MAY" and "MAY NOT" that appear in this
document are to be interpreted as described in [ RFC2119].

3. Term nol ogy
Private Realm

A routing realmthat uses private | P addresses fromthe ranges
(10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16) specified in
[ RFC1918], or addresses that are non-routable fromthe Internet.

Public Real m

A routing real mw th uni que network addresses assigned by the
I nternet Assigned Nunmber Authority (l1ANA) or an equival ent address
registry.

RSI P Host

A host within the private real mthat acquires publicly unique
paranmeters froman RSIP gateway through the use of the RSIP
client/server protocol

RSI P Gat eway

A router situated on the boundary between a private realmand a
public real mand owns one or nore public IP addresses. An RSIP
gateway i s responsible for public paraneter nmanagenment and
assignment to RSIP hosts. An RSIP gateway may act as a NAT router
for hosts within the private real mthat are not RSIP enabl ed.
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RSIP dient

An application programthat perfornms the client portion of the
RSIP client/server protocol. An RSIP client application MIST
exist on all RSIP hosts, and MAY exi st on RSIP gat eways.

RSI P Server

An application programthat perforns the server portion of the
RSIP client/server protocol. An RSIP server application MJIST
exi st on all RSIP gateways.

RSA-| P. Real m Specific Address |IP

An RSIP nethod in which each RSIP host is allocated a unique IP
address fromthe public realm Discussed in detail in [RSIP-

FRAME]
RSAP- | P: Real m Specific Address and Port |P

An RSIP nmethod in which each RSIP host is allocated an | P address
(possibly shared with other RSIP hosts) and sone nunber of per-
address unique ports fromthe public realm Discussed in detai

i n [ RSI P- FRAVE]

Bi ndi ng
An associ ati on of some combination of a | ocal address, one or nore
| ocal ports, a renote address, and a renote port with an RSIP
host .

Resour ce

A general way to refer to an itemthat an RSIP host |eases from an
RSI P gateway; e.g., an address or port.

Al other term nology found in this docunent is consistent with that
of [ RFC2663] and [ RSI P- FRAME] .

4. Architecture

For sinplicity, in the remai nder of this document we will assune that
the RSIP hosts in the first routing real m(network) use private

(e.g., see [RFC1918]) |P addresses, and that the second routing realm
(network) uses public IP addresses. (This assunption is nade wi thout
| oss of generality and the ensuing discussion applies to nore genera
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cases.) The RSIP gateway connects the public and private real ns and
contains interfaces to both. Qher NAT term nology found in this
document is defined in [ RFC2663].

The di agram bel ow descri bes an exenplary reference architecture for
RSI P.

RSI P Host RSI P Gat eway Host
Xa Na Nb Yb
[X]------ ( Addr sp. A)----[N----- ( Addr sp. B )------- [ Y]
( Network ) ( Network )

Hosts X and Y belong to different addressing realms A and B
respectively, and Nis an RSIP gateway (which may al so perform NAT
functions). N has two interfaces: Na on address space A, and Nb on
address space B. N may have a pool of addresses in address space B
which it can assign to or lend to X and other hosts in address space

A. These addresses are not shown above, but they can be denoted as
Nbl, Nb2, Nb3 and so on.

Host X, needing to establish an end-to-end connection to a network
entity Y situated within address space B, first negotiates and
obt ai ns assi gnment of the resources fromthe RSIP gateway. Upon
assi gnment of these paraneters, the RSIP gateway creates a napping,
of X' s addressing information and the assigned resources. This

bi ndi ng enables the RSIP gateway to correctly de-multiplex and
forward inbound traffic generated by Y for X. Aleasetineis
associ ated with each bind.

Using the public paraneters assigned by the RSIP gateway, RSIP hosts
tunnel data packets across address space A to the RSIP gateway. The
RSI P gateway acts as the end point of such tunnels, stripping off the
outer headers and routing the inner packets onto the public realm

As nentioned above, an RSIP gateway mmintains a mappi ng of the

assi gned public paraneters as demultiplexing fields for uniquely
mappi ng themto RSIP host private addresses. Wen a packet fromthe
public realmarrives at the RSIP gateway and it matches a given set
of demultiplexing fields, then the RSIP gateway will tunnel it to the
appropriate RSIP host. The tunnel headers of outbound packets from X
to Y, given that X has been assigned No, are as foll ows:
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There are two basic flavors of RSIP: RSA-IP and RSAP-IP. RSIP hosts
and gateways MJST support RSAP-1P and MAY support RSA-1P. Details of
RSA-1 P and RSAP-1P are found in [RSIP-FRAME] .

5. Transport Protoco

RSIP is an application |ayer protocol that requires the use of a
transport |ayer protocol for end-to-end delivery of packets.

RSI P gat eways MJST support TCP, and SHOULD support UDP. Due to the
fact that RSIP may be depl oyed across a wide variety of network
links, RSIP hosts SHOULD support TCP, because of TCP' s robustness
across said variety of links. However, RSIP hosts MAY support UDP
i nstead of TCP, or both UDP and TCP

For RSIP hosts and gateways using UDP, tinmeout and retransm ssions
MUST occur. W recomend a binary exponential backoff scheme with an
initial duration of 12.5 nms, and a maxi num of six retries (seven
total attenpts before failure). However, these paraneters MAY be

adj usted or tuned for specific link types or scenari os.

Once a host and gateway have established a registration using either
TCP or UDP, they may not switch between the two protocols for the
duration of the registration. The decision of whether to use TCP or
UDP is made by the client, and is determ ned by the transport
protocol of the first packet sent by a client in a successfu

regi stration procedure.

6. Host / Gateway Rel ationships

An RSIP host can be in exactly one of three fundanmental relationships
with respect to an RSIP gateway:

Unregi stered: The RSIP gateway does not know of the RSIP host’s
exi stence, and it will not forward or deliver globally addressed
packets on behalf of the host. The only valid RSIP-related action
for an RSIP host to performin this state is to request
registration with an RSIP gat eway.

Regi stered: The RSIP gateway knows of the RSIP host and has assi ghed
it aclient ID and has specified the flow policies that it
requires of the host. However, no resources, such as addresses or

ports, have been allocated to the host, and the gateway will not
forward or deliver globally addressed packets on behalf of the
host. Al registrations have an associated |lease tine. |If this

| ease tinme expires, the RSIP host automatically reverts to the
unregi stered state.
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Assi gned: The RSIP gateway has granted one or nore bindings of
resources to the host. The gateway will forward and deliver
gl obal | y addressed packets on behal f of the host. Each binding
has an associated |ease tine. |If this |ease tine expires, the
bi nding is automatically revoked.

Architectures in which an RSIP host is simultaneously registered with

nore than one RSIP gateway are possible. 1In such cases, an RSIP host
may be in different relationships with different RSIP gateways at the
same time.

An RSIP gateway MAY redirect an RSIP host to use a tunnel endpoint
for data traffic that is not the RSIP gateway itself, or perhaps is a
different interface on the RSIP gateway. This is done by specifying
the tunnel endpoint’s address as part of an assignnent. |In such an
architecture, it is desirable (though not necessary) for the RSIP
gateway to have a method with which to notify the tunnel endpoint of
assignments, and the expiration status of these assignnents.

Lease tines for bindings and registrations are nanaged as foll ows.
Al lease times are given in units of seconds fromthe current tine,
indicating a tine in the future at which the |lease will expire.
These expiration tines are used in the ensuing discussion

An initial expiration tine (R) is given to a registration. Under
this registration, nultiple bindings nay be established, each with
their own expiration tinmes (B1, B2, ...). Wen each binding is
establ i shed or extended, the registration expiration time is adjusted
so that the registration will last at |east as |long as the | ongest

| ease. I n other words, when binding Bi is established or extended,
the following calculation is performed: R = max(R Bi).

Under this schene, a registration will never expire while any
binding’s |lease is still valid. However, a registration nmay expire
when the last binding’ s | ease expires, or at sone point thereafter.

7. Gateway Flow Policy and State

Since an RSIP gateway is likely to reside on the boundary between two
or nore different adm nistrative domains, it is desirable to enable
an RSIP gateway to be able to enforce fl owbased policy. |In other
words, an RSI P gateway should have the ability to explicitly contro
whi ch | ocal addresses and ports are used to communicate with renote
addresses and ports.

In the follow ng, macro-flow policy refers to controlling flow policy

at the granularity level of |IP addresses, while mcro-flow policy
refers to controlling flow policy at the granularity of |P address
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and port tuples. O course there may be no policy at all, which

i ndi cates that the RSIP gateway does not care about the flow
paraneters used by RSIP hosts. W consider two | evels of local flow
policy and three levels of rempote flow policy.

7.1. Local Flow Policy

Local flow policy determ nes the granularity of control that an RSIP
gat eway has over the | ocal addressing paraneters that an RSIP host
uses for particul ar sessions.

Since an RSIP host nmust use at |east an | P address allocated by the
gat eway, the | oosest level of local flow policy is nmacro-flow based.
Under | ocal macro-flow policy, an RSIP host is allocated an IP
address (RSA-1P) or an |IP address and one or nore ports to use with
it (RSAP-1P). However, the host may use the ports as it desires for
est abl i shing sessions with public hosts.

Under micro-flow policy, a host is allocated exactly one port at a
time. The host nmay request nore ports, also one at a tinme. This
policy gives the gateway very tight control over |ocal port use,
although it affords the host less flexibility.

Note that only local macro-flow policy can be used with RSA-1P, while
either local macro-flow or local micro-flow policy nmay be used with
RSAP- | P.

Exampl es of how RSIP flow policy operates are given in Appendi x C
7.2. Renpte Flow Policy

Renote flow policy determnes the granularity of control that an RSIP
gat eway has over the renmpote (public) hosts with which an RSIP host
conmuni cates. I n particular, renmote flow policy dictates what |eve
of detail that a host nust specify addressing paraneters of a renote
host or application before the RSIP gateway allows the host to
conmuni cate with that host or application

The sinplest and | oosest formof flow policy is no policy at all. In
ot her words, the RSIP gateway allocates addressing paraneters to the
host, and the host may use these parameters to conmuni cate with any
renote host, without explicitly notifying the gateway.

Macro-flow policy requires that the host identify the renote address
of the host that it wi shes to comunicate with as part of its request
for | ocal addressing paraneters. |If the request is granted, the host
MJST use the specified | ocal parameters only with the renote address
speci fied, and MJUST NOT comunicate with the renpte address using any
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| ocal paraneters but the ones allocated. However, the host nmay
contact any port nunber at the renote host w thout explicitly
notifyi ng the gateway.

Mcro-flow policy requires that the host identify the renote address
and port of the host that it w shes to communicate with as part of
its request for |ocal addressing paraneters. |If the request is
granted, the host MJST use the specified | ocal paraneters only with
the renote address and port specified, and MJST NOT communicate with
the renpte address and port using any |ocal parameters but the ones
al | ocat ed.

Renote flow policy is inplenented in both the ingress and egress
directions, with respect to the location of the RSIP gateway.

7.3. CGateway State

An RSIP gateway nust maintain state for all RSIP hosts and their

assi gned resources. The ampunt and type of state nmintai ned depends
on the local and renmote flow policy. The required RSIP gateway state
will vary based on the RSIP method, but will always include the
chosen nethod’ s demul ti pl exi ng paraneters.

7.3.1. RSA-IP State
An RSIP gateway serving an RSIP host using the RSA-I1P met hod MUST
maintain the followi ng mininmumstate to ensure proper mappi ng of

i ncom ng packets to RSIP hosts:

- Host’'s private address
- Host’'s assigned public address(es)

7.3.2. RSAP-IP State
An RSIP gateway serving an RSIP host using the RSAP-IP net hod MJST
maintain the following mninumstate to ensure proper mapping of
i ncom ng packets to RSIP hosts:
- Host’'s private address
- Host’'s assigned public address(es)
- Host’'s assigned port(s) per address
7.3.3. Flow State
Regardl ess of whether the gateway is using RSA-1P or RSAP-1P,

additional state is necessary if either mcro-fl ow based or nmacro-
fl ow based renote policy is used.
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If the gateway is using nacro-flow based renpote policy, the follow ng
state nust be naintained:

- Renote host’'s address

If the gateway is using nmicro-flow based renpote policy, the follow ng
state nust be naintained:

- Renote host’s address
- Rempte host’s port

More state MAY be used by an RSIP gateway if desired. For exanple,
ToS/ DS bytes may be recorded in order to facilitate quality of
servi ce support.

8. Parameter Specification and Formats

In this section we define the formats for RSIP paranmeters. Each RSIP
nessage contains one or nore paraneters that encode the information
passed between the host and gateway. The general format of al
paranmeters is TLV (type-I|ength-value) consisting of a 1-byte type
followed by a 2-byte length followed by a 'l ength’ byte value as
shown bel ow.

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Length | Val ue |
B s i S i I i S S S i i
| Val ue ...

e

The value field may be divided into a nunber of other fields as per
the type of the parameter. Note that the length field encodes the
nunber of bytes in the value field, NOT the overall number of bytes
in the parameter.

8.1. Address

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type = 1 | Length | Addrt ype

s S S i I S R R e h T Tk e S S S o T S
| Addr ess. .
B s T S T
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The address paraneter contains addressing information, either an | Pv4d
address or netmask, an |IPv6 address or netmask, or a fully qualified
domai n name (FQDN). The Addrtype field is 1 byte in |ength,

i ndi cating the type of address.

Addrt ype Length of address field (in bytes)

0 Reserved 0

1 | Pv4 4

2 | Pv4 net mask 4

3 | Pv6 16

4 FQDN varies
For FQDN (Fully qualified domain nane), the |ength of the address
field will be one less than the value of the Iength field, and the
nane will be represented as an ASCI| string (no termnating

character).

In sone cases, it is necessary to specify a "don't care" value for an
address. This is signified by a setting the length field to 1 and
omtting the value field.

It is not valid for a host to request an address with an FQDN type as
its local address (See specification of ASSI GN REQUEST RSA-IP and
ASSI GN_REQUEST_RSAP- | P, bel ow).

8.2. Ports

0 1 2 3
01234567890123456789012345678901
N S T
| Type = 2 | Length | Nunber |
T T S S s T S S e it U A S S A S
| Port nunber | ...
T S T i oI S Y S S

The ports paraneter encodes zero or nore TCP or UDP ports. Wen a
single port is specified, the value of the nunber field is 1 and
there is one port field followi ng the nunber field. Wen nore than

one port is specified, the value of the nunmber field will indicate
the total number of ports contained, and the paraneter nay take one
of two forns. |If there is one port field, the ports specified are

considered to be contiguous starting at the port nunber specified in
the port field. Alternatively, there may be a nunber of port fields
equal to the value of the nunmber field. The nunber of port fields
can be extrapolated fromthe length field.
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8.

8.

8.

In sone cases, it is necessary to specify a don’t care value for one
or nore ports (e.g., when a client application is using ephenera
source ports). This is acconplished by setting the length field to
1, setting the nunmber field to the number of ports necessary, and
omtting all port fields. The value of the nunber field MJST be
greater than or equal to one.

If mcro-flow based policy applies to a given ports paraneter, it
MUST contain exactly one port field.

3. Lease Tine

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type = 3 | Length = 4 | Lease tine
B s i S i I i S S S i i
| Lease tine

T S i T o e e b i ok

The | ease tinme paraneter specifies the length, in seconds, of an
RSI P host registration or paraneter binding.

4. dCient ID
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type = 4 | Length = 4 | Client ID
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Client ID |

T T S T S E e

The client ID paranmeter specifies an RSIP client ID. Cient IDs
by an RSIP gateway to differentiate RSIP hosts.

5. Bind ID
0 1 2 3

01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Type = 5 | Length = 4 | Bind ID
s S S o T i i S S i (i
| Bind ID

T S T S S S T S S S S S S

The bind I D paraneter specifies an RSIP bind ID. Bind IDs are used
by RSIP hosts and gateways to differentiate an RSIP host’s bindings.
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8.6. Tunnel Type

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type = 6 | Length = 1 | Tunnel type
e b i T T e T S s S R S e T O i i Tk i RIS S S

The tunnel type paraneter specifies the type of tunnel used between
an RSIP host and an RSIP gateway. Defined tunnel types are:

Tunnel Type
0 Reser ved
1 IP-1P
2 GRE
3 L2TP

8.7. RSIP Method

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type = 7 | Length =1 | RSIP nethod
s S S o T i i S S i (i

The RSIP nethod paraneter specifies an RSIP nethod. Defined RSIP
nmet hods are:

RSI P et hod
0 Reser ved
1 RSA- I P
2 RSAP- | P
8. 8. Error
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type = 8 | Length = 2 | Error
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Error |

T

The error paraneter specifies an error. The currently defined error
val ues are presented in Appendi x A

Borella, et al. Experi ment al [ Page 14]



RFC 3103 RSI P Protocol Specification

8.

8.

9.

1

Fl ow Pol i cy

0 1 2
0123456789012345678901234

Cct ober 2001

3
5678901

I S T i S S S T S S S S D i S S S i

| Type = 9 | Length = 2

Local |

T S T S S T S I A S

| Remot e |
il i S S

The flow policy parameter specifies both the |oca
pol i cy.

Defined | ocal flow policies are:

Local Flow Policy

0 Reser ved
1 Macro fl ows
2 Mcro fl ows

Defined renote fl ow policies are:

Renote Fl ow Policy
Reser ved

Macro fl ows

Mcro fl ows

No policy

WNEFO

0. Indicator

0 1 2
0123456789012345678901234

and renmote fl ow

3
5678901

I S T i S S S T S S S S D i S S S i

| Type = 10 | Length = 2

Val ue |

T S T S S T S I A S

| Val ue |
il i S S

An indicator parameter is a general-purpose parameter, the use of

which is defined by the nessage that it appears in

An RSI P nessage

that uses an indicator paranmeter MJST define the nmeaning and
interpretation of all of the indicator’s possible val ues.
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8.11. Message Counter

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i

| Type = 11 | Length = 4 | Count er

e b i T T e T S s S R S e T O i i Tk i RIS S S
| Count er |

B T o e S i ol o T e e S e il I S NI S S

A message counter parameter is used to mark RSIP nessages with
sequential l y-increasi ng val ues. Message counters MJST be used with
UDP, in order to facilitate reliability.

8.12. Vendor Specific Paraneter
0 1 2 3

01234567890123456789012345678901
T S A S S I T S I S

| Type = 12 | Lengt h | Vendor | D
e Lk e s e T e kS S SR R R S
| Vendor ID | Subt ype | Val ue. .

I T ST S T T S i S i S e

The vendor specific paraneter is used to encode paraneters that are

defined by a particular vendor. The vendor ID field is the vendor-

specific I D assigned by | ANA. Subtypes are defined and used by each
vendor as necessary. An RSIP host or gateway SHOULD silently ignore
vendor - speci fi c nessages that it does not understand.

9. Message Types

RSI P nessages consi st of three nandatory fields, version, nessage
type, and overall length, foll owed by one or nore required
paraneters, followed in turn by zero or nore optional parameters. In
an RSIP nessage, all required paraneters MJST appear in the exact
order specified below Optional paraneters MAY appear in any order
Message format is shown bel ow

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Ver si on | Message type | Overall length

s S S i I S R R e h T Tk e S S S o T S
| Par anmeters. ..

B i s sl T S S S
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The version nunber field is a single byte and specifies the RSIP
versi on nunber that is being used. The current RSIP version nunber
is 1.

The nessage type field is a single byte and specifies the nessage
contained in the current packet. There may be only one nessage per
packet. Message types are given nunerical assignnents in Appendix B

The overall length field is two bytes and contains the nunber of
bytes in the RSIP nessage, including the three nandatory fi el ds.

Most paraneters are only allowed to appear once in each nessage. The
exceptions are as foll ows:

- Miltiple address paraneters MJST appear in ASSI GN REQUEST RSA-
| P, ASSI GN_RESPONSE_RSA- | P, ASS|I GN_REQUEST_RSAP- | P
ASSI GN_RESPONSE_RSAP- | P, LI STEN_REQUEST and LI STEN_ _RESPONSE

- Miltiple ports paraneters MJST appear in ASSI GN REQUEST RSAP-
| P, ASSI GN RESPONSE RSAP-1 P, LISTEN REQUEST and
LI STEN_RESPONSE

- Miltiple RSIP nethod and tunnel type paraneters MAY appear in
RES| STER_RESPONSE

- Miltiple address paraneters and nultiple indicator paraneters
MAY appear in QUERY_REQUEST and QUERY_RESPONSE

The foll owi ng nessage types are defined in BNF. Required paraneters
are enclosed in <> and MJST appear. Optional paraneters are encl osed
in[] and MAY appear. Not all nessage types need to be inplenented
in order to be RSIP conpliant. For exanple, an RSIP host and/or

gat eway may not support LI STEN REQUEST and LI STEN RESPONSE, or may
only support RSAP-1P and not RSA-I1P

9.1. ERROR_RESPONSE
9.1.1. Description

An ERROR_RESPONSE is used to provide error messages froman RSIP
gateway to an RSIP host. Usually, errors indicate that the RSIP

gat eway cannot or will not performan action or allocate resources on
behal f of the host. |If the error is related to a particular client
ID or bind ID, these associated paranmeters MJST be incl uded.

Multiple errors MAY NOT be reported in the same ERROR RESPONSE. In
situations where nore than one error has occurred, the RSIP gateway
MJST choose only one error to report.
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9.1.2. Format

<ERROR_RESPONSE> :: = <Version>
<Message Type>
<Overal | Length>
<Error>
[ Message Counter]
[Cient |D
[Bind I D

9.1.3. Behavior

An ERROR_RESPONSE nessage MUST only be transmitted by an RSIP
gateway. An RSIP host that detects an error in a nessage received
froman RSIP gateway MUST silently discard the nessage. There are no
error conditions that can be caused by an ERROR RESPONSE. An

ERROR _RESPONSE is typically transmitted in response to a request from
an RSIP host, but also may be transmtted asynchronously by an RSIP
gat eway.

9.2. REG STER_REQUEST
9.2.1. Description

The REQ STER REQUEST nessage is used by an RSIP host to establish
registration with an RSIP gateway. An RSIP host MJST register before
it requests resources or services froman RSIP gateway. Once an RSIP
host has registered with an RSIP gateway, it may not register again
until it has de-registered fromthat gateway.

9.2.2. Format

<REG STER_REQUEST> ::= <Version>
<Message Type>
<Overal | Length>
[ Message Counter]

9.2.3. Behavior
The foll owi ng nessage-specific error conditions exist:
- |If the host is already registered with the gateway, the gateway
MUST respond wi th an ERROR_RESPONSE contai ning the
ALREADY_REG STERED error and the RSIP host’s client ID.
- |If the gateway’s policy will not allow the host to register,

the gateway MJST respond with an ERROR RESPONSE cont ai ni ng the
REG STRATI ON_DENI ED error.
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9.3. REG STER_RESPONSE
9.3.1. Description

The REGQ STER RESPONSE nessage is used by an RSIP gateway to confirm
the registration of an RSIP host, and to provide a client ID, flow
policy, and possibly a nessage counter and one or nore RSIP nethods
and/ or tunnel types.

9.3. 2. For mat

<REGQ STER_RESPONSE> :: = <Version>
<Message Type>
<Overal | Length>
<Cient |ID>
<Lease tine>
<Fl ow Pol i cy>
[ Message Counter]
[RSIP Method]. ..
[ Tunnel Type]...

9.3.3. Behavior

An RSIP gateway MUST assign a different client ID to each host that
is sinultaneously registered with it. The RSIP gateway MAY respond
with one or nore RSIP methods and tunnel types that it supports. |If
an RSIP nmethod is not specified, RSAP-IP MJST be assunmed. |If a
tunnel type is not specified, IP-1P MJST be assumned.

9.4. DE-REGQ STER_REQUEST
9.4.1. Description

The DE- REG STER REQUEST nessage is used by an RSIP host to de-
register with an RSIP gateway. |If a host de-registers fromthe
assigned state, all of the host’s bindings are revoked. The host
SHOULD NOT de-register fromthe unregi stered state.

9.4. 2. For mat

<DE- REA STER_REQUEST> :: = <Versi on>
<Message Type>
<Overal | Length>
<Cient |ID>
[ Message Counter]
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9.4.3. Behavi or
The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR _RESPONSE contai ning the
REG STER _FI RST error.

- |If the nmessage contains an incorrect client ID, the gateway
MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
BAD CLIENT_ID error.

If there are no errors that result fromthis nessage, the gateway
MUST respond wi th an appropriate DE- REGA STER RESPONSE. Upon de-
regi stering a host, an RSIP gateway nust delete all binds associated
with that host and return their resources to the pool of free
resources. Once a host has de-registered, it may not use any of the
RSI P gateway’ s resources wi thout regi stering again.

9.5. DE- REG STER_RESPONSE
9.5.1. Description

The DE- REG STER RESPONSE nessage is used by an RSIP gateway to
confirmthe de-registration of an RSIP host or to force an RSIP host
to relinquish all of its bindings and terminate its relationship with
the RSIP gateway. Upon receiving a DE-REG STER_RESPONSE nessage, an
RSI P host MUST stop all use of the resources that have been all ocated
to it by the gateway.

9.5.2. Format

<DE- REG STER_RESPONSE> :: = <Versi on>
<Message Type>
<Overal | Length>
<Client ID>
[ Message Counter]

9.5.3. Behavior

An RSIP gateway MJST send a DE- REG STER RESPONSE in response to a

val i d DE- REG STER REQUEST. An RSI P gateway MJUST send a DE-

REA STER RESPONSE to an RSIP host when that host’s registration |ease
time times out. An RSIP gateway SHOULD send a DE- REA STER RESPONSE
if it detects that it will no longer be able to performRSIP
functionality for a given host. An RSIP host MJST be ready to accept
a DE- REG STER _RESPONSE at any nonent.
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9.6. ASSI GN REQUEST_RSA-1P
9.6.1. Description

The ASSI GN_REQUEST _RSA-1P nmessage is used by an RSIP host to request
resources to use with RSA-IP. Note that RSA-1P cannot be used in
conbination with mcro-flow based | ocal policy.

9.6.2. Format

<ASS| GN_REQUEST_RSA- 1 P> :: = <Versi on>
<Message Type>
<Overal | Length>
<Cient |ID>
<Address (Il ocal)>
<Address (renote)>
<Ports (rempote)>
[ Message Counter]
[ Lease Ti ne]
[ Tunnel Type]

9.6.3. Behavior

The RSIP host specifies two address paraneters. The RSIP host may
request a particular |ocal address by placing that address in the
first address paraneter. To indicate that it has no preference for
| ocal address, the RSIP host may place a "don't care" value in the
address paraneter.

If macro-flow based renmpte policy is used, the host MJST specify the
renote address that it will use this binding (if granted) to contact;
however, the renote port nunber MAY remain unspecified. |If mcro-

fl ow based renote policy is used, the host MJST specify the renote
address and port nunmber that it will use this binding (if granted) to
contact. If no flow policy is used, the RSIP host may place a "don’t
care" value in the value fields of the respective address and ports
par anet er s.

The foll owi ng nessage-specific error conditions exist:
- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR _RESPONSE contai ning the
REG STER _FI RST error.
- |If the nmessage contains an incorrect client ID, the gateway

MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
BAD CLIENT_ID error.
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- |If the local address paraneter is a don't care value and the
RSI P gat eway cannot allocate ANY addresses, the RSIP gateway
MUST respond with an ERROR_RESPONSE cont ai ni ng the
LOCAL_ADDR_UNAVAI LABLE error

- |If the local address paraneter is not a don't care value there
are three possible error conditions:

o If the RSIP gateway cannot allocate ANY addresses, it MJST
respond wi th an ERROR_RESPONSE cont ai ning the
LOCAL_ADDR_UNAVAI LABLE err or

o |If the RSIP gateway cannot allocate the requested address
because it is in use, the RSIP gateway MJST respond with an
ERROR_RESPONSE cont ai ni ng the LOCAL_ADDR | NUSE err or

o If the RSIP gateway cannot allocate the requested address
because it is not allowed by policy, the RSIP gateway MJST
respond with an ERROR_RESPONSE contai ning the
LOCAL_ADDR_UNALLOWED error.

- |If macro-fl ow based renote policy is used and the requested
renote address is not allowed by the RSIP gateway’s policy, the
RSI P gat eway MUST respond wi th an ERROR_RESPONSE contai ning the
REMOTE_ADDR_UNALLOWED err or

- If mcro-flow based renote policy is used and the requested
renote address / port pair is not allowed by the RSIP gateway’s
policy, the RSIP gateway MJST respond with an ERROR_RESPONSE
cont ai ni ng the REMOTE _ADDRPORT_ _UNALLOWED err or

- |If an unsupported or unallowed tunnel type is specified, the
RSI P gat eway MUST respond wi th an ERROR_RESPONSE cont ai ning the
BAD _TUNNEL_TYPE error.

- |If the host has not specified | ocal or renote address or port
i nformati on in enough detail, the RSIP gateway MJST respond
wi th an ERROR_RESPONSE cont ai ni ng the FLOW POLI CY_VI OLATI ON
error.

9.7. ASS|I GN_RESPONSE_RSA- | P
9.7.1. Description
The ASSI GN_RESPONSE_RSA- | P nessage is used by an RSIP gateway to
del iver paraneter assignments to an RSIP host using RSA-IP. A host-

Wi se unique bind ID, |ease tine, and tunnel type nust be provided for
every assi gnnent.
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9.

9.

9.

9.

7.2. Fornat

<ASSI GN_RESPONSE_RSA- | P> :: = <Version>
<Message Type>
<Overal | Length>
<dient |D>
<Bind | D>
<Address (Il ocal)>
<Address (renote)>
<Ports (renote)>
<Lease Ti ne>
<Tunnel Type>
[ Address (tunnel endpoint)]
[ Message Counter]
7.3. Behavi or

If no renote flow policy is used, the RSIP gateway MJST use "don’t
care" values for the renpote address and ports paraneters. |f nmacro-
fl ow based renote policy is used, the renote address paranmeter MJST
contain the address specified in the associated request, and the
renote ports parameter MUST contain a "don't care" value. |[If mcro-
fl ow based renote policy is used, the renpte address and renote ports
parameters MJST contain the address and port information specified in
the associ ated request.

If the host detects an error or otherw se does not "understand" the
gateway’ s response, it SHOULD send a FREE_REQUEST with the bind ID
fromthe said ASSI GN RESPONSE RSA-IP. This will serve to help
synchroni ze the states of the host and gateway.

The address of a tunnel endpoint that is not the RSIP gateway MAY be
specified. |If this paraneter is not specified, the RSIP gateway MJST
be assuned to be the tunnel endpoint.

8. ASSI GN_REQUEST _RSAP-1P
8.1. Description

The ASSI GN_REQUEST _RSAP- | P nessage is used by an RSIP host to request
resources to use with RSAP-1P. The RSIP host specifies tw address
and two port paraneters, the first of each, respectively, refer to
the |l ocal address and port(s) that will be used, and the second of
each, respectively, refer to the renpte address and port(s) that wll
be cont act ed.
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9.

9.

8.

8.

2. Format

<ASSI GN_REQUEST_RSAP-1 P> :: = <Versi on>
<Message Type>
<Overal | Length>
<Client ID>
<Address (Il ocal)>
<Ports (local)>
<Address (renote)>
<Ports (renote)>
[ Message Counter]
[ Lease Ti ne]
[ Tunnel Type]

3. Behavi or

An RSIP host may request a particular |ocal address by placing that
address in the value field of the first address paraneter. The RSIP
host nmay request particular local ports by placing themin the first
port paranmeter. To indicate that it has no preference for |oca
address or ports, the RSIP host may place a "don’t care" value in the
respecti ve address or ports paraneters.

If macro-flow based renmpte policy is used, the host MJST specify the
renote address that it will use this binding (if granted) to contact;
however, the renote port nunber(s) MAY remain unspecified. |If

m cro-fl ow based rempte policy is used, the host MJST specify the
renote address and port nunber(s) that it will use this binding (if
granted) to contact. |If no flow policy is used, the RSIP host may
place a value of all 0's in the value fields of the respective
address or port paraneters.

The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR _RESPONSE contai ning the
REG STER _FI RST error.

- |If the nmessage contains an incorrect client ID, the gateway
MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
BAD CLIENT_ID error.

- |If the local address paraneter is a don't care value and the
RSI P gat eway cannot allocate ANY addresses, the RSIP gateway
MUST respond with an ERROR_RESPONSE cont ai ni ng t he
LOCAL_ADDR_UNAVAI LABLE error
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If the local address paraneter is not a don't care value there
are five possible error conditions:

o |If the RSIP gateway cannot allocate ANY addresses, it MJST
respond wi th an ERROR_RESPONSE cont ai ning the
LOCAL_ADDR_UNAVAI LABLE err or

o |If the RSIP gateway cannot allocate the requested address
because it is in use, the RSIP gateway MJST respond with an
ERROR_RESPONSE cont ai ni ng the LOCAL_ADDR | NUSE error

o If the RSIP gateway cannot allocate the requested address
because it is not allowed by policy, the RSIP gateway MJST
respond wi th an ERROR _RESPONSE contai ning the
LOCAL_ADDR_UNALLOWED error

o If the RSIP gateway cannot allocate a requested address /
port tuple because it is in use, the RSIP gateway MJST
respond with an ERROR_RESPONSE contai ning the
LOCAL_ADDRPORT_I NUSE error.

o |If the RSIP gateway cannot allocate a requested address /
port tuple because it is not allowed by policy, the RSIP
gat eway MJST respond with an ERROR RESPONSE contai ning the
LOCAL_ADDRPORT_UNALLOWED er r or

If the RSIP host requests a number of ports (greater that one),
but does not specify particular port nunbers (i.e., uses "don't
care" values) the RSIP gateway cannot grant the entire request,
the RSIP gateway MJST return an ERROR RESPONSE containing the
LOCAL_ADDRPORT_UNAVAI LABLE error

I f macro-flow based rempte policy is used and the requested
renote address is not allowed by the RSIP gateway’s policy, the
RSI P gat eway MJUST respond wi th an ERROR_RESPONSE cont ai ning the
REMOTE_ADDR_UNALLOWED er r or

If mcro-flow based renmpte policy is used and the requested
renote address / port pair is not allowed by the RSIP gateway’s
policy, the RSIP gateway MJST respond with an ERROR_RESPONSE
cont ai ni ng the REMOTE_ADDRPORT_UNALLOWED er r or

I f an unsupported or unall owed tunnel type is specified, the

RSI P gat eway MJUST respond wi th an ERROR_RESPONSE cont ai ning the
BAD _TUNNEL_TYPE error.
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- |If the host has not specified | ocal or renote address or port
i nformation in enough detail, the RSIP gateway MJST respond
with an ERROR_RESPONSE cont ai ni ng the FLOW POLI CY_VI OLATI ON
error.

9.9. ASSI GN_RESPONSE_RSAP- | P
9.9.1. Description

The ASSI GN_RESPONSE_RSAP- 1 P message is used by an RSIP gateway to
del i ver paraneter assignnments to an RSIP host. A host-w se unique
bind ID, lease time, and tunnel type nust be provided for every
assi gnrent .

9.9.2. Formt

<ASS|I GN_RESPONSE_RSAP- | P> :: = <\ersi on>
<Message Type>
<Overal | Length>
<Cient |ID>
<Bind | D>
<Address (Il ocal)>
<Ports (Il ocal)>
<Address (renote)>
<Ports (renpote)>
<Lease Ti me>
<Tunnel Type>
[ Address (tunnel endpoint)]
[ Message Counter]

9.9.3. Behavior

Regardl ess of local flow policy, a local address and port(s) MJST be
assigned to the host. |If macro-flow based |ocal policy is used, the
host is assigned an address and one or nore ports. |If mcro-flow
based | ocal policy is used, the host is assigned an address and
exactly one port.

If no renote flow policy is used, the RSIP gateway MJST use "don't
care" values for the renpte address and ports paraneters. |f macro-
fl ow based renote policy is used, the renote address paraneter MJST
contain the address specified in the associated request, and the
renote ports parameter nust contain a "don't care" value. |If mcro-
fl ow based renpte policy is used, the renpte address and renote ports
parameters MJST contain the address and port information specified in
the associ ated request.
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If the host detects an error or otherw se does not "understand" the
gateway’ s response, it SHOULD send a FREE REQUEST with the bind ID
fromthe said ASSI GN RESPONSE_RSAP-1P. This will serve to help
synchroni ze the states of the host and gateway.

The address of a tunnel endpoint that is not the RSIP gateway MAY be
specified. |If this paraneter is not specified, the RSIP gateway MJST
be assuned to be the tunnel endpoint.

9.10. EXTEND_REQUEST
9.10.1. Description

The EXTEND REQUEST nessage is used to request a | ease extension to a
current bind. It may be used with both RSA-1P and RSAP-IP. The host
MUST specify its client 1D and the bind IDin question, and it MAY
suggest a lease tinme to the gateway.

9.10.2. Format

<EXTEND_REQUEST> ::= <Versi on>
<Message Type>
<Overal | Length>
<Client ID>
<Bind | D>
[ Lease Ti ne]
[ Message Counter]

9.10.3. Behavior
The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
REAQ STER FI RST error.

- |If the message contains an incorrect client ID, the gateway
MUST respond with an ERROR_RESPONSE cont ai ni ng the
BAD CLIENT_ID error.

- |If the message contains an incorrect bind ID, the gateway MJST

respond with an ERROR _RESPONSE contai ning the BAD BIND I D
error.
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If the RSIP gateway grants an extension to the host’s |lease, it MJST
RESPOND wi t h an appropri ate EXTEND RESPONSE nessage. |f the lease is
not renewed, the RSIP gateway MAY let it inplicitly expire by doing
nothing or make it explicitly expire by sending an appropriate
FREE_RESPONSE nessage.

9.11. EXTEND_RESPONSE
9.11.1. Description

The EXTEND RESPONSE message is used by an RSIP gateway to grant a
requested | ease extension. The gateway MJST specify the client ID of
the host, the bind IDin question, and the new assigned | ease tine.

9.11. 2. For mat

<EXTEND_RESPONSE> ::= <Version>
<Message Type>
<Overal | Length>
<Cient |ID>
<Bi nd | D>
<Lease Ti ne>
[ Message Counter]

9.11.3. Behavior

The RSIP gateway will determine |lease tinme as per its local policy.
The returned time is to be interpreted as the nunber of seconds
before the | ease expires, counting fromthe time at which the nessage
is sent/received.

9.12. FREE_REQUEST
9.12.1. Description

The FREE REQUEST nessage is used by an RSIP host to free a binding.
The given bind IDidentifies the bind to be freed. Resources may
only be freed using the granularity of a bind ID

9.12. 2. For mat

<FREE_REQUEST> ::= <Version>
<Message Type>
<Overal | Length>
<Cient |ID>
<Bi nd | D>
[ Message Counter]
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9.12.3. Behavi or
The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR _RESPONSE contai ning the
REG STER _FI RST error.

- |If the nmessage contains an incorrect client ID, the gateway
MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
BAD CLIENT_ID error.

- |If the nmessage contains an incorrect bind ID, the gateway MJST
respond with an ERROR_RESPONSE cont ai ning the BAD BIND I D
error.

If a host receives an error in response to a FREE REQUEST, this may
i ndicate that the host and gateway’'s states have becone
unsynchroni zed. Therefore, the host SHOULD nake an effort to
resynchroni ze, such as freeing resources then re-requesting them or
de-regi stering then re-registering.

9.13. FREE_RESPONSE
9.13.1. Description
The FREE_RESPONSE nessage is used by an RSIP gateway to acknow edge a
FREE _REQUEST sent by an RSIP host, and to asynchronously deal |l ocate
resources granted to an RSIP host.
9.13.2. Format
<FREE_RESPONSE> ::= <Version>
<Message Type>
<Overal | Length>
<Client ID>
<Bind | D>
[ Message Counter]
9.13.3. Behavior

An RSIP host nust always be ready to accept a FREE RESPONSE, even if
its lease on the specified bind IDis not yet expired.
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9.14. QUERY_REQUEST
9.14.1. Description

A QUERY_REQUEST nessage is used by an RSIP host to ask an RSIP

gat eway whether or not a particular address or network is |local or
renote. The host uses this information to determ ne whether to
contact the host(s) directly (in the local case), or via RSIP (in the
renote case).

Thi s nmessage defines an indicator paranmeter with a 1-byte value field
and 2 defined val ues:

- 1 address
- 2 network

9.14. 2. For mat

<QUERY_REQUEST> ::= <Version>
<Message Type>
<Overal | Length>
<Client |D>
[ Message Counter]
[ Address Tuple]...
[ Network Tuple]...

wher e

<Address Tuple> ::= <Indicator (address)>
<Addr ess>

<Networ k Tupl e> ::= <lIndicator (network)>

<Addr ess (network)>
<Addr ess (netmask) >

9.14.3. Behavior

One or nore address or network tuples nay be specified. Each tuple
encodes a request regarding the locality (local or renote) of the
encoded address or network. |If no tuple is specified, the RSIP

gat eway should interpret the message as a request for all tuples that
it iswlling to provide. Note that the FQN form of the address

par amet er cannot be used to specify the address of a network, and
only the netnmask form of the address paraneter can be used to specify
the netrmask of a network.

If an RSI P gateway cannot determ ne whether a queried host or network

is local or renote, it SHOULD transmt a QUERY_RESPONSE with no
response specified for the said host or network.
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The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond wi th an ERROR_RESPONSE cont ai ni ng the
REAQ STER FI RST error.

- |If the nmessage contains an incorrect client ID, the gateway
MUST respond with an ERROR_RESPONSE cont ai ni ng t he
BAD CLIENT_ID error.

9.15. QUERY_RESPONSE
9.15.1. Description

A QUERY_RESPONSE nessage is used by an RSIP gateway to answer a
QUERY_REQUEST from an RSI P host.

Thi s nmessage defines an indicator parameter with a 1-byte value field
and 4 defined val ues:

- 1 local address
- 2 local network
- 3 renote address
- 4 renpte network

9.15. 2. For mat

<QUERY_RESPONSE> :: = <Version>
<Message Type>
<Overal | Length>
<Cient |D>
[ Message Counter]
[ Local Address Tuple]...
[ Local Network Tuple]...
[ Remot e Address Tuple]...
[ Remot e Network Tuple]..

wher e

<Local Address Tuple> ::= <Indicator (local address)>
<Addr ess>

<Local Network Tuple> ::= <Indicator (local network)>
<Addr ess (network)>
<Addr ess (netmask) >

<Renot e Address Tuple> ::= <Indicator (renote address)>

<Addr ess>
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<Renpote Network Tuple> ::= <Indicator (renote network)>
<Addr ess (network)>
<Addr ess (netmask) >

9. 15.3. Behavior

An RSIP gateway has sonme leeway in howit responds to a
QUERY_REQUEST. It may just provide the information requested, if it
can provide such information. It may provide its conplete list of
address and networks, in order to minimze the nunber of requests
that the host needs to performin the future. How an RSIP gat eway
responds may depend on network traffic considerations as well.

If an RSIP gateway sends a QUERY_RESPONSE that does not contain any
tuples, or a QUERY_RESPONSE that does not contain a tuple that
applies to an associated tuple in the associ ated QUERY_REQUEST, this
shoul d be interpreted that the RSIP gateway does not know whether the
qgueried host or network is local or renote. Appropriate host
behavi or upon recei pt of such a nessage is to assune that the queried
host or network is renote.

Note that an RSIP gateway is not expected to maintain a conplete |ist
of all renote hosts and networks. In fact, a typical RSIP gateway
will only maintain a list of the networks and hosts that it knows are
| ocal (private with respect to the RSIP host).

9.16. LI STEN_REQUEST
9.16.1. Description

A LI STEN REQUEST nessage is sent by an RSIP host that wants to

regi ster a service on a particular address and port number. The host
must include its client 1D, |ocal address paranmeter and ports
paraneters, and renote address and ports parameters. The client MAY
suggest a lease tinme and one or nore tunnel types.
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9.16.2. Format

<LI STEN_REQUEST> ::= <Version>
<Message Type>
<Overal | Length>
<Client ID>
<Address (Il ocal)>
<Ports (local)>
<Address (renote)>
<Ports (renote)>
[ Message Counter]
[ Lease Ti ne]
[ Tunnel Type]...

9.16. 3. Behavi or

If the host wants to listen on a particular address or port, it may
specify these in the address and ports paraneters. Qherwi se it my
| eave one or both of these paraneters with "don’t care" val ues.

If no renpte flow policy is being used, the host MJUST fill both the
renote address and ports parameters with "don't care" values. |If
macr o-fl ow based rempte policy is used, the host MIST specify the
renote address, but MAY or MAY NOT specify the renote port(s). |If
m cro-fl ow based renpote policy is used, the host MJST specify the
renote address and ports paraneter.

Once a LI STEN REQUEST has been granted, the RSIP gateway MJST forward
all packets destined to the address and port in question to the host,
even if the renpte host address and port tuple has not been
previously contacted by the host.

LI STEN_REQUEST is not necessary for RSA-IP
The foll owi ng nessage-specific error conditions exist:

- If the host is not registered with the gateway, the gateway
MUST respond with an ERROR_RESPONSE cont ai ni ng the
REQ STER FI RST error.

- |If the nmessage contains an incorrect client 1D, the gateway
MUST respond wi th an ERROR _RESPONSE contai ning the
BAD CLIENT_ID error.

- If the local address paraneter is a don't care value and the
RSI P gat eway cannot allocate ANY addresses, the RSIP gateway
MUST respond wi th an ERROR_RESPONSE cont ai ning the
LOCAL_ADDR_UNAVAI LABLE err or
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If the local address paraneter is not a don't care value there
are five possible error conditions:

o |If the RSIP gateway cannot allocate ANY addresses, it MJST
respond wi th an ERROR_RESPONSE cont ai ning the
LOCAL_ADDR_UNAVAI LABLE err or

o |If the RSIP gateway cannot allocate the requested address
because it is in use, the RSIP gateway MJST respond with an
ERROR_RESPONSE cont ai ni ng the LOCAL_ADDR | NUSE error

o If the RSIP gateway cannot allocate the requested address
because it is not allowed by policy, the RSIP gateway MJST
respond wi th an ERROR _RESPONSE contai ning the
LOCAL_ADDR_UNALLOWED error

o |If the RSIP gateway cannot allocate the requested address /
port tuple because it is in use, the RSIP gateway MJST
respond with an ERROR_RESPONSE contai ning the
LOCAL_ADDRPORT_I NUSE error.

o |If the RSIP gateway cannot allocate the requested address /
port tuple because it is not allowed by policy, the RSIP
gat eway MJST respond with an ERROR RESPONSE contai ning the
LOCAL_ADDRPORT_UNALLOWED er r or

I f macro-flow based rempte policy is used and the requested
renote address is not allowed by the RSIP gateway’s policy, the
RSI P gat eway MJUST respond wi th an ERROR_RESPONSE cont ai ning the
REMOTE_ADDR_UNALLOWED er r or

If mcro-flow based renmpte policy is used and the requested
renote address / port pair is not allowed by the RSIP gateway’s
policy, the RSIP gateway MJST respond with an ERROR_RESPONSE
cont ai ni ng the REMOTE_ADDRPORT_UNALLOWED err or

I f an unsupported or unall owed tunnel type is specified, the
RSI P gat eway MJUST respond with an ERROR_RESPONSE cont ai ning the
BAD _TUNNEL_TYPE error.

If the host has not specified | ocal or renote address or port
i nformati on in enough detail, the RSIP gateway MJST respond
wi th an ERROR_RESPONSE cont ai ni ng the FLOW PCLI CY_VI CLATI ON
error.
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9.17. LI STEN_RESPONSE
9.17.1. Description

A LI STEN_RESPONSE nessage is used by an RSIP gateway to respond to a
LI STEN REQUEST nessage froman RSIP host. The RSIP gateway MJST
issue a bind ID, and specify the address and port which have been
granted to the host. The gateway nust al so specify a tunnel type and

| ease tine.
If no renote flow policy is being used, the gateway MJST fill both
the renote address and ports paraneters with "don't care" values. |If

nmacro-fl ow based renpte policy is used, the gateway MJST specify the
renote address, but MAY or MAY NOT specify the renote port(s). |If

m cro-fl ow based renpte policy is used, the gateway MJST specify the
renote address and ports paraneter.

9.17. 2. For mat

<LI STEN RESPONSE> :: = <Versi on>
<Message Type>
<Overal | Length>
<dient |ID>
<Bind | D>
<Address (Il ocal)>
<Ports (Ilocal)>
<Address (renote)>
<Ports (renote)>
<Tunnel Type>
<Lease Ti me>
[ Address (tunnel endpoint)]
[ Message Counter]

9.17.3. Behavior

If no renote flow policy is being used, the gateway MJST fill both
the renpote address and ports paraneters with "don't care" values. |If
macr o-fl ow based renpte policy is used, the gateway MJST specify the
renote address, but MAY or MAY NOT specify the renote port(s). |If

m cro-fl ow based renmpte policy is used, the gateway MJST specify the
renote address and ports paraneter.

The address of a tunnel endpoint that is not the RSIP gateway MAY be

specified. |If this paraneter is not specified, the RSIP gateway MJST
be assunmed to be the tunnel endpoint.
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10. Discussion
10.1. Use of Message Counters, Tineouts, and Retransmn ssions

Message counters are conceptually simlar to sequence nunbers. They
are necessary to facilitate reliability when UDP is the transport
protocol. Each UDP nessage is narked with a nmessage counter. Wen
such a nmessage is transmitted, the nessage is stored in a "l ast
nmessage"” buffer. For RSIP hosts, a timer is set to expire at the
appropriate timeout val ue.

Ceneral rules:

- Wien an RSIP host transnmits a nessage with a nessage counter
value of n, the RSIP gateway’ s response will contain a nessage
counter val ue of n.

- An RSIP host will not increnent its nessage counter value to
n+l until it receives a nessage fromthe RSIP gateway with a
message counter value of n.

- An RSIP gateway begins all sessions with a nessage counter
val ue of 1.

- |If the nmessage counter val ue reaches the nmaxi mum possi bl e 32-
bit value, it will wap around to 1, not O.

- |If a message with a nessage counter value of nis transmitted
by an RSIP host, but a timer expires before a response to that
nessage is received, the copy of the nmessage (fromthe "I ast
nessage" buffer) is retransnmitted.

- Wien an RSIP gateway receives a duplicate copy of a nessage
with a message counter value of n, it transmits the contents of
its "last nessage" buffer.

- Wien the RSIP gateway transmts an asynchronous RSIP nessage
(an RSIP nmessage for which there was no request by the RSIP
host), a message counter value of 0 MJUST be used. Note that
only three RSIP nmessages can be transmitted asynchronously:
ERROR_RESPONSE, DE- REG STER_RESPONSE, and FREE_RESPONSE. These
nessages may al so be transnitted in response to an RSIP host
request, so their nessage counter val ues MAY be non-zero.

- |If a message counter is not present in a nessage froman RSIP

host, but is required, the RSIP gateway MJST respond with an
ERROR_RESPONSE cont ai ni ng t he MESSAGE_COUNTER REQUI RED error.
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10.2. RSIP Host and Gateway Failure Scenari os

When either the RSIP host or gateway suffers from an unrecoverable
failure, such as a crash, all RSIP-related state will be lost. In
this section, we describe the sequence of events that will occur in
both host and gateway failures, and how the host and gateway re-
synchroni ze

10.2.1. Host Failure

After a host failure, the host will reboot and be unaware of any RSIP
state held on its behalf at the gateway.

If the host does not imrediately attenpt to re-establish a session

it may receive RSIP packets on the RSIP client application port that
it was using before it rebooted. If an RSIP client application is
not active on this port, these packets will be responded to with |ICW
port unreachable nmessages. |If TCP is the transport protocol, it is
likely that the connection will be terminated with a TCP RST. If an
RSIP client is active on this port, it will not recognize the session
that these packets belong to, and it SHOULD silently ignore them

The RSI P host may al so receive packets froma renote host with which
it was comunicating before it rebooted. These packets wll be
destined to the RSIP tunnel interface, which should not exist. Thus
they SHOULD be silently discarded by the RSIP host’s stack, or the
RSIP host will transmit appropriate | CVMP nessages to the tunne
endpoint (e.g., the RSIP gateway). The behavior of the systemwth
respect to sessions that were active before the reboot should be
simlar to that of a publically addressabl e non-RSIP host that
reboots.

Upon rebooting, an RSIP host nmay attenpt to establish a new RSIP
session with the RSIP gateway. Upon receiving the REG STER REQUEST
nmessage, the RSIP gateway will be able to determine that, as far as
it is concerned, the RSIP host is already registered. Thus, it wll
transmt an ERROR RESPONSE with the ALREADY REGQ STERED nessage. Upon
recei pt of this nmessage, the RSIP host will knowthe client ID of its
old registration, and SHOULD i medi ately transmit a DE-

REA STER REQUEST using this client ID. After this is acconplished,
the states of the RSIP host and gateway have been synchronized, and a
new RSI P session may be established

If the RSIP host does not de-register itself fromthe RSIP gateway,
it will eventually receive a DE- REG STER RESPONSE from t he gat eway,
when the gateway tines out the host’s session. Since the DE-

REQ STER RESPONSE will refer to a client ID that has no nmeaning to

Borella, et al. Experi ment al [ Page 37]



RFC 3103 RSI P Protocol Specification Cct ober 2001

10.

10.

the host, the host SHOULD silently ignore such a nessage. At this
point, the states of the RSIP host and gateway have been
synchroni zed, and a new RSIP sessi on nmay be established

2.2. CGateway Failure

After a gateway failure, the gateway will reboot and be unaware of
any RSIP state held by an RSIP host.

Since the gateway will not attenpt to contact any of its RSIP hosts,
a problemw |l first be detected when either an RSIP host sends an
RSI P nessage to the gateway, an RSIP host sends tunneled data to the
gateway, or data froma renpte host intended for an RSIP host
arrives.

In the first case, the RSIP gateway SHOULD i medi ately response to
all nessages (except for a REG STER REQUEST) with an ERROR RESPONSE
with a REG STER FIRST error. Upon recei pt of such a nessage, an RSIP
host MUST interpret the nmessage as an indication of a |oss of
synchroni zati on between itself and the RSIP gateway. The RSIP host
SHOULD i mmedi ately transnmit a DE- REG STRATI ON_REQUEST with its old
client 1D (which will generate another error, but this error SHOULD
be ignored by the host). At this point, the states of the RSIP host
and gateway have been synchroni zed, and a new RSIP sessi on may be

est abl i shed.

In the second case, all data that an RSIP host sends to the tunnel ed
interface of an RSIP server will either (1) be discarded silently,

(2) responded to with an I CVMP Destination Unreachabl e nessage, such
as "Comuni cation Admi nistratively Prohibited", or (3) blindly routed
to the intended destination. 1In all of the above cases, the RSIP
gateway will not have an explicit nmethod to notify the RSIP host of
the problem To prevent a | ong term comruni cati ons outage, snal

| ease times of several mnutes can be set by the RSIP gateway.

In the third case, the RSIP gateway SHOULD di scard all incom ng
packets and/or respond with I CVvP Port Unreachabl e nessages.

3. Ceneral Gateway Policy

There is a significant anpbunt of RSIP gateway policy that may be

i mpl enented, but is beyond the scope of this docunent. W expect
that nost of this policy will be site-specific or inplenentation-
specific and therefore do not nake any recommendati ons. Exanples of
general gateway policy include:

- How ports are allocated to RSIP hosts.
- Preferred length of |ease tines.
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- How flow policy is applied to which hosts.

- How an RSIP gateway with nultiple public IP addresses that nay
be | eased by RSIP clients determines howto partition
and/ or | ease these addresses.

4. FErrors Not Fromthe RSIP Protocol

Once an RSIP host and gateway have established a rel ationship and the
host is assigned resources to use, error may occur due to the host’s
m suse of the resources or its attenpting to use unassigned
resources. The follow ng error behavior is defined:

- |If a host attenpts to use a | ocal address which it has not been
al l ocated, the RSIP gateway MJST drop the associ ated packet(s)
and send the host an ERROR_RESPONSE cont ai ni ng the
LOCAL_ADDR_UNALLOWED error.

- |If a host attenpts to use a |l ocal address / port tuple which it
has not been allocated, the RSIP gateway MJST drop the
associ at ed packet(s) and send the host an ERROR RESPONSE
cont ai ni ng the LOCAL_ADDRPORT_UNALLOWED error.

- |If a host attenpts to contact a renote address which has not
been properly specified or otherw se approved (e.g., via an
ASSI GN_RESPONSE_RSAP- | P and macro or nicro based renote fl ow
policy), the RSIP gateway MJST drop the associ ated packet(s)
and send the host an ERROR_RESPONSE cont ai ni ng the
REMOTE_ADDR_UNALLOWED error.

- |If a host attenpts to contact a renote address / port tuple
whi ch has not been properly specified or otherw se approved
(e.g., via an ASSI GN RESPONSE RSAP-IP and micro based renpte
flow policy), the RSIP gateway MJST drop the associ ated
packet (s) and send the host an ERROR_RESPONSE contai ning the
REMOTE_ADDRPORT_UNALLOWED error.

- |If a host attenpts to establish or use an inproper tunnel type,
the RSIP gateway MJST respond with an ERROR RESPONSE cont ai ni ng
the BAD _TUNNEL_TYPE error.

- If the RSIP gateway’s detects a local fault which prevents its
RSI P server nmodul e from continuing operation, the RSIP gateway
MUST respond wi th an ERROR_RESPONSE contai ning the
| NTERNAL_SERVER _ERROR error.
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5. Address and Port Requests and Allocation

Regardl ess of local flow policy, an RSIP host may "suggest" that it
would Iike to use a particular |ocal address and/or port nunmber in a
particul ar binding. An RSIP gateway that cannot grant such a
request, because the specified resources are already in use, MJST
respond wi th an ERROR _RESPONSE cont ai ni ng t he LOCAL_ADDR | NUSE or
LOCAL_ADDRPORT | NUSE val ues.

6. Local Gateways and Flow Policy Interaction

An RSIP host may initialize a publically accessible gateway (such as
an FTP or HITP gateway) by transmitting a LI STEN REQUEST nessage to
an RSI P gateway and receiving a LI STEN RESPONSE. However, unless no
renote flow policy is used, the gateway will have to specify the
address or address and port of a single renpte host that will be
allowed to contact it. Cbviously, such as restriction is not very
useful for hosts that require their gateways to be accessible by any
renote host.

This indicates that there is a conflict between fl ow based policy and
support for gateways. The nmain purpose of enforcing fl ow based
policy for LISTEN REQUESTs is that it allows an RSIP gateway tight
control over how an RSIP host uses ports and the associ ated
accounting. For exanple, an RSIP host, operating under renote

m cro-fl ow based policy and using a protocol such as FTP, will have
to specify the address and port that it will receive FTP data on, as
well as the address and port that the gateway will transmt data

from in a LI STEN REQUEST.

In general, an RSIP gateway may not allow arbitrary hosts to start
public gateways because of the traffic and security concerns. Thus,
we recommend that if renmote micro-flow based policy is used, that an
RSI P gateway only allow public gateways on RSIP hosts via

adm ni strative override.

Currently, RSIP hosts can only be identified by their local IP
address or MAC address.

Security Consi derations
RSIP, in and of itself, does not provide security. It may provide
the illusion of security or privacy by hiding a private address

space, but security can only be ensured by the proper use of security
protocol s and cryptographi c techni ques.
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An RSIP gateway should take all measures deened necessary to prevent
its hosts fromperformng intentional or unintentional denial-of-
service attacks by request |arge sets of resources.

Currently, RSIP hosts can only be identified by their local IP
address or, in some cases, MAC address. It is desirable to allow
RSI P nessages sent between a host and gateway to be authenticated.
Furt her discussion of such authentication can be found in [RSIP-

FRAME] .

Di scussi on of RSIP support for end-to-end |IPsec can be found in
[ RSI P- | PSEC] .

| ANA Consi derati ons
Al'l of the designations bel ow have been registered by the | ANA

- RSIP port nunber: 4555

- RSIP error codes (see Appendix A).

- RSIP nessage type codes (see Appendi x B)

- RSIP tunnel types, nethods, and flow policies.

RSI P paraneter val ues are designated as foll ows:

- 0 Reserved
- 1-240 Assigned by | ANA
- 241-255 Reserved for private use

New regi strations for the above nanespaces are recommended to be
al l ocated via the Specification Required nethod docunented in
[ RFC2434] .
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14. Appendix A: RSIP Error Nunbers

Thi s section provides descriptions for the error values in the RSIP
error paraneter.

Al errors are grouped into the foll owi ng categories:
100’ s: Ceneral errors.

101: UNKNOWN ERROR.  An error that cannot be identified has
occurred. This error should be used when all other error
nessages are i nappropriate.

102: USE_TCP. A host has attenpted to use UDP on a server that
only supports TCP

103: FLOW POLI CY_VI OLATI ON: A host has not specified address or
port information in enough detail for its assigned flow policy.

104: | NTERNAL_SERVER ERROR An RSI P server application has
detected an unrecoverable error within itself or the RSIP
gat eway.

105: MESSAGE COUNTER REQUI RED: An RSIP host did not use a nessage
counter paraneter in a situation in which it should have.

106: UNSUPPORTED RSI P_VERSI ON: An RSIP host sent a nmessage with a
versi on nunmber that is not supported by the RSIP gateway.

200’ s: Paraneter and nessage errors. The gateway uses these errors
when it detects that a paranmeter or nessage is nal forned, as well
as when it does not understand a paraneter or nessage.

201: M SSI NG _PARAM  The request does not contain a required
par amet er .

202: DUPLI CATE_PARAM The request contains an illegal duplicate
par aneter.

203: EXTRA _PARAM The request contains a paraneter that it should
not .

204: | LLEGAL_PARAM The gateway does not understand a paraneter
t ype.

205: BAD PARAM A paraneter is malforned.
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206: | LLEGAL MESSAGE. The gateway does not understand the nessage
type. The nessage type is neither mandatory nor optional

207: BAD MESSAGE. A message is malforned and gateway parsing
failed.

208: UNSUPPORTED MESSAGE: The host has transmitted an optiona
nessage that the gateway does not support.

300’ s: Perm ssion, resource, and policy errors. The gateway uses
these errors when a host has attenpted to do sonething that it is
not permtted to do, or sonething that violated gateway policy.

301: REG STER FIRST. The RSIP host has attenpted to request or
use resources Wwthout registering.

302: ALREADY_REG STERED. The host has attenpted to register again
wi thout first de-registering.

303: ALREADY UNREG STERED. The host has attenpted to de-register
but it is already in the unregistered state.

304: REG STRATION_DENIED. The gateway will not allow the host to
register.

305: BAD CLIENT ID. The host has referred to itself with the
wong client ID

306: BAD BIND ID. The request refers to a bind ID that is not
valid for the host.

307: BAD TUNNEL TYPE. The request refers to a tunnel type that is
not valid for the host.

308: LOCAL_ADDR UNAVAI LABLE. The gateway is currently not able to
al l ocate ANY | ocal address, but the host may try again later.

309: LOCAL_ADDRPORT_UNAVAI LABLE. The gateway is currently not
able to allocate ANY local |IP address / port tuple of the
requested nmagnitude (i.e., nunber of ports), but the host may
try again later.

310: LOCAL_ADDR I NUSE. The gateway was not able to allocate the
requested | ocal address because it is currently used by anot her
entity.
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311: LOCAL_ADDRPORT I NUSE. The gateway was not able to allocate
the requested | ocal address / port tuple because it is
currently used by another entity.

312: LOCAL_ADDR UNALLOWED. The gateway will not |et the host use
the specified |l ocal |IP address due to policy.

313: LOCAL_ADDRPORT_UNALLOWED. The gateway will not |et the host
use the specified | ocal address / port pair due to policy.

314: REMOTE_ADDR UNALLOWED. The gateway will not allow the host
to establish a session to the specified renote address.

315: REMOTE_ADDRPORT_UNALLOWED. The gateway will not allow the

host to establish a session to the specified renpte address /
port tuple.

400’ s: | Psec errors. Al errors specific to RSIP/ |Psec operation
See [ RSI P-1PSEC] .

15. Appendi x B: Message Types

This section defines the values assigned to RSIP nmessage types. W
al so indicate which RSIP entity, host or gateway, produces each
nessages, and whether it is nandatory or optional. Al * REQUEST
nessages are only to be inplenented on hosts, while all * RESPONSE
nessages are only to be inplenmented on gateways. RSIP

i mpl enent ati ons (both host and gateway) MJST support all nandatory
messages in order to be considered "RSIP conpliant”.
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Val ue Message | mpl ement ati on
1 ERROR_RESPONSE gat eway
2 REG STER_REQUEST host
3 REG STER_RESPONSE gat eway
4 DE- REG STER_REQUEST host
5 DE- REG STER_RESPONSE gat enway
6 ASS|I GN_REQUEST _RSA- | P host
7 ASSI GN_RESPONSE_RSA- | P gat eway
8 ASSI GN_REQUEST_RSAP- | P host
9 ASS| GN_RESPONSE_RSAP- | P gat eway

10 EXTEND_REQUEST host

11 EXTEND_RESPONSE gat enway

12 FREE_REQUEST host

13 FREE_RESPONSE gat eway

14 QUERY_REQUEST host

15 QUERY_RESPONSE gat eway

16 LI STEN_REQUEST host

17 LI STEN_RESPONSE gat enway

16. Appendix C Exanple RSIP host/gateway transactions

In this appendi x, we present an exemplary series of

transacti ons between an RSIP host and an RSIP gateway. Al
gat eway to host
Par armet er val ues are denoted inside

gateway traffic is denote by ‘C--> S and al
traffic is denoted by ‘'S --> C .
of parentheses. Versions, nessage types, and overa
included in order to save space. "Don't care"
by 0’ s.

A ports paraneter

Cct ober

St at us
mandat ory
mandat ory
mandat ory
nmandat ory
nmandat ory
opti ona
opti ona
mandat ory
mandat ory
nmandat ory
nmandat ory
nmandat ory
mandat ory
opt i onal
mandat ory
opti ona
opti ona

annot at ed

2001

host to

I lengths are not

val ues are indicated

is represented by the nunber of ports followed by

the port nunbers, separated by dashes. For exanple, 2-1012-1013
i ndi cates two ports, nanely 1012 and 1013, while 16-10000 i ndi cates
16 ports, nanmely 10000- 10015, and 4-0 indicates four ports, but the

sender doesn’'t care where they are.
| Pv4 addresses are assuned.

16.1. RSAP-IP with Loca

Pol i cy
Thi s exanpl e exhibits the | oosest policy framework f
C --> S: REG STER REQUEST ()

The host attenpts to register with the gateway.
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S --> C REGQ STER RESPONSE (Client ID =1, Local Flow Policy =
Macro, Renote Flow policy = None, Lease Tinme = 600)

The gateway responds, assigning a Client 1D of 1, |ocal nmacro-
fl ow based policy and no remote flow policy. No RSIP nethod is
i ndicated, so RSAP-1P is assuned. No tunnel type is indicated,
so IP-I1P is assuned. A |lease tine of 600 seconds is assigned.

@]

-> S ASSI GN_REQUEST_RSAP-IP: (Cient ID
0, Ports (local) = 4-0, Address (renote)
0, Lease Tine = 3600)

1, Address (local) =
0, Ports (rempte) =

The host requests an address and four ports to use with it, but
doesn’t care which address or ports are assigned. The host
does not specify the renpte address or ports either. The host
suggests a |l ease tine of 3600 seconds.

S --> C ASSI GN_RESPONSE_RSAP-IP: (dient ID=1, Bind ID = 1,
Address (|l ocal) = 149.112.240.156, Ports (local) = 4-1234,
Address (renote) = 0, Ports (renmpte) = 0, Lease Tine = 1800,
Tunnel Type = IP-1P)

The gateway responds by indicating that a bind ID of 1 has been
assigned to | P address 149.112.240.156 with ports 1234-1237.
Any renote host nay be communicated with, using any renote port
nunber. The | ease tine has been assigned to be 1800 seconds,
and the tunnel type is confirmed to be IP-1P.

The host is now able to comunicate with any host on the public
net wor k using these resources.

C-->S QUERY REQUEST: (Cient ID =1, Indicator = network,
Address (network) = 10.20.60.0, Address (netmask)
255. 255. 255. 0)

The host asks the gateway if the network 10.20.60.0/24 is
| ocal

S --> C QUERY_RESPONSE: (Client ID =1, Indicator = network,
Address (network) = 10.20.60.0, Address (netmask) =
255. 255. 255. 0)

The gateway responds indicating that the network in question is
| ocal

@

-> S ASSI GN_REQUEST_RSAP-1P: (Client ID =1, Address (local) =
149.112. 240. 156, Ports (local) = 8-1238, Address (renote) = O,
Ports (renmote) = 0, Lease Tine = 1800)
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The host requests eight nore particular ports for use with
RSAP-1P with the sane address. A |ease of 1800 seconds is
requested. |IP-IP tunneling is inplied by default.

S --> C. ASSI GN_RESPONSE_RSAP-IP: (Cdient ID=1, Bind ID =2
Address (|l ocal) = 149.112.240.156, Ports (local) = 8-1305,
Address (renote) = 0, Ports (renmpte) = 0, Lease Tine = 1800)
The gateway grants the request with the sanme address, but with
a different set of ports. [IP-IP tunneling is inmplied by
defaul t.

C--> S FREE_ REQUEST (Cient ID=1, Bind ID = 1)
The host frees bind ID 1; i.e., ports 1234-1237 from | P address
149.112. 240. 156. Note that the address itself is stil
assigned to the host because the host is still assigned ports
1305-1314.

S --> C FREE RESPONSE (Client ID=1, Bind ID = 1)
The gat eway acknow edges that Bind 1D 1 has been freed.

C--> S EXTEND REQUEST (Cient ID=1, Bind ID = 2, Lease Tine =
1800)

The host request that the lease on bind ID 1 be extended for
1800 seconds.

S --> C EXTEND_RESPONSE (Client ID =1, Bind ID = 2, Lease Tine =
1800)

The gateway confirms the request.
S --> C FREE_RESPONSE (Client ID=1, Bind ID = 2)

The gateway forces the host to free the resources of bind ID 2.
C--> S DE-REG STER REQUEST (Client ID = 1)

The host de-registers with the sever.
S --> C DE-REGQ STER RESPONSE (Client ID = 1)

The gat eway acknow edges that the host has de-registered.
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16.2. RSAP-IP with Local Mcro-flow Based Policy and Renote M cro-
fl ow Based Policy

Thi s exanple exhibits the strictest policy framework for RSAP-1P
C --> S: REGQ STER_REQUEST ()
The host attenpts to register with the gateway.

S --> C REGQ STER RESPONSE (Client ID =5, Local Flow Policy =
Mcro, Renote Flow policy = Mcro, RSIP Method = RSAP-1P, RSIP
Met hod = RSA-1P, Tunnel Type = IP-1P, Tunnel Type = GRE, Lease
Time = 600)

The gateway responds, assigning a Cient ID of 5, Ilocal nicro-
fl ow based policy and renpte m cro-fl ow based policy. Both
RSAP-1P and RSA-1P are supported. Both IP-1P and GRE tunne
types are supported. A lease tine of 600 seconds is assigned.

C-->S: ASSIGN REQUEST RSAP-1P. (Cient ID =05, Address (local) =
0, Ports (local) = 0, Address (rempte) = 38.196.73.6, Ports
(renmote) = 21, Lease Tinme = 600, Tunnel Type = IP-1P)

The host requests a | ocal address and a port assignnment to use
with it. The host indicates that it wants to contact host
38.196.73.6 at port 21 (FTP control). The host requests a

| ease tine of 600 seconds and a tunnel type of IP-IP.

S --> C. ASSI GN_RESPONSE_RSAP-IP: (dient ID=5, Bind ID = 1,
Address (local) = 149.112.240. 156, Ports (local) = 2049,
Address (renote) = 38.196.73.6, Ports (renote) = 21, Lease Tine
= 600, Tunnel Type = IP-1P)

The gateway responds by indicating that a bind ID of 1 has been
assigned to | P address 149.112.240.156 with port 2049. Only
host 38.196.73.6 at port 21 may be contacted. The lease tine
has been assigned to be 600 seconds, and the tunnel type is
confirmed to be IP-1P.

C--> S LISTEN REQUEST: (Client ID =5, Address (local) =
149.112. 240. 156, Ports (local) = 2050, Address (rempte) =
38.196.73.6, Ports (renote) = 20)

The host requests a listen port 2050 at the same address that

it has been assigned. Only host 38.196.73.6 fromports 20 (FTP
data) will be able to contact it.

Borella, et al. Experi ment al [ Page 48]



RFC 3103 RSI P Protocol Specification Cct ober 2001

S --> C LISTEN RESPONSE: (Client ID =5, Address (local) =
149.112. 240. 156, Ports (local) = 2050, Address (rempte) =
38.196.73.6, Ports (renote) = 20, Lease Tinme = 600, Tunnel Type
= |IP-1P)

The gateway confirns the request and assigns a |lease tinme of
600 seconds and a tunnel type of IP-1P.

C--> S DE-REQ STER REQUEST (Client ID = 5)
The host de-registers with the sever.
S --> C DE-REQ STER_RESPONSE (Client ID = 5)

The gat eway acknow edges that the host has de-registered. All
of the host’s bindings have been implicitly revoked.

16.3. RSA-IP with Local Macro-fl ow Based Policy and Renpte Macro-
fl ow based Policy

Thi

s exanpl e exhibits a mediumlevel of control for RSA-IP.
C --> S: REG STER _REQUEST ()
The host attenpts to register with the gateway.

S --> C REG STER _RESPONSE (Client 1D = 3, Local Flow Policy =
Macro, Renote Flow policy = Macro, RSIP Method = RSAP-1P, RSIP
Met hod = RSA-1P, Tunnel Type = IP-1P, Tunnel Type = L2TP, Lease
Time = 600)

The gateway responds, assigning a Client ID of 3, local macro-
fl ow based policy and renote nacro-fl ow based policy. Both
RSAP-1 P and RSA-1P are supported. Both IP-1P and L2TP tunnel
types are supported. A lease tine of 600 seconds is assigned.

C-->S: ASSIGN REQUEST RSA-I1P; (Cient ID= 3, Address (local) =
0, Address (renote) = ww. foo.com Ports (renpte) = 0, Lease
Time = 3600, Tunnel Type = IP-1P)

The host requests a | ocal address and indicates that it wants
to contact host ww. foo.com

S --> C. ERROR_RESPONSE: (Error = REMOTE_ADDR UNALLOWED, Client ID
= 3)

The gateway indicates that the host is not permitted to
establish comruni cati on wi th ww. f 00. com
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C-->S: ASSIGN REQUEST RSA-I1P; (Cient ID= 3, Address (local) =
0, Address (renote) = ww. bar.com Ports (renpte) = 0, Lease
Time = 3600, Tunnel Type = IP-1P)

The host requests a | ocal address and indicates that it wants
to contact host www. bar.com

S --> C ASSIGN RESPONSE RSA-I1P: (Cient ID=3, Bind ID = 1,
Address (local) = 149.112.240.17, Address (renmpte) =
www. bar. com Ports (rempte) = 0, Lease Tinme = 3600, Tunnel Type
= |IP-1P)

The gateway responds by granting | ocal |P address
149.112.240.17 to the host, and permitting it to comunicate
with ww. bar.com at any port. Requested |ease tine and tunne
type are al so granted.

C--> S: DE-REGQ STER_REQUEST (Cient ID = 3)
The host de-registers with the sever.
S --> C. DE-REGQ STER _RESPONSE (Client ID = 3)

The gat eway acknow edges that the host has de-registered. Al
of the host’s bindings have been inplicitly revoked.

17. Appendix Di Exanple RSIP host state di agram

Thi s appendi x provi des an exenpl ary di agram of RSIP host state. The
host begins in the unregistered state. W assune that for UDP, if a
nessage is lost, the host will tinmeout and retransmt another copy of
it. W recommend a 7-fold binary exponential backoff timer for
retransm ssions, with the first timeout occurring after 12.5 ms.

Thi s di agram does not include transitions for the LI STEN REQUEST
nmessage.
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send
REG STER _REQUEST
. + . +
| [------------- >| Regi stration|<-- timeout/send
+--->|Unregistered| <------------- | Pending | --- REGQ STER_REQUEST
| S +
e + 7th tinmeout/recv |
A ERROR_RESPONSE |
| |
| |
| 7th timeout/recv | recv ti meout/send
| DE- REG STER_RESPONSE | REG STER_RESPONSE QUERY_REQUEST
| | o
| | ||
| | send [
| send DE- % QUERY_REQUEST ||
R LR T + REGQ STER_REQUEST+---------- + R +
| Regi st ered | <----emmmm - | | --------- >| Regi st er ed|
| De-registration| | Regi st er ed| | Query |
| Pendi ng R >| | <--------- | Pending |
. + recv IR + TR +
| ~ ERROR_RESPONSE 7th timeout/recv

QUERY_RESPONSE or
ti meout/send ERROR_RESPONSE
DE- REG STER REQUEST 7th timeout/recv

ERROR_RESPONSE

<c—

oo o - +
| Go to Regi stered| send
LR + ASSI GN_REQUEST
A ti meout/send
| Yes FREE_REQUEST
+
. L
+ + 7th timeout/ +-------- + ooeme e +
+ Are all + recv | Free | |Assignment]|<--tineout/send
+ resources F<om - | Pending | | Pending |---ASSI GN REQUEST
+ freed? + FREE RESPONSE+-------- R e +
+ + ~ |
+ ot | | |
+ | | | recv
| No send | |recv | ASSI GN_RESPONSE
% ERROR_REQUEST| | ERROR_ |
Femmemmaeaaeaaan + | | RESPONSE |
| Go to Assigned| | | | 7th tinmeout/recv
Fom - + | ] | QUERY_RESPONSE or
recv | ] | ERROR_RESPONSE
R +ERROR_RESPONSE | v % A +
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| | Assi gned [------------- D R R AR >|  Assigned
+>| De-regi strati on| | Assi gned | | Query
| Pendi ng | <----mimme - Fome e F<oe - | Pending
R + send N Fomm o +
N DE- REG STER_REQUEST | | send A
I I I I QUERY_REQUEST I
ti meout/send 7th/timeout/recv | |send |
DE- REG STER _ ASSI GN_RESPONSE | | ASSI GN_REQUEST ti neout/send
REQUEST or ERROR _RESPONSE| | QUERY_REQUEST
|
| v
S +
| Assigned
| Assi gnment |
| Pending |
TSR +

timeout/send
ASSI GN_REQUEST
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