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Abst ract
This meno i ntroduces a "6to4 anycast address” in order to sinplify
the configuration of 6to4 routers. It also defines how this address
will be used by 6to4 relay routers, how the correspondi ng "6to4

anycast prefix" will be advertised in the IG and in the EGP. The
meno docunents the reservation by | ANA (I nternet Assigned Nunbers
Aut hority) of the "6to4 relay anycast prefix."

=

nt roducti on

According to [ RFC3056], there are two depl oynent options for a 6to4
routi ng donmai n, dependi ng on whether or not the dommin is using an

| Pv6 exterior routing protocol. |If a routing protocol is used, then
the 6to4 routers acquire routes to all existing |Pv6 networks through
the conbination of EGP and IGP. |If no IPv6 exterior routing protoco
is used, the 6to4 routers using a given relay router each have a
default 1 Pv6 route pointing to the relay router. This second case is
typically used by small networks; for these networks, finding and
configuring the default route is in practice a significant hurdle.

In addition, even when the nmanagers of these networks find an

avail abl e route, this route often points to a router on the other
side of the Internet, leading to very poor perfornance.

The operation of 6to4 routers requires either that the routers
participate in IPv6 inter-domain routing, or that the routers be
provisioned with a default route. This nmenpo proposes a standard
nethod to define the default route. It introduces the | ANA assi gned
"6t 04 Relay anycast prefix" fromwhich 6to4 packets will be
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automatically routed to the nearest available router. It allows the
managers of the 6to4 relay routers to control the sources authorized
to use their resource. It nmakes it easy to set up a |arge nunber of

6to4d relay routers, thus enabling scalability.

2 Definitions
This meno uses the definitions introduced in [ RFC3056], in particul ar
the definition of a 6to4 router and a 6to4 Relay Router. It adds the
definition of the 6to4 Relay anycast prefix, 6to4 Relay anycast
address, 6to4 IPv6 relay anycast address, and Equival ent |Pv4 unicast
addr ess.

2.1 6to4 router (or 6to4 border router)

An | Pv6 router supporting a 6to4 pseudo-interface. It is normally
the border router between an IPv6 site and a wi de-area | Pv4 network.

2.2 6to4 Relay Router

A 6to4 router configured to support transit routing between 6to4
addresses and native | Pv6 addresses.

2.3 6to04 Relay anycast prefix

An | Pv4 address prefix used to advertise an IPv4 route to an
avai l abl e 6to04 Relay Router, as defined in this meno.

The value of this prefix is 192.88.99.0/24
2.4 6to4 Relay anycast address

An | Pv4 address used to reach the nearest 6to4 Relay Router, as
defined in this nmeno.

The address corresponds to host nunmber 1 in the 6to4 Relay anycast
prefix, 192.88.99. 1.

2.5 6to4 I Pv6 relay anycast address
The 1 Pv6 address derived fromthe 6to4 Relay anycast address
according to the rules defined in 6to4, using a null prefix and a
null host identifier

The val ue of the address is "2002: c058: 6301::".
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2.6 Equival ent |1Pv4 unicast address

A regul ar I Pv4 address associated with a specific 6to4 Relay Router.
Packets sent to that address are treated by the 6to4 Relay Router as
if they had been sent to the 6to4 Rel ay anycast address.

3 Model, requirenents

Operation of 6to4 routers in domains that don’t run an | Pv6 EGP
requires that these routers be configured with a default route to the
IPv6 Internet. This route will be expressed as a 6to4 address. The
packets bound to this route will be encapsulated in | Pv4 whose source
will be an | Pv4 address associated to the 6to4 router, and whose
destination will be the IPv4 address that is extracted fromthe
default route. We want to arrive at a nodel of operation in which
the configuration is automatic.

It should also be easy to set up a | arge nunber of 6to4 rel ay
routers, in order to cope with the demand. The di scovery of the
nearest relay router should be automatic; if a router fails, the
traffic should be automatically redirected to the nearest avail able
router. The nmanagers of the 6to4 relay routers should be able to
control the sources authorized to use their resource

Anycast routing is known to cause operational issues: since the
sendi ng 6to4 router does not directly identify the specific 6to4
relay router to which it forwards the packets, it is hard to identify
the responsible router in case of failure, in particular when the
failure is transient or intermttent. Anycast solutions nust thus

i ncl ude adequate nmonitoring of the routers performng the service, in
order to pronptly detect and correct failures, and al so adequate
fault isolation procedures, in order to find out the responsible

el enent when needed, e.g., following a user’s conplaint.

4 Description of the solution
4.1 Default route in the 6to4 routers

The 6to4 routers are configured with the default 1Pv6 route (::/0)
pointing to the 6to4 | Pv6 anycast address.

4.2 Behavior of 6to4 relay routers
The 6to4 relay routers that follow the specification of this nmeno
shal | advertise the 6to4 anycast prefix, using the I1GP of their |Pv4

aut ononmous system as if it where a connection to an externa
net wor k.
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The 6to4 relay routers that advertise the 6to4 anycast prefix wll
recei ve packets bound to the 6to4 anycast address. They will relay
these packets to the IPv6 Internet, as specified in [ RFC3056].

Each 6to4 relay router that advertise the 6to4 anycast prefix MJST
al so provide an equival ent |Pv4 unicast address. Packets sent to
that unicast address will follow the sane processing path as packets
sent to the anycast address, i.e., be relayed to the IPv6 Internet.

4.3 Interaction with the EGP

If the managers of an | Pv4 autononous domain that includes 6to4 relay
routers want to nmake these routers avail able to nei ghbor ASes, they
wi Il advertise reachability of the 6to4 anycast prefix. Wen this
advertisenment is done using BGP, the initial AS path nust contain the
AS nunber of the announcing AS. The AS path should also include an

i ndi cation of the actual router providing the service; there is a
suggestion to performthis function by docunenting the router’s

equi val ent 1 Pv4 address in the BGP aggregator attribute of the path;
further work is needed on this point.

The path to the 6to4 anycast prefix may be propagated using standard
EGP procedures. The whole v6 network will appear to v4 as a single
nmul ti-homed network, with nultiple access points scattered over the
whol e | nternet.

4.4 Monitoring of the 6to4 relay routers

Any 6to4 relay router corresponding to this specification nust
include a nonitoring function, to check that the 6to4 relay function
is operational. The router nust stop injecting the route |leading to
the 6to4 anycast prefix imediately if it detects that the relay
function is not operational

The equi val ent |1 Pv4 address may be used to check renotely that a
specific router is operational, e.g., by tunneling a test |Pv6 packet
through the router’s equival ent unicast |Pv4 address. Wen a domain
depl oys several 6to4 relay routers, it is possible to build a
centralized monitoring function by using the list of equivalent |IPv4
addresses of these routers.

4.5 Fault isolation

When an error is reported, e.g., by a user, the donmain nanager should
be able to find the specific 6to4 relay router that is causing the
problem The first step of fault isolation is to retrieve the

equi val ent uni cast |Pv4 address of the router used by the user. |If
the router is located within the domain, this information will have
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to be retrieved fromthe I1G° tables. |If the service is obtained
through a peering agreenment with another domain, the information will
be retrieved fromthe EGP data, e.g., the BGP path attributes.

The second step is obviously to performconnectivity tests using the
equi val ent uni cast | Pv4 address.

5 Di scussion of the solution

The initial surfacing of the proposal in the NGIRANS worki ng group
hel ped us di scover a nunber of issues, such as scaling concerns, the
size of the address prefix, the need for an AS nunber, and concerns
about risking to stay too long in a transition state.

5.1 Does it scale ?

Wth the proposed scheme, it is easy to first deploy a small nunber
of relay routers, which will carry the limted 6to4 traffic during
the initial phases of |IPv6 deploynment. The routes to these routers
wi || be propagated according to standard peering agreenents.

As the demand for IPv6 increases, we expect that nmore | SPs wll
depl oy 6to4 relay routers. Standard |IPv4 routing procedures wll
direct the traffic to the nearest relay router, assuring good

per f or mance.

5.2 Discovery and fail over

The 6to4 routers send packets bound to the v6 Internet by tunneling
themto the 6to4 anycast address. These packets will reach the

cl osest 6to4 relay router provided by their ISP, or by the cl osest

| SP according to inter-domain routing.

The routes to the relay routers will be propagated according to
standard 1 Pv4 routing rules. This ensures automatic di scovery.

If a 6to4 relay router sonehow breaks, or |oses connectivity to the
v6 Internet, it will cease to advertise reachability of the 6to4
anycast prefix. At that point, the local 1G will automatically
conpute a route towards the "next best" 6to4 relay router. W expect
that adequate monitoring tools will be used to guarantee tinely

di scovery of connectivity | osses.
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5.3 Access contro

Only those ASes that run 6to4 relay routers and are willing to
provi de access to the v6 network announce a path to the 6to4 anycast
prefix. They can use the existing structure of peering and transit
agreenments to control to whomthey are willing to provide service,
and possibly to charge for the service.

5.4 Wiy do we need a large prefix?

In theory, a single |IP address, a.k.a. a /32 prefix, would be
sufficient: all IGPs, and even BGP, can carry routes that are
arbitrarily specific. 1In practice, however, such routes are al nost
guaranteed not to work.

The size of the routing table is of great concern for the nanagers of
Internet "default free" networks: they don’t want to waste a routing
entry, which is an inportant resource, for the sole benefit of a
smal | nunmber of Internet nodes. Many have put in place filters that
automatically drop the routes that are too specific; nost of these
filters are expressed as a function of the length of the address
prefix, such as "my network will not accept advertisements for a
network that is smaller than a /24." The actual limt my vary from
network to network, and al so over tine.

It could indeed be argued that using a large network is a waste of
the precious addressing resource. However, this is a waste for the
good cause of actually nmoving to IPv6, i.e., providing a real relief
to the address exhaustion problem

5.5 Do we need a specific AS nunber?

A first version of this nenp suggested the use of a specific AS
nunber to designate a virtual AS containing all the 6to4 rel ay
routers. The rationale was to facilitate the registration of the
access point in databases such as the RADB routing registry [ RADB].
Further analysis has shown that this was not required for practica
operation.

5.6 WIIl this sl ow down the nove to I Pv6 ?
Sone have expressed a concern that, while the assignnment of an
anycast address to 6to4 access routers would nmake life a bit easier

it would also tend to leave things in a transition state in
perpetuity. 1In fact, we believe that the opposite is true.
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A condition for easy mgration out of the "tunnelling" state is that
it be easy to have connectivity to the "real" IPv6 network; this
nmeans that people trust that opting for a real |1Pv6 address will not
somehow result in | ower performances. So the anycast proposa
actually ensures that we don’t stay in a perpetual transition

6 Future Work

Using a default route to reach the IPv6 Internet has a potentia
drawback: the chosen relay may not be on the nost direct path to the
target v6 address. |In fact, one mght argue that, in the early phase
of deploynent, a relay close to the 6to4 site would probably not be
the site’s ISP or the native destination's ISP...it would probably be
sonme third party I1SP's relay which would be used for transit and may
have | ousy connectivity. Using the relay closest to the native
destinati on would nore closely match the v4 route, and quite possibly
provide a higher degree of reliability. A potential way to deal with
this issue is to use a "redirection"” procedure, by which the 6to4
router |learns the nost appropriate route for a specific destination
This is left for further study.

The practical operation of the 6to4 relay routers requires the
devel opnent of nonitoring and testing tools, and the el aboration of
gradual managenent practices. Wile this docunent provides genera
gui delines for the design of tools and practice, we expect that the
actual deploynment will be guided by operational experience.

7 Security Considerations

The generic security risks of 6to4 tunneling and the appropriate
protections are discussed in [RFC3056]. The anycast techni que

i ntroduces an additional risk, that a rogue router or a rogue AS
woul d i ntroduce a bogus route to the 6to4 anycast prefix, and thus
divert the traffic. |Pv4 network managers have to guarantee the
integrity of their routing to the 6to4 anycast prefix in nmuch the
sanme way that they guarantee the integrity of the generic v4 routing.

8 | ANA Consi derati ons
The purpose of this menp is to docunent the allocation by | ANA of an
| Pv4 prefix dedicated to the 6to4 gateways to the native v6 Internet;
there is no need for any recurring assignment.

9. Intellectual Property
The following notice is copied from RFC 2026 [ Bradner, 1996], Section

10. 4, and describes the position of the I ETF concerning intellectua
property cl ains made agai nst this docunent.
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10

11

12

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentati on or use other technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel ated docunentation can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt nmade to
obtain a general license or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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13 Full Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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