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Abst r act

Thi s docunent defines a protocol, Milticast Address Dynam c dient
Al l ocation Protocol (MADCAP), that allows hosts to request multicast
addresses fromnulti cast address allocation servers.

1. Introduction

Mul ticast Address Dynamic Client Allocation Protocol (MADCAP) is a
protocol that allows hosts to request multicast address allocation
services fromnulticast address allocation servers. This protocol is
part of the Miulticast Address Allocation Architecture being defined
by the I ETF Multicast Address Allocati on Wrking G oup. However, it
may be used separately fromthe rest of that architecture as
appropri ate.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [9].

Constants used by this protocol are shown as [ NAME- OF- CONSTANT], and
sunmari zed in Appendi x B.
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1.2. Definitions

This specification uses a nunber of terms that may not be faniliar to
the reader. This section defines sone of these and refers to ot her
docunents for definitions of others.

MADCAP client or client
A host requesting nulticast address allocation services via MADCAP.

MADCAP server or server
A host providing multicast address allocation services via MADCAP

Mul ti cast
IP Multicast, as defined in [11] and nodified in [12].

Mul ticast Address
An I P nmulticast address or group address, as defined in [11] and
[13]. An identifier for a group of nodes.

Mul ticast Scope
A range of nulticast addresses configured so that traffic sent to
these addresses is limted to sone subset of the internetwork. See
[3] and [13].

Scope ID
The | owest nunbered address in a multicast scope. This definition
applies only within this docunent.

Scope Zone
One nulticast scope nay have several instances, which are known as
Scope Zones or zones, for short.

For instance, an organization may have nultiple sites. Each site

m ght have its own site-local Scope Zone, each of which would be an
i nstance of the site-local Scope. However, a given interface on a
gi ven host would only ever be in at nbst one instance of a given
scope. Messages sent by a host in a site-local Scope Zones to an
address in the site-local Scope would be Iimted to the site-loca
Scope Zone contai ning the host.

Zone Name
A hunman readabl e nane for a Scope Zone. An | SO 10646 character
string with an RFC 1766 [ 6] | anguage tag. One zone may have severa
zone names, each in a different |anguage. For instance, a zone for
use within IBMs locations in Switzerland night have the names "I BM
Sui sse", "IBM Switzerland", "IBM Schweiz", and "IBM Svi zzera" wth
| anguage tags "fr", "en", "de", and "it".
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Mul ticast Scope List
A list of nmulticast scope zones.

Since it can be difficult to determ ne which multicast scope zones
are in effect, MADCAP clients can ask MADCAP servers to supply a
Mul ticast Scope List listing all of the zones available to the
client. For each scope zone, the list includes the range of

nmul ticast addresses for this scope, a maxi num TTL or hop count to
be used for this scope, and one or nore zone nanes for this scope
zone.

This definition applies only within this docunent.
Moti vation and Protocol Requirenents

For multicast applications to be depl oyed everywhere, there is a need
to define a protocol that any host may use to allocate nulticast
addresses. Here are the requirenents for such a protocol

Qui ck response: The host should be able to allocate a multicast
address and begin to use it pronptly.

Low network | oad: Hosts that are not allocating or deallocating
nmul ticast addresses at the present tinme should not need to send or
receive any network traffic.

Support for intermttently connected or power nanaged systens: Hosts
shoul d be able to be disconnected fromthe network, powered off, or
ot herwi se i naccessi ble except during the brief period during which
they are allocating a nmulticast address.

Mul ticast address scopes: The protocol nust be able to allocate both
the adnministratively scoped and gl obally scoped nul ti cast addresses.

Efficient use of address space: The nulticast address space is fairly
smal | . The protocol should nake efficient use of this scarce
resource.

Aut henti cation: Because nmulticast addresses are scarce, it is

i mportant to protect agai nst hoarding of these addresses. One way to
do this is by authenticating clients. This is also a key prerequisite
for establishing policies.
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Policy neutral: Allocation policies (such as who can allocate
addresses) should not be dictated by the protocol

Conf erenci ng support: When allocating an address for use in a
conf erenci ng environnent, menbers of the conference should be able to
nodi fy a multicast address | ease used for the conference.

1.4. Relationship with DHCP

MADCAP was originally based on DHCP. There are still sone
simlarities and it may be possible to share sonme code between a DHCP
i npl enentati on and a MADCAP i npl ement ati on. However, MADCAP is

conpl etely separate from DHCP, with no dependenci es between the two
and many significant differences.

1.5. Protocol Overview

MADCAP is built on a client-server nodel, where hosts request address
all ocation services fromaddress allocation servers. Wen a MADCAP
client wishes to request a service, it unicasts or nulticasts a
nmessage to one or nore MADCAP servers, each of which optionally
responds with a message unicast to the client.

Al'l nessages are UDP datagrans. The UDP data contains a fixed |length
header and a variable length options field. Options are encoded in a
type-length-value format with two octets type and value fields. The
fixed fields are version, nsgtype (nmessage type), addrfanmily (address
famly), and xid (transaction identifier).

Retransmi ssion is handled by the client. If a client sends a nessage
and does not receive a response, it nay retransnmt its request a few
times using an exponential backoff. To avoid executing the sane
client request twice when a retransmtted request is received,
servers cache responses for a short period of tine and resend cached
responses upon receiving retransmtted requests.

Each request contains a nsgtype, an xid, and a Lease ldentifier
option. dients nust ensure that this triple is probably unique
across all MADCAP messages received by a MADCAP server over a period
of [XI D- REUSE-|I NTERVAL] (10 minutes). This allows the MADCAP server
to use this triple as the key in its response cache.

Messages sent by servers include the xid included in the origina
request so that clients can match up responses with requests.

The nsgtype field is a single octet that defines the "type" of a

MADCAP nessage. Currently defined nessage types are listed in Table
2. They are: DI SCOVER, OFFER, REQUEST, RENEW ACK, NAK, RELEASE, and
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CGETI NFO. DI SCOVER, REQUEST, RENEW RELEASE, and GETI NFO nessages are
only sent by a client. OFFER, ACK, and NAK nessages are only sent by
a server.

The REQUEST, RENEW and RELEASE nessages are used to request, renew,
or release a | ease on one or nore multicast addresses. A client

uni casts one of these nessages to a server and the server responds
with an ACK or a NAK

The GETI NFO nessage is used to request information, such as the

mul ticast scope list, or to find MADCAP servers. A client may unicast
an CETINFO nessage to a MADCAP server. However, it nay not know the

| P address of any MADCAP server. |In that case, it will nulticast an
CGETI NFO nessage to a MADCAP Server Milticast Address and all servers
that wish to respond will send a unicast ACK or NAK back to the
client.

Each nulticast scope has an associ ated MADCAP Server Milticast
Address. This address has been reserved by the | ANA as the address
with a relative offset of -1 fromthe |ast address of a multicast
scope. MADCAP clients use this address to find MADCAP servers.

The DI SCOVER nessage is a nessage used to di scover MADCAP servers
that can probably satisfy a REQUEST. DI SCOVER nessages are al ways
multicast. Servers that can probably satisfy a REQUEST correspondi ng
to the paraneters supplied in the DI SCOVER nessage tenporarily
reserve the addresses needed and send a uni cast OFFER back to the
client. The client selects a server with which to continue and sends
a multicast REQUEST including the server’s Server ldentifier to the
sane nulticast address used for the DI SCOVER. The chosen server
responds with an ACK or NAK and the other servers stop reserving the
addresses they were tenporarily hol di ng.

For detail ed descriptions of typical protocol exchanges, consult
Appendi x A.

MADCAP i s a nmechanismrather than a policy. MADCAP allows |oca
system adnministrators to exercise control over configuration
pararmeters where desired. For exanple, MADCAP servers nmay be
configured to limt the number of multicast addresses allocated to a
single client. Properly enforcing such a limt requires cryptographic
security, as described in the Security Consideration section

MADCAP requests froma single host may be sent on behal f of different
applications with different needs and requirenments. MADCAP servers
MUST NOT assune that because one request froma MADCAP cli ent
supports a particular optional feature (like Retry After), future
requests fromthat client will also support that optional feature
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2. Protocol Description

The MADCAP protocol is a client-server protocol. In general, the
client unicasts or multicasts a message to one or nore servers, which
optionally respond with nmessages unicast to the client.

A reserved port nunber dedicated for MADCAP is used on the server
(port nunber 2535, as assigned by | ANA). Any port nunber may be used
on client machi nes. When a MADCAP server sends a nessage to a MADCAP
client, it MJST use a destination port nunber that natches the source
port nunber provided by the client in the nessage that caused the
server to send its nessage

The next few sections describe the MADCAP nessage format and nessage
types. A full list of MADCAP options is provided in section 3.

2.1. Message For mat

Figure 1 gives the format of a MADCAP nessage and Tabl e 1 descri bes
each of the fields in the MADCAP nessage. The nunbers in parentheses
i ndicate the size of each field in octets. The names for the fields
given in the figure will be used throughout this document to refer to
the fields in MADCAP nessages.

Al nmulti-octet quantities are in network byte-order.

Any nmessage whose UDP data is too short to hold this format (at |east
12 bytes) MJIST be ignored.
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i e N N
| version (1)

oo +
| msgtype (1) |
Fom e e e oo - +
| addrfamly

| (2) |
oo +
| |
| xid (4) |
| |
| |
o +
| | |
| options |
| (variable) |
| |
Fom e e e oo oo - +

Figure 1: Format of a MADCAP nessage

FI ELD OCTETS DESCRI PTI ON

version 1 Protocol version nunber (zero for this specification)
nsgt ype 1 Message type (DI SCOVER, CETINFQO, etc.)

addrfam |y 2 Address famly (I1Pv4, IPv6, etc.)

xid 4 Transaction ID

options var Options field

Table 1: Description of fields in a MADCAP nessage
2.1.1. The version field
The version field nust always be zero for this version of the
protocol. Any nessages that include other values in this field MJST
be i gnored.
2.1.2. The nsgtype field
The nsgtype field defines the "type" of the MADCAP nessage.

For nmore information about this field, see section 2.2.
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2.1.3. The addrfamly field

The addrfamly field defines the default address famly (such as |Pv4
or I Pv6) for this MADCAP nessage, using the address fanmily nunbers
defined in by the 1ANA (including those defined in [10]). Unless

ot herwi se specified, all addresses included in the nessage will be
fromthis famly.

2.1.4. The xid field

The xid field is a transaction identifier. This nunber MJST be chosen
by the client so that the conbination of xid, nmsgtype, and Lease
Identifier is unique across all MADCAP nessages recei ved by a MADCAP
server over a period of [XI D REUSE-1NTERVAL] (10 minutes).

The xid field is used by the client and server to associ ate messages
and responses between a client and a server. Before a client sends a
nessage, it chooses a nunber to use as an xid. The technique used to
choose an xid is inplenentation-dependent, but whatever technique is
used MUST nake it unlikely that the same conbi nation of xid, nsgtype,
and Lease ldentifier will be used for two different messages within
[ XI D- REUSE- | NTERVAL] (even across nultiple clients which do not
conmuni cate among thensel ves). This allows enough tinme for the
nessage to be dropped fromall server response caches (as descri bed
in the next few paragraphs) and for any network del ays to be
acconodat ed.

The RECOMMENDED t echni que for choosing an xid is to choose a random
four octet nunber as the first xid in a session and increnment this
val ue each tine a new xid is needed. The random nunmber chosen need
not be cryptographically random The random nurmber nmay be chosen via
any suitable technique, such as the one described in section A 6 of
RFC 1889 [14].

VWhen a server responds to a client nmessage, it MJST use the sanme xid
value in the response that the client used in the request. This
allows the client to associate responses with the nessage that they
are responding to.

VWhen retransmitting nmessages (as described in section 2.3), the
client MIUST retransmit them wi thout changing them thereby using the
same xid and and Lease ldentifier

If a server receives a nessage with the sane xid, nsgtype, and Lease
Identifier as one received w thin [ RESPONSE- CACHE- | NTERVAL], it MJST
treat this nessage as a retransm ssion of the previously received one
and retransmt the response, if any. After [ RESPONSE- CACHE-| NTERVAL],
the server may forget about the previously received nessage and treat
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any retransm ssions of this nessage as if they were new nessages. O
course, a server need not cache a nessage if it ends up ignoring that
nessage. However, performance gains may be achi eved by doi ng so.

Thi s avoids retransm ssions causing multiple allocations, since
requests are not idenpotent. An appropriate value for [ RESPONSE-
CACHE- | NTERVAL] woul d be sixty seconds, but it may have any val ue
fromzero seconds to 300 seconds (five minutes) and may be adjusted
dynam cal ly according to resource constraints on the server.
However, using a value |less than sixty seconds is NOT RECOMVENDED
because this is the normal client retransm ssion period.

2.1.5. The options field

The options field consists of a list of tagged paraneters that are
called "options". Al options consist of a two octet option code and
a two octet option length, followed by the nunmber of octets specified
by the option length. In the case of sone options, the length field
is a constant but nust still be specified.

The option field MIUST contain a sequence of options with the [ast one
bei ng the End option (option code 0). Any nessage whose options field
does not conformto this syntax MJST be ignored.

Any MADCAP client or server sending a MADCAP nessage MAY incl ude any
of the options listed in section 3, subject to the restrictions in
Tabl e 5 and el sewhere in this docunent. They MAY al so include other
MADCAP options that are defined in the future. A MADCAP client or
server MJST NOT include nore than one option with the sane option
type in one MADCAP nessage.

Al'l MADCAP clients and servers MJST recogni ze all options listed in
thi s docunent and behave in accordance with this docunent when
recei ving and processing any of these options. Any unrecogni zed
options MJST be ignored and the rest of the message processed as if
the unknown options were not present. |If a MADCAP server receives a
nessage that does not conformto the requirenents of this docunent
(for instance, not including all required options), an Invalid
Request error MJST be generated and processed in the manner descri bed
in section 2.6. If a MADCAP client receives a message that does not
conformto the requirenents of this docunment, it MJST ignore the
nessage.

The order of options within a nessage has no significance and any
order MJST be supported in an equival ent manner, with the exception
that the End option nmust occur once per nessage, as the last option
in the option field.
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New MADCAP option codes may only be defined by | ETF Consensus, as
descri bed in section 5.

2.2. Message Types

The nsgtype field defines the "type" of a MADCAP nessage. Lega
values for this field are:

Val ue Message Type
DI SCOVER
OFFER
REQUEST
RENEW

ACK

NAK

RELEASE

GETI NFO

O~NOOITRWN P

Table 2: MADCAP nessage types

Thr oughout this docunment, MADCAP nessages will be referred to by the
type of the nmessage; e.g., a MADCAP nessage with a message type of 8
will be referred to as an GETI NFO nessage.

Here are descriptions of the MADCAP nessage types. Table 5, which
appears at the begi nning of section 3, sunmarizes which options are
allowed with each nessage type.

MADCAP clients and servers MJST handl e all MADCAP nessage types
defined in this docunent in a manner consistent with this docunent.

If a MADCAP server receives a nmessage whose nmessage type it does not
recogni ze, an lnvalid Request error MJST be generated and processed
in the manner described in section 2.6. If a MADCAP client receives a
nessage whose nessage type it does not recognize, it MJST ignore the
nmessage.

Not e, however, that under sone circunstances this docunment requires
or suggests that clients or servers ignore nmessages with certain
nmessage types even though they nmay be recogni zed. For instance,
clients that do not send DI SCOVER nessages SHOULD i gnore OFFER
nessages. Al so, secure servers SHOULD i gnore DI SCOVER nessages and
all servers SHOULD ignore DI SCOVER nessages that they cannot satisfy.

New MADCAP message types may only be defined by | ETF Consensus, as
described in section 5.
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2.2.1. GETINFO

The GETI NFO nessage is used by a MADCAP client that wants to acquire
configuration parameters, especially a multicast scope list. This
nmessage also allows a client to determ ne which servers are likely to
be able to handl e future requests.

The MADCAP client sends out an CGETI NFO nessage. The nessage may be
uni cast to a particular MADCAP server or nulticast to a MADCAP Server
Mul ti cast Address. For nore details about the MADCAP Server Milticast
Addr ess, see section 2.10.

If a server receives an GETI NFO nessage and it can process the
request successfully, it MJST uni cast an ACK nessage to the client.
Al'l CGETI NFO nessages MUST include an Option Request List option. The
server SHOULD try to include the specified options in its response,
but is not required to do so (especially if it does not recognize

theny.

If a server receives an GETI NFO nessage and it does not process the
request successfully, it MJST generate and process an error in the
manner described in section 2.6.

If a client sends an GETI NFO nessage and does not receive any ACK
nessages in response, it SHOULD resend its CGETI NFO nessage, as
described in section 2.3.

VWhen a MADCAP client sends an GETI NFO nessage, it MAY include the
Request ed Language option, which specifies which | anguage the client
woul d prefer for the zone names in the Milticast Scope List. The
proper way to handle this tag with respect to zone nanmes is di scussed
in the definition of the Miulticast Scope List option

2.2.2. DI SCOVER

The DI SCOVER nessage is a multicast nessage sent by a MADCAP cli ent
that wants to di scover MADCAP servers that can probably satisfy a
REQUEST.

MADCAP clients are not required to use the DI SCOVER nessage. They
MAY enpl oy ot her methods to find MADCAP servers, such as sending a
nmul ticast GETI NFO nessage, caching an | P address that worked in the
past or being configured with an | P address. Using the DI SCOVER
nessage has the particular advantage that it allows clients to
receive responses fromall servers that can satisfy the request.
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The MADCAP client begins by sending a nulticast D SCOVER nessage to a
MADCAP Server Milticast Address. Any servers that wish to assist the
client respond by sending a unicast OFFER nmessage to the client. If a
server can only process the request with a shorter |ease time or
|ater start time than the client requested, it SHOULD send an OFFER
nessage with the lease tinme or start tine that it can offer.

However, it MUST NOT offer a | ease time shorter than the m ni mum

| ease tine specified by the client or a start tinme later than the
maxi mum start tine specified by the client.

For nore details about the MADCAP Server Milticast Address, see
section 2.10.

If a client sends a DI SCOVER nessage and does not receive any OFFER
nessages in response, the client SHOULD retransnit its DI SCOVER
nmessage, as described in section 2.3.

If a client sends a DI SCOVER nessage and receives one or nore OFFER
nessages in response, it SHOULD select the server it wants to use (if
any) and send a multicast REQUEST nessage identifying that server

wi t hi n [ DIl SCOVER- DELAY] after receiving the first OFFER nessage. See
section 2.2.4 for nore informati on about the REQUEST nessage.

The nmechani smused by the client in selecting the server it wants to
use is inplenentation dependent. The client MAY choose the first
accept abl e response or it MAY wait sonme period of time (no nore than
[ DI SCOVER- DELAY]) and choose the best response received in that
period of time (if the first response has a smaller |ease tine than
requested, for instance).

The val ue of [ Dl SCOVER-DELAY] is al so inplenentation dependent, but
the RECOVMENDED val ue is the current retransmt tiner, as specified
in section 2.3. Wiiting too |ong (approaching [ OFFER-HOLD]) nay cause
servers to drop the addresses they have reserved.

When a MADCAP client sends a DI SCOVER nessage, it MAY include the
Lease Tine, M ninum Lease Tine, Start Tine, Mxinum Start Tine,

Nurmber of Addresses Requested, and List of Address Ranges options,
descri bing the addresses it wants to receive. However, it need not

i ncl ude any of these options. If one of these options is not

i ncluded, the server will provide the appropriate default (maximm
avail able for Lease Tine, no mnimmfor M ninmmLease Tinme, as soon
as possible for Start Tinme, no maxi mum for Maxi mum Start Ti ne, one
for Nunmber of Addresses Requested, and any addresses avail able for
Li st of Address Ranges). The Milticast Scope option MJST be included
in the DI SCOVER nessage so that the server knows what scope should be
used. The Current Tine option MJIST be included if the Start Tine or
Maxi mum Start Time options are included. The Lease ldentifier option
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MUST al ways be incl uded.
2.2.3. OFFER

The OFFER message is a unicast message sent by a MADCAP server in
response to a DI SCOVER nessage that it can probably satisfy.

A MADCAP server is never required to send an OFFER nessage in
response to a DI SCOVER nessage. For instance, it nmay not be able to
satisfy the client’s request or it may have been configured to
respond only to certain types of DI SCOVER nessages or not to respond
to DI SCOVER nessages at al |

I f a MADCAP server decides to send an OFFER nmessage, it MJST incl ude
the Lease Tinme and Multicast Scope options, describing the addresses
it iswlling to provide. However, it need not include the List of
Addr ess Ranges option. If the List of Address Ranges Allocated option
is not included, it is assuned that the server is willing to provide
the nunber of addresses that the client requested. If the Start Tine
option is not included, it is assuned that the server is willing to
provide the start tine requested by the client (if any). The Current
Time option MJUST be included if the Start Time option is included.

If a server can process the request with a shorter |ease tine or
|ater start tinme than the client requested, it SHOULD send an OFFER
nessage with the lease tinme or start tine that it can offer.
However, it MUST NOT offer a | ease time shorter than the m nimm

| ease tine specified by the client or a start time later than the
maxi mum start time specified by the client.

If the server sends an OFFER nessage, it SHOULD attenpt to hold
enough addresses to conplete the transaction. If it receives a
mul ti cast REQUEST nessage with the same Lease ldentifier option as
the DI SCOVER nessage for which it is holding these addresses and a
Server ldentifier option that does not match its own, it SHOULD stop
hol di ng the addresses. The server SHOULD al so stop hol ding the
addresses after an appropriate delay [OFFER-HOLD] if the transaction
is not conpleted. The value of this delay is inplenmentation-specific,
but a value of at |east 60 seconds i s RECOMVENDED

As with all messages sent by the server, the xid field MJUST match the
xid field included in the client request to which this nessage is
respondi ng. The Lease ldentifier option MJST be included, with the
val ue matching the one included in the client request. The Server
Identifier option MJUST be included, with the value being the server’s
| P address. And the packet MJST NOT be retransmitted.
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2.2.4. REQUEST

The REQUEST nessage is used by a MADCAP client that wants to allocate
one or nore nulticast addresses. It is not used for renew ng an
exi sting | ease. The RENEW nmessage is used for that.

I f a REQUEST nessage is conpleting a transaction initiated by a

DI SCOVER nessage, the follow ng procedure MJUST be foll owed so that
al | MADCAP servers know whi ch server was sel ected. The client MJST
mul ticast a REQUEST nmessage to the same MADCAP Server Milti cast
Address that the DI SCOVER nessage was sent to. The sane Lease
Identifier used in the DI SCOVER nessage MJST be used in the REQUEST
nessage. Al so, the Server ldentifier option MJST be included, using
the Server ldentifier of the server selected.

I f a REQUEST nessage is not conpleting a transaction initiated by a
DI SCOVER nessage, the REQUEST nessage MJUST be unicast to the MADCAP
server that the client wants to use. In this case, the Server
Identifier option MAY be included, but need not be.

If the selected server can process the request successfully, it
SHOULD uni cast an ACK nessage to the client. Qtherwi se, it SHOULD
generate and process an error in the manner described in section 2.6.
If a server can process the request with a shorter |ease tine or
|ater start tinme than the client requested, it SHOULD send an ACK
nessage with the lease time or start tine that it can offer. However,
it MUST NOT offer a lease tine shorter than the m ninum | ease tine
specified by the client or a start tine |later than the maxi mum start
time specified by the client.

VWhen a MADCAP client sends a REQUEST nessage, it MAY include the
Lease Tine, M ninum Lease Tine, Start Tine, Mxinum Start Tine,
Nunber of Addresses Requested, and List of Address Ranges options,
descri bing the addresses it wants to receive. However, it need not

i ncl ude any of these options. If one of these options is not

i ncluded, the server will provide the appropriate default (maxinmm
avail able for Lease Tine, no minimmfor M ninmm Lease Tinme, as soon
as possible for Start Tinme, no maxi mum for Maximum Start Ti ne, one
for Nunmber of Addresses Requested, and any addresses avail able for
Li st of Address Ranges). The Multicast Scope option MJIST be included
in the REQUEST nessage so that the server knows what scope shoul d be
used. The Current Tine option MJST be included if the Start Tine or
Maxi mum Start Time options are included.

If a client sends a REQUEST nessage and does not receive any ACK or

NAK messages in response, the client SHOULD resend its REQUEST
message, as described in section 2.3.

Hanna, et al. St andards Track [ Page 14]



RFC 2730 MADCAP Decenber 1999

If the server responds with a NAK or fails to respond within a
reasonabl e (i npl ement ati on-dependent) del ay [ NO- RESPONSE- DELAY], the
client MAY try to find another server by sending a D SCOVER nessage
with another xid or sending a REQUEST nessage with another xid to
anot her server. The RECOMVENDED val ue for [ NO RESPONSE-DELAY] is 60
seconds.

2.2.5. ACK

The ACK nmessage is used by a MADCAP server to respond affirmatively
to an GETI NFO, REQUEST, or RELEASE message. The server unicasts the
ACK nessage to the client fromwhich it received the nessage to which
it is responding.

The set of options included with an ACK nessage differs, depending on
what sort of nessage it is responding to.

If the ACK nessage is responding to an GETI NFO nessage, it SHOULD
i ncl ude any options requested by the client using the Option Request
Li st option.

If the ACK nessage is responding to a REQUEST nessage, it MJST

i ncl ude Lease Time, Milticast Scope, and List of Address Ranges
options. It MAY include a Start Tine option. If a Start Tine option
is included, a Current Time option MJST al so be included. If no Start
Time option is included, the lease is assunmed to start inmediately.

If the ACK nessage is responding to a RENEW nmessage, it MJST incl ude
Lease Tinme, Milticast Scope, and List of Address Ranges options. It
MAY include a Start Tinme option. If a Start Tinme option is included,
a Current Tine option MJST also be included. If no Start Tine option
is included, the lease is assuned to start inmmediately.

If the ACK nessage is responding to a RELEASE nmessage, it MJST only
i nclude Server Identifier and Lease Identifier options.

As with all nessages sent by the server, the xid field MJUST match the
xid field included in the client request to which this nessage is
respondi ng. The Lease ldentifier option MJST be included, with the
val ue matching the one included in the client request. The Server
Identifier option MIST be included, with the value being the server’s
| P address. And the packet MJST NOT be retransmitted.

2.2.6. NAK
The NAK message is used by a MADCAP server to respond negatively to a

message. The server unicasts the NAK nmessage to the client from which
it received the message to which it is responding.
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As with all nessages sent by the server, the xid field MJUST match the
xid field included in the client request to which this nessage is
respondi ng. The Lease ldentifier option MJST be included, with the
val ue matching the one included in the client request. The Server
Identifier option MIST be included, with the value being the server’s
| P address. The Error option MJUST be included with an error code

i ndi cati ng what went wrong. And the packet MJST NOT be retransmtted.

2.2.7. RENEW

The RENEW nessage is used by a MADCAP client that wants to renew a
nmul ticast address | ease, changing the lease tinme or start tine.

The client unicasts the RENEW nessage to a MADCAP server. If the
server can process the request successfully, it SHOULD uni cast an ACK
nmessage to the client. Gtherwi se, it MJST generate and process an
error in the manner described in section 2.6.

The | ease to be renewed i s whichever one was all ocated with a Lease
Identifier option matching the one provided in the RENEW nessage.

VWhen a MADCAP client sends a RENEW nessage, it MAY include the Lease
Time, Mnimm Lease Tine, Start Tinme, and Maxi mum Start Ti ne options,
describing the new lease it wants to receive. However, it need not

i nclude any of these options. If one of these options is not

i ncluded, the server will provide the appropriate default (maxi mum
avail able for Lease Tine, no mininmumfor M ninmum Lease Tinme, as soon
as possible for Start Time, and no maxi mum for Maxi num Start Time).
The Current Tine option MJST be included if the Start Tine or Maxi num
Start Tinme options are included.

If a client sends a RENEW nessage and does not receive any ACK or NAK
nmessages in response, the client SHOULD resend its RENEW nessage, as
described in section 2.3.

If the server responds with a NAK or fails to respond within a
reasonabl e (i npl ement ati on-dependent) del ay [ NO RESPONSE- DELAY], the
client MAY send a RENEW nessage with another xid to another server,
provi ded that the Server Mbility feature was used in the original
REQUEST nessage and that this feature is required for the subsequent
RENEW nmessage sent to another server. For nore information about the
Server Mbility feature, see section 2.13.1. The RECOMVENDED val ue
for [ NO RESPONSE- DELAY] is 60 seconds.
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2.2.8. RELEASE

The RELEASE nessage is used by a MADCAP client that wants to
deal | ocate one or nore nulti cast addresses before their | ease
expires.

The client unicasts the RELEASE nessage to the MADCAP server from
which it allocated the addresses. If the selected server can process
the request successfully, it MJST unicast an ACK nessage to the
client. herwise, it MJST generate and process an error in the
manner described in section 2.6.

The | ease to be released is whichever one was allocated with a Lease
Identifier option matching the one provided in the RELEASE nessage.
It is not possible to release only part of the addresses in a single
| ease.

If a client sends a RELEASE nessage and does not receive any ACK or
NAK nmessages in response, the client SHOULD resend its RELEASE
nessage, as described in section 2.3.

If the server responds with a NAK or fails to respond within a
reasonabl e (i npl emrent ati on-dependent) del ay [ NO- RESPONSE- DELAY], the
client MAY send a RELEASE nessage with another xid to another server,
provided that the Server Mbility feature was used in the origina
REQUEST nessage and that this feature is required for the subsequent
RELEASE nessage sent to another server. For nore information about
the Server Mobility feature, see section 2.13.1. The RECOMVENDED

val ue for [ NO RESPONSE-DELAY] is 60 seconds.

2.3. Retransm ssion

MADCAP clients are responsible for all nessage retransm ssion. The
client MJUST adopt a retransm ssion strategy that incorporates an
exponential backoff algorithmto determ ne the del ay between
retransm ssi ons. The del ay between retransm ssions SHOULD be chosen
to allow sufficient time for replies fromthe server to be delivered
based on the characteristics of the internetwork between the client
and the server.

The RECOMMENDED al gorithmis to use a 4 second del ay before the first
retransm ssion and to double this delay for each successive

retransm ssion, with a nmaxi rum delay of 16 seconds and a naxi nmum of
three retransmssions. If an initial transm ssion was sent at tine
(in seconds) t and no responses were received, subsequent

transm ssions woul d be at t+4, t+12, and t+28. If no response has
been received by t+60, the client would stop retransmtting and take
anot her course of action (such as |ogging an error or sending a
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nessage to anot her address.

The client MAY provide an indication of retransmi ssion attenpts to
the user as an indication of the progress of the process. The client
MAY halt retransm ssion at any point.

2.4. The Lease ldentifier

The Lease ldentifier option is included in each MADCAP nmessage. |Its
value is used to identify a | ease and MJST be uni que across al

| eases requested by all clients in a multicast address allocation
domai n.

The first octet of the Lease Identifier is the Lease Identifier type.
Table 3 lists the Lease Identifier types defined at this tine and
sections 2.4.1 and 2.4.2 describe these Lease ldentifier types.

New MADCAP Lease ldentifier types nay only be defined by | ETF
Consensus, as described in section 5.

Lease ldentifier Type Nanme
0 Random Lease ldentifier
1 Addr ess- Specific Lease ldentifier

Table 3: MADCAP Lease ldentifier Types

The MADCAP server does not need to parse the Lease ldentifier. It
SHOULD use the Lease ldentifier only as an opaque identifier, which
nmust be unique for each | ease. The purpose of defining different
Lease ldentifier types is to allow MADCAP clients that already have a
gl obal Il y uni que address to avoid the possibility of Lease Identifier
collisions by using this address together with a client-specific
identifier. MADCAP clients that do not have a gl obally unique address
SHOULD use Lease ldentifier type O.

In addition to associating client and server nessages (along with the
nmegt ype and xid fields, as described in the next section), the Lease
Identifier is used to deternine which | ease a RENEW or RELEASE
request refers to. MADCAP servers SHOULD match the Lease ldentifier
included in a RENEW or RELEASE nessage with the Lease Identifier used
in an initial REQUEST nessage. If the Lease Identifier does not

mat ch, a MADCAP server MJST generate and process a Lease ldentifier
Not Recogni zed error in the nmanner described in section 2.6.
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For conferencing applications, it nay be desirable to allow
conference participants to nodify a | ease used for the conference.
The Shared Lease ldentifier feature code is used to support this
requirenment. |f this feature code was requested by the client and
i mpl enented by the server when the | ease was allocated, the server
SHOULD di sabl e any aut hentication requirenents and allow any client
that knows the Lease Identifier to nodify the |ease.

As described in the Security Considerations section, MADCAP security
is not terribly useful w thout adm ssion control in the multicast
routing infrastructure. However, if MADCAP security is desired when
using the Shared Lease Identifier feature, the confidentiality of the
Lease ldentifier MJST be maintained by encrypting all nessages that
contain it. A Lease ldentifier that includes a | ong cryptographically
random nunber (at |east eight octets in Ilength) MJST be used in this
circunmstance so that it is not easy to guess the Lease ldentifier

2.4.1. Random Lease ldentifier

The first octet of a Random Lease ldentifier is the Lease Identifier
type (0 to indicate Random Lease ldentifier). After this cone a
sequence of octets, which SHOULD represent a | ong random nunber (at
| east 16 octets) from a decent random number generator.

A Random Lease ldentifier does not include any indication of its
length. It is assuned that this may be determ ned by external neans,
such as a length field preceding the Lease ldentifier

Lease ID
Type Random Numrber
. U
| 0 |
R R

2.4.2. Address-Specific Lease ldentifier

The first octet of an Address-Specific Lease Identifier is the Lease
Identifier type (1 to indicate Address-Specific Lease ldentifier).
After this cones a two octet | ANA-defined address fam |y nunber
(including those defined in [10]), an address fromthe specified
address famly, and a client-specific identifier (such as a sequence
nunber or the current tine).

An Address-Specific Lease ldentifier does not include any indication

of its length. It is assuned that this may be determ ned by externa
means, such as a length field preceding the Lease ldentifier
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Lease I D Address Fam |y Addr ess Client-specific
Type Nunber I dentifier
S S S oo R oo m- R +

| 1 | addrfam |y | addr ess | cli-spec id
SR SR SR +--m - - - S +

2.5. Associating dient and Server Messages

Messages between clients and servers are associated with one anot her
using the Lease ldentifier and the xid field. As described in section
2.1.4, the client MJST choose an xid so that it is unlikely that the
sanme conbi nation of xid, nsgtype, and Lease ldentifier will be used
for two different nessages within [ XI D-REUSE- | NTERVAL] (even across
multiple clients which do not conmuni cate anong thensel ves). The
Lease ldentifier option, msgtype, and xid field MJST be included in
each message sent by the client or the server.

The client MJUST check the Lease Identifier option and xid field in
each incom ng nessage to ensure that they match the Lease Identifier
and xid for an outstanding transaction. If not, the nmessage MJST be
i gnored. The server MJUST check the Lease ldentifier option and xid
field in each incom ng message to establish the proper context for
the message. If a server cannot process a nessage because it is
invalid for its context, the server MJUST generate and process an
Invalid Request error, as described in section 2.6. A transaction
can be an attenpt to allocate a multicast address (consisting of

DI SCOVER, OFFER, REQUEST, ACK, and NAK nessages), an attenpt to renew
a |l ease (consisting of RENEW ACK, and NAK nessages), an attenpt to
rel ease a previously allocated nulticast address (consisting of
RELEASE, ACK, and NAK nessages), or an attenpt to acquire
configuration parameters (consisting of CGETINFQ ACK, and NAK
nessages) .

2.6. Processing Errors

I f a MADCAP server encounters an error while processing a nessage,
there are two different ways to process this error. If it is clear
that the nessage is not a NAK, the server SHOULD respond with a NAK
contai ning the appropriate Error option. However, the server MAY
decide to conpletely ignore chronic offenders. If the nessage is a
NAK or it is not clear whether the nmessage is a NAK (for instance,
the nessage is garbled or has an incorrect version nunber), the
server SHOULD ignore the message. This avoi ds NAK | oops.

If a MADCAP client encounters an error while processing a nessage, it
MJUST i gnore the nessage.
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2.7. Multicast Scopes

RFC 2365 [3] provides for dividing the nmulticast address space into a
nunber of adm nistrative scopes. Routers should be configured so that
each scope corresponds to a particular partition of the network into
di sjoint regions. Messages sent to a multicast address that falls
within a certain adm nistrative scope should only be delivered to
hosts that have joined that nulticast group *and* fall within the
same region as the sender. For instance, packets sent to an address
in the organization-local scope should only be delivered to hosts
that have joined that group and fall within the sane organi zation as
t he sender.

Different sets of scopes may be in effect at different places in the
network and at different tinmes. Before attenpting to all ocate an
address froman adm nistrative scope (other than global or |ink-Ileve
scope, which are always in effect), a MADCAP client SHOULD determ ne
that the scope is in effect at its location at this tine. Severa
techni ques that a MADCAP client nmay use to determine the set of
adnmi ni strative scopes in effect (the scope list) are: nanua
configuration or configuration via MADCAP (using the Milticast Scope
Li st option).

If a MADCAP client is unable to determine its scope list using one of
these techniques, it MAY tenporarily assune a scope list consisting
of a single scope. If it is using IPv4, it SHOULD use |Pv4 Loca
Scope (239.255.0.0/16), with a maxi mum TTL of 16. If it is using

| Pv6, it SHOULD use SCOP 3, with a maxi mum hop count of 16. Using
this tenporary scope list, it MAY attenpt to contact a MADCAP server
that can provide a scope list for it.

When a MADCAP client requests an address with a DI SCOVER or REQUEST
nmessage, it MJIST specify the adm nistrative scope from which the
address should be allocated. This scope is indicated with the

Mul ticast Scope option. Likew se, the server MJST include the

Mul ticast Scope option in all OFFER nessages and all ACK nessages
sent in response to REQUEST nessages.

2.8. Multicast TTL

Anot her way to limt propagation of multicast messages is by using
TTL scoping. This techni que has several disadvantages in conparison
to admi nistratively scoped nulticast addresses (as described in [3]),
but it is currently in w despread usage.

Wth TTL scoping, areas of the network are designated as scopes.

Routers on the edges of these areas are configured with TTL
thresholds so that nulticast packets are not forwarded unless their
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remai ni ng TTL exceeds this threshold. A packet which should be
restricted to a given TTL scope should have an initial TTL |less than
that scope’s TTL threshold. Similar techniques my be used with |Pv6,
using the Hop Count field instead of the TTL field.

MADCAP may be used in an environnment where admnistrative scoping is
not in use and TTL scoping is. Under these circunstances, a MADCAP
server MAY return a scope list that includes scopes with TTLs |ess
than 255. The MADCAP client MAY then allocate addresses fromthese
scopes, but MJST NOT set the TTL field of any packet sent to such an
address to a value greater than the maxi mum TTL indicated in the
scope list. In such an environnent, it is recommended that the MADCAP
Server Milticast Addresses associated with the I Pv4 Local Scope (or
SCOP 3 for |IPv6) be configured using TTL threshol ds so that packets
sent to these addresses with TTL of 16 are not sent outside an
appropriate boundary. This will allow MADCAP clients to use their
defaul t behavi or for finding MADCAP servers.

In an environnent where adm nistrative scoping is in use, the maxi num
TTLs in the scope list SHOULD be 255. The admin scope zone boundary
routers will prevent |eakage of MADCAP packets beyond appropriate
limts.

2.9. Locating MADCAP Servers

There are several ways for a MADCAP client to | ocate a MADCAP server.
For instance, the client may be configured with an | P address.

The RECOMMENDED technique is for the client to send an GETI NFO
nessage to a MADCAP Server Milticast Address and wait for ACK
responses. This technique is described in nore detail in the next
section.

2.10. MADCAP Server Milticast Address

Each nulticast scope has an associ ated MADCAP Server Milticast
Address. This address has been reserved by the | ANA as the address
with a relative offset of -1 fromthe | ast address of a multicast
scope.

A MADCAP client |ooking for servers that can provide multicast

al | ocation services MAY send an CGETINFO nessage to a MADCAP Server
Mul ticast Address. Any MADCAP servers listening to this address
SHOULD respond with a unicast ACK nessage to the client if they wi sh
to offer a response.
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The MADCAP Server Milticast Address used by a client MAY be
establ i shed by configuration. If a client has no such configuration
it SHOULD use the MADCAP Server Milticast Address associated with

| Pv4 Local Scope (or SCOP 3 for I1Pv6) with maxi num TTL of 16, unless
ot herwi se confi gured.

2.11. Coing Beyond the Local Scope

If a client receives no response to a nmessage sent to a MADCAP Server
Mul ticast Address (after retransm ssion), it MAY send the message to
a larger scope and repeat this process as necessary. However, the
client MUST NOT send a MADCAP nessage to the MADCAP Server Milticast
Address associated with the gl obal scope

This techni que all ows MADCAP servers to provide services for scopes
in which they do not reside. However, this is a dangerous and
conplicated technique and is NOT RECOMVENDED at this tinme.

Therefore, MADCAP clients SHOULD only send nulticast nessages to the
MADCAP Server Milticast Address corresponding to the | Pv4d Local Scope
(or SCOP 3, if using IPv6), unless configured otherw se.

MADCAP servers that wish to provide services for scopes in which they
do not reside MIST nmake special efforts to ensure that their services
neet clients’ needs for largely conflict-free allocation and accurate
scope list information. |In particular, coordinating wth other
servers that provide services for this scope may be difficult. Al so,
est abl i shing which scope the client is in may be difficult. If a
MADCAP server is not prepared to provide services for scopes in which
it does not reside, it SHOULD ignore DI SCOVER and REQUEST messages
whose scope does not match or encl ose the scope of the MADCAP Server
Mul ticast Address on which the request was received. It SHOULD al so

i gnore CETI NFO nessages that are not received on the MADCAP Server

Mul ticast Address for |Pv4 Local Scope.

2.12. dock Skew

The Current Tine option is used to detect and handl e cl ock skew

bet ween MADCAP clients and servers. This option MJST be included in
any MADCAP nessage that includes an absolute time (such as the Start
Time option). It MAY be included in any D SCOVER, OFFER, REQUEST,
RENEW or ACK nmessage.

Clock skew is a situation where two systens have cl ocks that are not
synchroni zed. Many protocols (such as DHCP) ignore clock skew by
using relative times. MADCAP could use a similar technique, but this
| eads to nasty situations due to the way multicast addresses are
used.

Hanna, et al. St andards Track [ Page 23]



RFC 2730 MADCAP Decenber 1999

For exanple, assunme that at 1 PM UTC a client whose clock is one hour
fast requests a | ease for one hour starting in one hour. If we were
using relative times for MADCAP, the server, whose clock is set
correctly, would reserve a nmulticast address for 2 to 3 PM UTC and
grant the request. If the client was the only one using the |ease,
everything would be OK. The client would start using the | ease in one
hour and continue for one hour. This would coincide with the tine the
server had reserved (although the client would think it was 3 to 4 PM
uro

However, multicast addresses are usually used by several parties at
once. The client would probably use SAP (or sone ot her nechanismfor
conveying SDP) to advertise a session using the nulticast address
just | eased. SDP uses absolute tinmes, since it nay be sent via enmil
web, or other store-and-forward nechanisns. So the client would
advertise the session as running from3 to 4 PMUTC. Any clients
whose cl ocks are set correctly would use the address during this
interval. Since the server only reserved the address from2 to 3 PM
UTC, this m ght cause the address to be used for nultiple sessions

si mul t aneousl y.

MADCAP cannot solve all clock skew problens. That is the domain of
NTP [4]. However, it does attenpt to detect substantial clock skew
bet ween MADCAP clients and servers so that this clock skew does not
cause massive collisions in nulticast address usage | ater on

The Current Tine option contains the sender’s opinion of the current
time in UTC at or about the time the nessage was assenbl ed. Because
of delays in transm ssion and processing, this value will rarely
match the receiver’s opinion of the current tinme at the time the
option is processed by the receiver. However, difference greater than
a mnute or two probably indicate clock skew between the sender and
the receiver.

MADCAP servers SHOULD expect and tolerate a small amunt of clock
skew with their clients by ensuring that nulticast addresses are
allocated for an extra period of tinme [ EXTRA-ALLOCATI ON-TI ME] on
either side of the lease given to the client. However, |arge anounts
of cl ock skew require special handling. The val ue of [EXTRA-
ALLOCATI ON- TI ME] MUST be a configurabl e paraneter, since |oca
circunmstances may vary. The RECOVMENDED default is one hour

However, |arge amounts of clock skew will cause problens | ater when
sessions are advertised. If a MADCAP server detects clock skew
greater than [ CLOCK- SKEW ALLOMNCE], it MJST generate and process an
Excessive O ock Skew error, as described in section 2.6. The server
MAY al so | og a nessage. The val ue of [ CLOCK- SKEW ALLOMNCE] MJST be a
configurabl e paraneter, since |local circunstances may vary. The
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RECOMVENDED default is 30 m nutes.
2.13. Optional Features

Each MADCAP client or server MAY inplenment one or nore optiona
features. Optional features of MADCAP are identified with a two
octet feature code.

A MADCAP client MAY request, require, or indicate support for an
optional feature by including a Feature List option in a message. For
nore information about optional features, see the description of the
Feature List option.

Table 4 lists the feature codes defined at this tine and sections
2.13.1 and 2.13.2 descri be how t hese features work.

New MADCAP feature codes may only be defined by | ETF Consensus, as
described in section 5.

Feat ure Code Feat ure Nane
0 Server Mbility
1 Retry After
2 Shared Lease ldentifier

Table 4. MADCAP Feature Codes
2.13.1. Server Mdbility

The Server Mbility feature allows an address all ocated on one MADCAP
server to be renewed or released on a different MADCAP server. This
requi res comruni cati on and coordi nati on anmong MADCAP servers. The
primary benefits are immunity to the failure of a single MADCAP
server and perhaps greater performance through | oad bal anci ng.

In order to take advantage of the Server Mbility feature, a MADCAP
client nust ensure that the feature is inplenmented by both the server
that is used for the original allocation and the server that is used
for the renewal or release. The best way to ensure this is to include
the Server Mbility feature in the required list of a Feature List
option in the REQUEST nessage used to allocate the address (and the
DI SCOVER nessage, if one is used). Wen the tinme cones to renew or

rel ease the address, the client SHOULD send a uni cast RENEW or
RELEASE nessage to the server fromwhich it allocated the address.
However, if this server is unavailable, the client MAY send the RENEW
or RELEASE nmessage to any ot her server that includes the Server
Mobility feature in its list of supported features. The client can
find such a server by (for instance) sending an GETI NFO nessage with
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an Option Request List option that includes the Feature List option
code.

If the MADCAP client does not want to require this feature when
al l ocating addresses, it may include the feature in the requested
list of a Feature List option and see if the server includes the
feature in the required list of a Feature List option in the ACK
nmessage.

Even if the Server Mbility feature is used, there is no guarantee
that a server will be available to performthe renewal or rel ease or
that the renewal or release will succeed. Server connectivity my
have failed, for instance.

2.13.2. Retry After

The Retry After feature allows a MADCAP server to ask the MADCAP
client toretry its request later, as may be required when allocating
| arge nunbers of addresses or allocating addresses for a |ong period
of tinme.

For instance, if a MADCAP client requests 1000 addresses,

adm ni strative approval may be required or allocation of nore
addresses from anot her MASC domain may be necessary. This may take
several hours or several days. |If the MADCAP client and server both
support the Retry After feature, the MADCAP server can send back an
ACK nmessage with a Retry Tinme option indicating when the addresses
may be ready. The client can retry its request after the Retry Tine
to get the addresses.

If a MADCAP client includes the Retry After feature in the supported
list of a Feature List option in a REQUEST nessage, a MADCAP server
that supports the Retry After feature MAY decide to begin a | engthy
al l ocation process. In this case, the MADCAP server will include an
enpty List of Address Ranges option in its ACK message, a Feature
Li st option that includes the Retry After feature in the required
list, and a Retry Tine option with a tine after which the client
shoul d retry the REQUEST.

The client MUST NOT include the Retry After feature in the requested

or required list of a Feature List option, since the decision about
whet her Retry After is desirable should be left to the MADCAP server.
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At sone later tine (preferably after the time indicated in the Retry
Time option), the client SHOULD send a REQUEST nmessage with all the
same options as the original REQUEST nessage (especially the Lease
Identifier option), but with a new xid value. The server MAY return
a normal ACK or NAK nessage at this point or it MAY continue the
transaction to a later tine by including an enpty List of Address
Ranges option in its ACK nessage, a Feature List option that includes
the Retry After feature in the required list, and a Retry Tinme option
with a later tinme after which the client should retry the REQUEST.

At any point after receiving the initial ACK nessage with the Retry
Time option, the client MAY termnate the allocation process and any
acconpanyi ng | ease by sending to the server performing the allocation
(or another server if the Server Mbility feature is also in effect)
a RELEASE nessage with the Lease ldentifier included in the origina
REQUEST nessage.

The Retry After feature may al so be used when renewing a lease. In
this case, the description above applies except that the client sends
a RENEW nmessage instead of a REQUEST nmessage.

If a client sends a RENEW nessage with a Lease Identifier that

mat ches a | ease which is currently undergoing allocation with the
Retry After feature in response to a REQUEST nessage, the server MJST
generate and process an Invalid Request error in the manner descri bed
in section 2.6. Also, if aclient sends a RENEW nessage with a Lease
Identifier that matches a | ease which is currently undergoi ng
allocation with the Retry After feature in response to a RENEW
nmessage, but the options supplied with the two RENEW nmessages do not
mat ch, the server MJST generate and process an Invalid Request error
in the manner described in section 2.6.

Note that the Retry After feature may conplicate the application API.
For this reason, a MADCAP client may request the Retry After feature
for some messages and not for others. This should not cause problens
for a robust MADCAP server. In general, servers should not expect
consi stent behavior fromclients except as required by this
specification. This also applies to clients’ expectations.

2.13.3. Shared Lease ldentifier
For conferencing applications, it nay be desirable to allow
conference participants to nodify a | ease used for the conference.

The Shared Lease ldentifier feature code is used to support this
requi renent.
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If this feature code was requested by the client and inpl enented by
the server when the | ease was allocated, the server SHOULD di sabl e
any authentication requirenments pertaining to this | ease, allow ng
any client that knows the Lease lIdentifier to nodify the |ease.

A MADCAP client wishing to use the Shared Lease ldentifier feature
shoul d include this feature in the requested or required lists of the
Feature List option of a REQUEST nessage when first allocating the
lease. If the feature was required, the server SHOULD try to
inmplenent it for this request and include the feature in the required
list of the response. If the server can not inplenent the feature for
this request, it MJST generate and process a Required Feature Not
Supported error in the manner described in section 2.6. If the
feature was requested, the server SHOULD try to inplenent the feature
and include the feature in the required list of the response.

However, if the server cannot inplenment the feature, it may sinply
skipit.

Subsequent requests pertaining to a | ease for which the Shared Lease
Identifier feature was inplenmented at allocation tinme MAY include the
Shared Lease ldentifier feature in the requested or required lists of
the Feature List option. In this case, the server SHOUD try to

i mpl enent the feature by disabling any authentication requirements
pertaining to this |lease, allowing any client that knows the Lease
Identifier to nodify the lease, and including the feature in the
required list of the response. |f the server cannot inplenent the
feature, it SHOULD skip it if the feature was requested. But if the
feature was required and the server cannot inplement it, the server
MJST generate and process a Required Feature Not Supported error in
the manner described in section 2.6.

3. MADCAP Options

As described earlier, each MADCAP nessage includes an options field
consisting of a list of tagged paraneters that are called "options".
Al'l options consist of a two octet option code and a two octet option
I ength, followed by the nunber of octets specified by the option

[ engt h.

This section defines a set of option codes for use in MADCAP

messages. New options nmay be defined using the process defined in
section 5. The options are listed in nunerical order
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Table 5 sunmari zes which options are allowed with each nessage type.

Lease Tine

Server ldentifier

Lease ldentifier

Mul ticast Scope

Opti on Request Li st

Start Tine

Nunber of Addresses
Request ed

Request ed Language

Mul ticast Scope List

Li st of Address Ranges

Current Tine

Feature Li st

Retry Tine

M ni mum Lease Ti ne

Maxi mum Start Tine

Error

Lease Tine

Server ldentifier

Lease ldentifier

Mul ticast Scope

Option Request List

Start Tine

Nunber of Addresses
Request ed

Request ed Language

Mul ticast Scope List

Li st of Address Ranges

Current Tine

Feature List

Retry Tine

M ni mum Lease Ti ne

Maxi mum Start Time

Error

Hanna, et al

GETI NFO

MUST NOT
MAY

MUST NOT
MUST NOT
MUST NOT
MAY

MUST NOT
MUST NOT
MUST NOT
MUST NOT

DI SCOVER
MAY
MUST NOT
MUST
MUST
MUST NOT
MAY

MAY
MUST NOT
MUST NOT
MAY
MAY
MAY
MUST NOT
MAY
MAY
MUST NOT

ACK (in response to CGETINFO

MUST NOT

MUST NOT
MUST NOT
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Option REQUEST ACK (in response to REQUEST)
Lease Tine MAY MUST
Server ldentifier MUST (i f MUST
mul ticast)

Lease ldentifier MUST MUST
Mul ticast Scope MUST MUST
Opti on Request List MUST NOT MUST NOT
Start Tinme MAY MAY
Nunber of Addresses

Request ed MAY MUST NOT
Request ed Language MUST NOT MUST NOT
Mul ticast Scope List MUST NOT MUST NOT
Li st of Address Ranges MAY MUST
Current Tine MAY MAY
Feature List MAY MAY
Retry Tine MUST NOT MAY
M ni mum Lease Ti ne MAY MUST NOT
Maxi mum Start Ti ne MAY MUST NOT
Error MUST NOT MUST NOT
Option RENEW ACK (in response to RENEW
Lease Tine MAY MUST
Server ldentifier MUST NOT MUST
Lease ldentifier MUST MUST
Mul ticast Scope MUST NOT MUST
Option Request List MUST NOT MUST NOT
Start Time MAY MAY
Nurmber of Addresses

Request ed MUST NOT MUST NOT
Request ed Language MUST NOT MUST NOT
Mul ticast Scope List MUST NOT MUST NOT
Li st of Address Ranges MJST NOT MUST
Current Tine MAY MAY
Feat ure Li st MAY MAY
Retry Tine MUST NOT MAY
M ni mum Lease Ti ne MAY MUST NOT
Maxi mum Start Ti ne MAY MJST NOT
Error MUST NOT MUST NOT
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Option RELEASE ACK (in response to RELEASE)
Lease Tine MUST NOT MUST NOT
Server ldentifier MUST NOT MUST
Lease ldentifier MUST MUST
Mul ticast Scope MUST NOT MUST NOT
Opti on Request List MUST NOT MUST NOT
Start Tinme MUST NOT MUST NOT
Nunber of Addresses

Request ed MUST NOT MUST NOT
Request ed Language MJUST NOT MUST NOT
Mul ticast Scope List MUST NOT MUST NOT
Li st of Address Ranges MJST NOT MUST NOT
Current Tine MUST NOT MUST NOT
Feature List MAY MAY
Retry Tine MUST NOT MUST NOT
M ni mum Lease Ti e MUST NOT MUST NOT
Maxi mum Start Ti ne MUST NOT MUST NOT
Error MUST NOT MUST NOT
Option NAK
Lease Tine MUST NOT
Server ldentifier MUST
Lease ldentifier MUST
Mul ticast Scope MUST NOT
Opti on Request Li st MUST NOT
Start Tinme MUST NOT
Nunber of Addresses

Request ed MUST NOT
Request ed Language MUST NOT

Mul ticast Scope List MUST NOT
Li st of Address Ranges MJST NOT

Current Tine MUST NOT
Feature Li st MAY
Retry Tine MUST NOT
M ni mum Lease Ti ne MJUST NOT
Maxi mum Start Tine MJUST NOT
Error MUST

Table 5: Options all owed in MADCAP messages
3.1. End
The End option marks the end of valid information in the options

field. This option MJIST be included at the end of the options field
in each MADCAP nessage.
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The code for this option is 0, and its length is O.

Code Len
Fo-m - - Fo-m - - Fo-m - - Fo-m - - +
| 0 | 0
+---- - +---- - +---- - +---- - +

3.2. Lease Tine

This option is used in a client request (DI SCOVER, REQUEST, or RENEW
to allowthe client to request a lease time for the multicast
address. In a server reply (OFFER or ACK), a MADCAP server uses this
option to specify the lease tine it is willing to offer.

The tine is in units of seconds, and is specified as a 32-bit
unsi gned i nt eger

The code for this optionis 1, and its length is 4.

Code Len Lease Ti ne
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
| 1 | 4 | t1] t2] t3 | t4
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +

3.3. Server ldentifier

This option contains the I P address of a MADCAP server. A two octet
address fam |y nunber (as defined by I ANA including those defined in
[10]) is stored first, followed by the address. The address famly
for this address is not determined by the addrfam |y field in the

fi xed header so that addresses fromone famly may be all ocated while
comuni cating with a server via addresses of another famly.

Al messages sent by a MADCAP server MJST include a Server ldentifier
option with the I P address of the server sending the nessage.

MADCAP clients MUST include a Server ldentifier option in multicast
REQUEST nessages in order to indicate which OFFER nessage has been
accept ed.

The code for this option is 2, and its mninumlength is 3.

Code Len Address Fam |y Addr ess
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +
2 | n | famly | al
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +
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3.4. Lease ldentifier

This option is used by MADCAP clients to specify a unique | ease
identifier. For nmore information about this option and how it is
used, see section 2.4.

The code for this optionis 3, and its mninumlength is 1

Code Len Lease ldentifier
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +-- -
| 3 | n | i1] i2
+---- - +---- - +---- - +---- - +---- - +---- - +- - -

3.5. Milticast Scope

The multicast scope option is used by the client to indicate the
requested nulticast scope in a D SCOVER or REQUEST nessage. It is
al so used by the MADCAP server to indicate the scope of an assigned
addr ess.

The client may obtain the scope list through the Miulticast Scope Li st
option or using some other means. The Scope IDis the first multicast
address in the scope. The address fam |y of the Scope IDis

determ ned by the addrfanmily field in the fixed header

The code for this optionis 4, and its mnimumlength is 1

Code Len Scope ID
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - -
| 4 | n | i1
oonns S R oonns S R oonns oonns

3.6. Option Request List
This option is used by a MADCAP client in an GETI NFO nessage to
request that certain options be included in the server’s ACK
response. The server SHOULD try to include the specified options in
its response, but is not required to do so.
The format of this option is a list of option codes.

The code for this option is 5 and the mnimumlength is 2.

Code Len Requested Options
+--- - - +--- - - +--- - - +--- - - +--- - - +----- +---. L.
5 | n | Optionl
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +- - -
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3.7. Start Tine

The Start Tinme option specifies the starting time for a multicast
address | ease.

A client may include this option in a DI SCOVER, RENEW or REQUEST
nessage to request a nulticast address for use at a future tine. A
server may include this option in an OFFER nessage or in an ACK in
response to REQUEST or RENEW nessage to indicate that a | ease has
been granted which starts at a future tinme.

If the Start Time option is present, the |IP Address Lease Tine option
specifies the duration of the | ease beginning at the Start Tine
option val ue.

If the Start Time option is present, the Current Time option MJST
al so be present, as described in section 2.12.

The tinme value is an unsigned 32 bit integer in network byte order

gi ving the nunber of seconds since 00:00 UTC, 1st January 1970. This
can be converted to an NTP timestanp by addi ng deci mal 2208988800.
This time format will not wap until the year 2106.

The code for this option is 6 and the length is 4.

Code Len Ti me
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +
| 6 | 4 | t1 | t2 | t3 | t4 |
+---- - +---- - +---- - +---- - +---- - +---- - +---- - +---- - +

3.8. Number of Addresses Requested

This option specifies the mninumand desired nunber of addresses
requested by the client. It is only used in D SCOVER and REQUEST
nmessages and is only sent by the client.

The mi ni mum and desired nunmber of addresses requested are unsigned 16
bit integers in network byte order. The m ni num MJUST be | ess than or
equal to the desired nunber. If a message is received where this is
not the case, the MADCAP server MJST generate and process an Invalid
Request error in the manner described in section 2.6.

The client MAY obtain nore than one address either by repeating the
protocol for every address or by requesting several addresses at the
same time via this option. Wen the client is requesting only one
address, this option SHOULD NOT be included. A MADCAP server
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recei ving a DI SCOVER or REQUEST packet including this option MJST
i ncl ude between the m ni mum and desired nunber of addresses in any
CFFER or ACK response

The code for this option is 7 and the length is 4.

Code Len M ni num Desi red
+o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +o-m - - +
| 7 | 4 | mn | desired
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +

3.9. Requested Language

This option specifies the [ anguage in which the MADCAP client would
i ke strings such as zone nanes to be returned. It is only included
in an CGETI NFO nmessage sent by the client. It is an RFC 1766 [ 6]

| anguage tag. The proper way to handle this tag with respect to zone
nanes i s discussed further in the definition of the Miulticast Scope
Li st option.

The code for this option is 8 and the mninumlength is O.

Code Len Language Tag
+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - B +
| 8 | n | L1 | | Ln |
+--m-a +--m-a +--m-a +--m-a +--m-a +- R +

3.10. Multicast Scope List

This option is sent by the server in an ACK nessage in response to an
CGETI NFO nessage sent by the client.

If the client did not include a Requested Language option in its
CGETI NFO nmessage, the MADCAP server SHOULD return all zone names for
each zone. If the client included a Requested Language option in its
CGETI NFO nessage, the MADCAP server MUST return no nore than one zone
name for each zone. For each zone, the MADCAP server SHOULD first

| ook for a zone nane that natches the requested | anguage tag (using a
case-insensitive ASCI| conparison). If any names match, one of them
shoul d be returned. Ot herw se, the MADCAP server SHOULD choose

anot her zone nane to return (if any are defined). It SHOULD give
preference to zone nanes that are marked to be used if no nane is
avai l able in a desired | anguage.
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The code for this option is 9 and the minimumlength is O.

The format of the nulticast scope list option is:

Code Len Count Scope List
+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - B +
| 9 | p | m | L1 | | Lm |
+--m-a +--m-a +--m-a +--m-a +--m-a +--m-a +- R +

The scope list is a list of mtuples, where each tuple is of the

form
Scope ID Last Address TTL Nanme Encoded Name Li st
Count
T T S oo m- R +
| ... ID... | ... Last ... | T | n | ENL | | ENn
T I U Y +--m - - +--m - - SR R +

where Scope IDis the first multicast address in the scope, Last
Address is the last nulticast address in the scope, TTL is the

mul ticast TTL value for the nulticast addresses of the scope, and
Nane Count is the nunber of encoded names for this zone (which may be
zero). The address family of the Scope ID and Last Address is

determ ned by the addrfamly field in the fixed header. Note that a
particul ar MADCAP server may be allocating addresses out of sone
subset of the scope. For instance, the addresses in the scope nmay be
di vi ded anpong several servers in sone way.

Each encoded name is of the form

Name Lang Language Tag Name Name

Fl ags Length Lengt h
e - e - +-- e - T e - e - +- R +
| F [ a | L1 | | Lg | r | NI | | N |
+-- - - +-- - - +-- - - +- R e +-- - - +-- - - +- R e +

where Nane Flags is a flags field with flags defined bel ow, Lang
Length is the length of the Language Tag in octets (which MJST NOT be
zero), Language Tag is a | anguage tag indicating the | anguage of the
zone name (as described in [6]), Nane Length is the length of the
Nane in octets (which MJUST NOT be zero), and Nane is a UTF-8 [5]
string indicating the nane given to the scope zone.

The high bit of the Nane Flags field is set if the follow ng name
shoul d be used if no name is available in a desired | anguage.

O herwise, this bit is cleared. All remaining bits in the octet
SHOULD be set to zero and MJST be ignored.

Hanna, et al. St andards Track [ Page 36]



RFC 2730 MADCAP Decenber 1999

The Scope I Ds of entries in the |ist MJUST be unique and the scopes
SHOULD be listed fromsnallest (topologically speaking) to |argest.
This makes it easier to display a consistent user interface, with
scopes usual ly keeping the same order. However, scopes may not be
strictly nested. In this circunstance, there is no strict ordering
fromsmallest to | argest and the server nust use another technique
for ordering the scope list.

Exanpl e:
There are two scopes supported by the nulticast address allocation

server: Inside abcd.comw th addresses 239.192. 0. 0-239. 195. 255. 255,
and world with addresses 224.0. 1. 0-238. 255. 255. 255. Then this option

will be given as:
Code Len Count
+--m - - +--m - - +--m - - +--m - - +--m - - +
| 9 | 51 |2 |
oo oo oo oo oo +
Scope ID Last Address TTL Nane Name Lang Language
Count Fl ags Length Tag
T S T T e +--m - - S R, +- -+
| 239] 192] 0 | 0 |239| 195|255|255/10 | 1 | 128 | 2 | en
T oo oo -+
Nanme
Lengt h Name
Fo-m- - R R i il
| 15 | Inside abcd.com|
oo N S
Scope ID Last Address TTL Nane Name Lang Language
Count Fl ags Length Tag
T S T T e +--m - - S R, +- -+
| 224 0| 1 | O |238|255|255/255/16 | 1 | 128 | 2 | en
T oo oo -+
Nanme
Lengt h Name
AR - -4
| 5 | world |
Fo-m--- - -4
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3.11. List of Address Ranges

This option is used by the server to provide the list of all the
address ranges allocated to the client.

This option is also used by the client when requesting a |l ease for a
specific set of addresses. This feature should be needed only rarely,
such as when a lease is accidentally allowed to expire and it needs
to be reall ocated.

The address fam |y of the addresses is determned by the addrfamly
field.

The code for this option is 10 and the minimumlength is O.

Code Len Addr ess Range Li st
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - SR R +
| 10 | n | L1 | L2 | | Ln
oonns S R oonns S R oonns oonns +- S . +

where the Address Range List is of the follow ng format.

Start Address1l Bl ockSi zel Start Address2 Bl ockSi ze2 ..

oo e e e e e e e e e e e e e e e e e oo -+
| ... S1 ... | B11| B12| ... S2 ... | B21| B22
=

3.12. Current Tine

This option is used to express what the sender thinks the current

time is. This is useful for detecting clock skew. This option MJST be

included if the Start Time or Maxi mum Start Tine options are used,
described in section 2.12.

The tine value is an unsigned 32 bit integer in network byte order
gi ving the nunber of seconds since 00: 00 UTC, 1st January 1970. This
can be converted to an NTP [4] tinestanp by addi ng deci nal

2208988800. This tine format will not wap until the year 2106.

The code for this option is 11 and the length is 4.

Code Len Ti ne
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
11 | 4 | t1 | t2 | t3 | t4 |
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
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3.13. Feature List

This option lists optional MADCAP features supported, requested, or
requi red, by the sender. This option MAY be included in any nessage
sent by a MADCAP server or client.

Optional features of MADCAP are identified with a two octet feature
code. New MADCAP feature codes may only be defined by | ETF
Consensus, as described in section 5.

The Feature List option consists of three separate lists: supported
features, requested features, and required features. Each |ist

consi sts of an unordered |ist of feature codes. The supported list is
used by MADCAP clients or servers to indicate the features that the
sender supports. The requested and required |lists are used by MADCAP
clients to indicate which features are requested of or required from
a MADCAP server. The required list is used by MADCAP servers to

i ndi cate which features were inplenmented by the MADCAP server in
processing this nmessage. Messages sent by MADCAP servers MJST NOT
include any feature codes in the requested list.

If a MADCAP client includes the Feature List option in a nmessage, it
MAY include features in any of the lists: supported, requested, and
required. |f a MADCAP server receives a nessage containing the
Feature List option and it does not support all of the features in
the required list, it MJST generate and process a Required Feature
Not Supported error in the manner described in section 2.6. If the
server supports all of the features in the required list, it MJST

i mpl enent them as appropriate for this nessage. It SHOULD try to

i npl enent the features in the requested list and it MAY inplenent any
of the features in the supported list. If an optional feature (such
as Retry After) is not included in any part of the Feature List
option included in the client’s message (or if the client does not
include a Feature List option in its message), the server MJST NOT
use that feature in its response.

I f a MADCAP server does respond to a client’s nessage that includes a
Feature List option, the server MJST include a Feature List option
with a supported features list that lists the features that it
supports, a required features list that lists the features that it

i mpl enented in responding to this nessage (which nust be included in
the supported features list of the client’s Feature List option), and
an enpty requested features |ist.
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The code for this option is 12 and the mninumlength is 6.

Code Len Supported Request ed Requi r ed
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +
| 12 | n | FL1 | FL2 | FL3 |
+---- - +---- - +---- - +---- - +---- - +---- - +---- - +---- - +---- - +---- - +

where each of the Feature Lists is of the follow ng format:

Feat ure Feat ure Feat ure
Count Code 1 Code m
+- - - - - +- - - - - +- - - - - +- - - - - +- R +- - - - - +
| m | FC1 | | FCm |
Fo-o-- oo - - Fo-o-- oo - - +- B oo - - +

3.14. Retry Tine

The Retry Time option specifies the tine at which a client should
retry a REQUEST or RENEW nessage when using the Retry After feature.

This option should only be sent by a MADCAP server in an ACK when
responding to a REQUEST or RENEW nessage that includes the Retry
After feature in the supported, requested, or required list. For nore
di scussion of Retry After, see section 2.13.2.

If the Retry Time option is present, the Current Tinme option MJST
al so be present.

The tine value is an unsigned 32 bit integer in network byte order

gi ving the nunber of seconds since 00: 00 UTC, 1st January 1970. This
can be converted to an NTP tinestanp by addi ng deci mal 2208988800.
This time format will not wap until the year 2106.

The code for this option is 13 and the length is 4.

Code Len Ti ne
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| 13 | 4 | t1 | t2 | t3 | t4
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

3.15. Mninmum Lease Tine

This option is used in a client request (DI SCOVER, REQUEST, or RENEW
to allowthe client to specify a mininumlease tinme for the nulticast
address. If a server cannot neet this mnimumlease tine, it MJST
generate and process a Valid Request Could Not Be Completed error in
the manner described in section 2.6.
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The tine is in units of seconds, and is specified as a 32-bit
unsi gned i nt eger

The code for this option is 14, and its length is 4.

Code Len Lease Ti e
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| 14 | 4 | tl | t2 | t3 | t4
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

3.16. Maximum Start Tine

The Maxi mum Start Tinme option specifies the latest starting tine that
the client is willing to accept for a multicast address |ease.

A client may include this option in a DI SCOVER, RENEW or REQUEST
nmessage to specify that it does not want to receive a lease with a
starting tine later than the specified value. If a server cannot neet
this maxi mumstart tine, it MJST generate and process a Valid Request
Coul d Not Be Conpleted error in the manner described in section 2.6.

If the Maximum Start Time option is present, the Current Time option
MJST al so be present, as described in section 2.12.

The tinme value is an unsigned 32 bit integer in network byte order

gi ving the nunber of seconds since 00:00 UTC, 1st January 1970. This
can be converted to an NTP timestanp by addi ng deci mal 2208988800.
This time format will not wap until the year 2106.

The code for this option is 15 and the length is 4.

Code Len Ti me
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
| 15 | 4 | t1 | t2 | t3 | t4 |
+- - - - +- - - - +- - - - +- - - - +- - - - +- - - - +- - - - +- - - - +
3.17. FError

A MADCAP server includes this option in a NAK nmessage to indicate why
the request failed. A MADCAP server MJST include an Error option in
each NAK nessage.

The first two octets of an Error option contain a MADCAP error code.
Several MADCAP error codes are defined later in this section. New
MADCAP error codes may only be defined by | ETF Consensus, as
described in section 5.

Hanna, et al. St andards Track [ Page 41]



RFC 2730 MADCAP Decenber 1999

Any renmaining octets in the Error option contain extra data about the
error. The format of this data depends on the error code. The
definition of a MADCAP error code must include a definition of the
extra data to be included with that error code.

A client that receives a NAK nessage containing an Error option NAY

| og or display a nmessage indicating the error code and extra data
received. The client MJUST NOT retransmit a nessage once a NAK
response to that message has been received. The client MAY adjust the
message to correct the error and send the corrected nessage or send a
nmessage to a different server.

The code for this option is 16, and the mninmumlength is 2.

Code Len Error Code Extra Data
Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - Fo-m - - +
| 16 | n | ecode | di d2
+---- - +---- - +---- - +---- - +---- - +---- - +---- - +---- - +

3.17.1. Valid Request Could Not Be Conpleted

MADCAP error code O indicates that the request was valid, but could
not be conpleted with the avail abl e addresses and the current
configuration. The extra data is a two octet option code indicating
whi ch option caused the problem A value of OxFFFF indicates that the
probl emwas not with a specific option

3.17.2. Invalid Request

MADCAP error code 1 indicates that the request was mal forned or
invalid in sone other manner. The extra data is a two octet option
code indicating which option caused the problem A value of OxFFFF
i ndicates that the problemwas not with a specific option

3.17. 3. Excessive C ock Skew

MADCAP error code 2 indicates excessive clock skew (see section
2.12). The extra data consists of a four octet tinme val ue
representing the server’'s idea of the current time, an unsigned 32
bit integer in network byte order giving the nunber of seconds since
00: 00 UTC, 1st January 1970. This can be converted to an NTP

ti mestanp by addi ng deci nal 2208988800. This tine format will not
wap until the year 2106.
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3.17.4. Lease ldentifier Not Recognized

MADCAP error code 3 indicates that the Lease Identifier was not
recogni zed (usually in response to a RENEW or RELEASE nessage). There
is no extra data.

3.17.5. Required Feature Not Supported

MADCAP error code 4 indicates that at |east one feature included in
the required list of the Feature List option is not supported. The
extra data contains a list of the feature codes in the required |i st
that are not supported.

3.17.6. Experinental Use

MADCAP error codes 1024-2047 are reserved for experinental use. The
format of the extra data included with these error codes is not
defi ned.

4. Security Considerations

MADCAP has relatively basic security requirenents. At present there
is no way of enforcing authorized use of nulticast addresses in the
nmul ticast routing/ managenent protocols. Therefore, it is not
possible to identify unauthorized use of nulticast address by an
adversary. Moreover, a multicast address allocated to a user/system
can be used by other systems without violating ternms of the multicast
address all ocation. For exanple, a systemmay reserve an address to
be used for a work group session where each and every nenber of the
work group is allowed to transmt packets using the allocated group
address. In other words, the nulticast address allocation protoco
does not dictate how the address should be used, it only dictates the
time period for which it can be used and who gets to release it or
renew it. When an address is allocated to a systemuser, it basically
means that no other user/system (nost likely) will be allocated that
address for the time period, without any restrictions on its use.

To protect against rogue MADCAP servers (m s-configured servers and
intentional), clients in certain situations wuld like to
authenticate the server. Simlarly, for auditing or book-keeping

pur poses, the server may want to authenticate clients. Myreover, in
sone cases, the server nmay have certain policies in place to restrict
the nunber of addresses that are allocated to a systemor a user
This feature is of much value when a well behaved but naive user or
client requests a | arge nunber of addresses, and therefore,

i nadvertently inpacts other users or systems. Therefore, an

adm ni strator may want to exert a limted anbunt of control based on
the client identification. The client identification could be based
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on the systemor user identity. In nost practical situations, system
identification will suffice, however, particularly in case of nulti-
user systens, at tinmes, user identification will play an inportant
role. Therefore, authentication capabilities based on user
identification my be desirable. As usual, data integrity is a strong
requirenment and if not protected, can lead to many probl ens including
deni al of service attacks.

In the case of MADCAP, confidentiality is not a strong requiremnent.
In nost of the cases, at |least when a nmulticast address is in use, an
adversary will be able to determ ne information that was contained in
the MADCAP nessages. In sone cases, the users/systens may want to
protect infornmation in the MADCAP nessages so that an adversary is
not able to determ ne relevant information in advance and thus, plan
an attack in advance. For exanple, if an adversary knows in advance
(based on MADCAP nessages) that a particular user has requested a

| arge nunber of address for certain time period and scope, he may be
abl e to guess the purpose behind such request and target an attack
When the Shared Lease ldentifier feature is used, preserving the
confidentiality of MADCAP nessages beconmes nore inportant. Also

there may be features added to the protocol in the future that nay
have stronger confidentiality requirenents.

The | PSEC protocol [8] neets client/server identification and
integrity protection requirenents stated above, requires no

nodi fication to the MADCAP protocol, and |everages extensive work in
| ETF and i ndustry. Therefore, when security is a strong requirenent,
| PSEC SHOULD be used for protecting all the unicast messages of
MADCAP protocol. When | PSEC based security is in use, all the

nmul ticast packets except CETINFO MJUST be dropped by t he MADCAP
server. The prevalent inplenmentations of |PSEC support client
identification in formof systemidentification and do not support
user identification. However, when desired, |IPSEC with appropriate
APl s may be required to support user identification.

5. 1 ANA Consi derati ons

Thi s docunent defines several nunber spaces (MADCAP options, MADCAP
nessage types, MADCAP Lease ldentifier types, MADCAP features, and
MADCAP error codes). For all of these nunber spaces, certain val ues
are defined in this specification. New values may only be defined by
| ETF Consensus, as described in [7]. Basically, this neans that they
are defined by RFCs approved by the | ESG
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APPENDI X A: Exanpl es

Thi s appendi x incl udes several exanples of typical MADCAP protoco
exchanges.

1. Multicast Scope List Discovery

In this exanple, a MADCAP client wants to deternine the scope list in
effect. The client is using IPv4, so it starts by nulticasting an
CGETI NFO packet to the MADCAP Server Multicast Address correspondi ng
to I Pv4 Local Scope. This packet includes the Lease Identifier
option, an Option Request List including the Milticast Scope List
option code, and a Requested Language option containing the string
"en", since the client is configured to prefer the English | anguage.

Two MADCAP servers respond by sendi ng ACK nmessages. These ACK
nmessages include the Lease ldentifier option and xid supplied by the
client, the server’'s Server ldentifier, and the Milticast Scope List
with one nane per scope (the one that npbst closely matches the

| anguage tag "en").

The following figure illustrates this exchange.
Server Cient Server
% % %
I I I
I I I
I an I
| / GETI NFO | GETINFO \|
I I I
I I I
|\ I Il
| v\ | / ACK |
| ACK \ | / |
I Vo I
I I I
% % %

Figure 2: Tineline diagram of nmessages exchanged
in Multicast Scope List Discovery exanple

2. Multicast Discovery and Address Allocation

In this exanple, the MADCAP client wants to allocate a multicast
address fromthe gl obal scope for use during the next two hours.
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The client begins by multicasting a DI SCOVER packet to the MADCAP
Server Milticast Address associated with | Pv4 Local Scope. This
packet includes the Lease Tine, Lease ldentifier, and Milticast Scope
options.

Any servers that receive the D SCOVER packet and can satisfy this
request tenporarily reserve an address for the client and unicast an
OFFER packet to the client. These packets contain the Lease Tine,
Server ldentifier, Lease ldentifier, and Miulticast Scope options.

After an appropriate delay, the client nmulticasts a REQUEST packet to
the MADCAP Server Milticast Address. This packet contains all of the
options included in the DI SCOVER packet, but also includes the Server
Identifier option, indicating which server it has selected for the
request.

The server whose Server ldentifier matches the one specified by the
client responds with an ACK packet containing the options included in
the OFFER packet, as well as a List of Address Ranges option listing
the address allocated. Al the other servers that had sent COFFER
packets stop reserving an address for the client and forget about the
whol e exchange.

The client now has a two hour "l ease" on the nulticast address.
If the client had not received an ACK fromthe server, it would have

retransmtted its REQUEST packet for a while. If it still received no
response, it would start over with a new DI SCOVER nessage
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The following figure illustrates this exchange.
Server dient Server
(not sel ect ed) (sel ect ed)
% % %

| Begi n mul ticast address request|

I I
I /1 I

|

| / DI SCOVER | DI SCOVER \|

| | |
Reser ves | Reser ves
Addr ess | Addr ess

| | |

|\ | /]

| v | / OFFER

| OFFER \ | / |

| Vo |

| Coll ects replies |

| \ |

| Sel ects Server |

| | |

| I\ |

| / REQUEST | REQUEST \|

| | |

| | Commi ts address

| | |

| | /]

| | / ACK |

| | |

| assi gnment conpl ete

| | |

\Y; \Y; \Y;

Figure 3: Tineline diagram of nmessages exchanged
in Multicast Address Allocation exanple

3. Lease Extension

This is a continuation of the previous exanple. The client has
already allocated a nulticast address fromthe gl obal scope for use
during the next two hours. Half way through this two hour period, it
decides that it wants to extend its | ease for another hour

The client unicasts a RENEW packet to the server fromwhich it

al l ocated the address. This packet includes the Lease Tine and Lease
Identifier options. The Lease ldentifier matches the one used for the
original allocation. The time included in the Lease Tine is two
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hours, since the client wants the | ease to expire two hours fromthe
current tinme.

The server responds with an ACK packet indicating that the |ease
ext ensi on has been granted. This packet includes the Lease Tine,

Server ldentifier, Lease Identifier, Milticast Scope, and List of
Addr ess Ranges opti ons.

If the server did not want to grant the requested | ease extension, it
woul d have responded with a NAK packet with the Lease ldentifier

option.
The following figure illustrates this exchange.
dient Server

% %

|

\ |

RENEW \ |

|

Ext ends | ease

I

I

I

I

I

I

| /
| / ACK
I

I

\'%

I
I
I
I
I
\'%

Figure 4: Tineline diagram of nmessages exchanged
i n Lease Extension exanple

4. Address Rel ease

This is a continuation of the previous exanple. The client has
already allocated a nulticast address and extended its | ease for
another two hours. Half an hour later, the client finishes its use of
the multicast address and wants to release it so it can be reused.

The client unicasts a RELEASE packet to the server fromwhich it

al l ocated the address. This packet includes the Lease ldentifier
option. The Lease ldentifier matches the one used for the origina

al l ocation. Wen the server receives this packet, it cancels the
client’s | ease on the address and sends an ACK packet to the client
indicating that the | ease has been rel eased. This packet includes the
Server ldentifier and Lease ldentifier options.

Hanna, et al. St andards Track [ Page 50]



RFC 2730 MADCAP Decenber 1999

The following figure illustrates this exchange.
dient Server
v v
| |
|\ |
| RELEASE \|
| |
| Cancel s | ease
| |
| I
| / ACK |
| |
v v

Figure 5: Tinmeline diagram of messages exchanged
i n Address Rel ease exanpl e

5. Uni cast Address Al location

This is a continuation of the previous exanple. At sone |ater tine,
the client decides to allocate another multicast address. Since it
has recently worked with a server, it decides to try sending a

uni cast REQUEST to that server. If this doesn't work, it can al ways
try a multicast D SCOVER, as illustrated in exanple 2

The client unicasts a REQUEST packet to the server fromwhich it
wants to allocate the address. This packet includes the Lease Tine,
Lease ldentifier, and Milticast Scope options.

The server responds with an ACK packet containing the Lease Tineg,
Lease ldentifier, and Milticast Scope options fromthe REQUEST
packet, as well as the Server ldentifier option and a List of Address
Ranges option listing the address all ocat ed.

The client now has a | ease on the nulticast address.
If the client had not received an ACK fromthe server, it would have

retransmtted its REQUEST packet for a while. If it still received no
response, it would start over with a multicast D SCOVER nessage
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The following figure illustrates this exchange.
dient Server
% %
| |
A |
| REQUEST \|
| |
| Al |l ocat es address
| |
| I
|/ ACK |
| |
% %

Figure 6: Tineline diagram of nmessages exchanged
in Unicast Address Allocation exanple

APPENDI X B: Recommended Constant Val ues

Table 6 lists recomended val ues for constants defined in this
speci fication.

Const ant Nane Reconmrended Val ue

[ CLOCK- SKEW ALL ONANCE] 30 i nut es

[ DI SCOVER- DELAY] current retransmt del ay

[ EXTRA- ALLCCATI ON- Tl IVE] 1 hour

[ NO- RESPONSE- DELAY] 60 seconds

[ OFFER- HOLD] at |least 60 seconds

[ RESPONSE- CACHE- | NTERVAL] at | east 60 seconds (5 m nutes naxi mum
[ XI D- REUSE- | NTERVAL] 10 minutes (required)

Tabl e 6: Recommended Constant Val ues
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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