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1. Introduction

This meno is the successor to RFC 2313. This docunent provides
reconmendations for the inplenmentation of public-key cryptography
based on the RSA algorithm][18],

-cryptographic primtives
-encryption schenes
-signature schenes with appendi x

-ASN. 1 syntax for representing keys and for identifying the

schenes

The recomendati ons are intended for genera
conput er and conmuni cati ons systens,
amount of flexibility. It is expected that application standards
based on these specifications may include additiona

covering the foll owi ng aspects:

application within
and as such include a fair

constraints.

1998

The

recomendati ons are intended to be conmpatible with draft standards

currently being devel oped by the ANSI
groups [ 14].

Kal i ski

& St addon | nf or mat i ona

X9F1 [1] and | EEE P1363 wor ki ng
Thi s docunent supersedes PKCS #1 version 1.5 [20].
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Editor’'s note. It is expected that subsequent versions of PKCS #1 may
cover other aspects of the RSA al gorithmsuch as key size, key
generation, key validation, and signature schenmes with nessage
recovery.

1.1 Overview
The organi zation of this docunment is as foll ows:

-Section 1 is an introduction.

-Section 2 defines some notation used in this docunent.

-Section 3 defines the RSA public and private key types.

-Sections 4 and 5 define several primtives, or basic nathenatica
operations. Data conversion primtives are in Section 4, and
cryptographic primtives (encryption-decryption
signature-verification) are in Section 5.

-Section 6, 7 and 8 deal with the encryption and signature schenes
in this docunent. Section 6 gives an overview. Section 7 defines
an QAEP-based [2] encryption schene along with the nethod found
in PKCS #1 v1.5. Section 8 defines a signhature schene with
appendi x; the method is identical to that of PKCS #1 vl1.5.

-Section 9 defines the encoding methods for the encryption and
signature schenes in Sections 7 and 8.

-Section 10 defines the hash functions and the nmask generation
function used in this document.

-Section 11 defines the ASN. 1 syntax for the keys defined in
Section 3 and the schenes gives in Sections 7 and 8.

-Section 12 outlines the revision history of PKCS #1.

-Section 13 contains references to other publications and

st andar ds.
2. Notation
(n, e RSA public key
c ci phertext representative, an integer between 0 and n-1
C ci phertext, an octet string
d private exponent
dP p’'s exponent, a positive integer such that:

e(dP)\equiv 1 (nod(p-1))

dQ g’ s exponent, a positive integer such that:
e(dQ\equiv 1 (nod(g-1))

e publ i c exponent

Kal i ski & Staddon I nf or mati onal [ Page 3]
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EM

emLen

Hash

hLen

len(.,.)

p. q

gl nv

X
X
\ xor

\ I anbda( n)

Kal i ski & St addon

encoded nessage, an octet string

intended length in octets of an encoded nessage
hash val ue, an out put of Hash

hash function

output length in octets of hash function Hash
RSA private key

length in octets of the nodul us

i ntended length of octet string

| east common nultiple of two
nonnegative integers

nessage representative, an integer between
0 and n-1

message, an octet string

mask generation function

nodul us

encodi ng parameters, an octet string
prime factors of the nobdul us

CRT coefficient, a positive integer |ess
than p such: q(qglnv)\equiv 1 (nmod p)

signature representative, an integer
between 0 and n-1

signature, an octet string

a nonnegative integer

an octet string corresponding to x

bi twi se exclusive-or of two octet strings

lem(p-1, g-1), where n = pq

| nf or mat i ona

Cct ober

1998
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[ ] concat enati on oper at or
[]-11 octet |ength operator
3. Key types

Two key types are enployed in the primtives and schenes defined in
this docunment: RSA public key and RSA private key. Together, an RSA
public key and an RSA private key forman RSA key pair

3.1 RSA public key

For the purposes of this document, an RSA public key consists of two
conponent s:

n, the nodul us, a nonnegative integer
e, the public exponent, a nonnegative integer

In a valid RSA public key, the nmodulus n is a product of two odd
primes p and g, and the public exponent e is an integer between 3 and
n-1 satisfying gcd (e, \lanbda(n)) = 1, where \lanbda(n) = lcm (p-
1,9-1). A reconmmended syntax for interchangi ng RSA public keys

bet ween i npl enentations is given in Section 11.1.1; an

i npl enentation’s internal representation may differ.

3.2 RSA private key

For the purposes of this docunent, an RSA private key may have either
of two representations.

1. The first representation consists of the pair (n, d), where the
conponents have the fol |l owi ng nmeani ngs:

n, the nodul us, a nonnegative integer
d, the private exponent, a nonnegative integer

2. The second representation consists of a quintuple (p, q, dP, dQ
gl nv), where the conponents have the foll owi ng neanings:

p, the first factor, a nonnegative integer

g, the second factor, a nonnegative integer

dP, the first factor’s exponent, a nonnegative integer
dQ the second factor’s exponent, a nonnegative integer
glnv, the CRT coefficient, a nonnegative integer

In a valid RSA private key with the first representation, the nodul us

nis the same as in the corresponding public key and is the product
of two odd prinmes p and g, and the private exponent d is a positive

Kal i ski & Staddon I nf or mati onal [ Page 5]
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i nteger less than n satisfying:
ed \equiv 1 (nod \I| anbda(n))

where e is the correspondi ng public exponent and \|anbda(n) is as
defined above.

In a valid RSA private key with the second representation, the two
factors p and q are the prinme factors of the nodulus n, the exponents
dP and dQ are positive integers less than p and q respectively

sati sfying

e(dP)\equiv 1(rmod(p-1))
e(dQ\equiv 1(md(g-1)),

and the CRT coefficient glnv is a positive integer less than p
sati sfying:

g(glnv)\equiv 1 (nod p).

A recommended syntax for interchangi ng RSA private keys between

i mpl enent ati ons, which includes conponents from both representations,
is given in Section 11.1.2; an inplenentation’ s internal
representation may differ.

4. Data conversion primtives

Two data conversion primtives are enployed in the schemes defined in
thi s docunent:

| 20SP: Integer-to-Cctet-String primtive
OS2I P: Cctet-String-to-Integer primtive

For the purposes of this document, and consistent with ASN. 1 syntax, an
octet string is an ordered sequence of octets (eight-bit bytes). The
sequence is indexed fromfirst (conventionally, leftnost) to | ast
(rightnmost). For purposes of conversion to and fromintegers, the first
octet is considered the nost significant in the follow ng conversion
primtives

4.1 |12CsP
| 20SP converts a nonnegative integer to an octet string of a specified
[ engt h.
| 20SP (x, 1)

Kal i ski & Staddon I nf or mati onal [ Page 6]
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I nput :

X nonnegative integer to be converted

I i ntended length of the resulting octet string

Cut put :

X correspondi ng octet string of length |; or
"integer too |arge"

St eps:

1. If x>=256", output "integer too |arge" and stop.
2. Wite the integer x in its unique |I-digit representati on base 256:
x = x_{1-1}256°{1-1} + x_{1-2}256"{1-2} +... + x_1 256 + x_O

where 0 <= x_i < 256 (note that one or nore leading digits will be
zero if x < 2567{1-1}).

3. Let the octet X i have the value x {I-i} for 1 <=i <=1. CQutput
the octet string:

X=X1X2...X1.
4.2 OS2IP

OS2I P converts an octet string to a nonnegative integer

Cs2I P (X)

I nput :

X octet string to be converted

Cut put :

X correspondi ng nonnegati ve i nteger

St eps:

1. Let X1 X2 ... XI| be the octets of X fromfirst to |last, and
let x{I-i} have value X i for 1<=1i <= 1.

2. Let x = x{I-1} 256°{I-1} + x_{I-2} 2567{1-2} +. ..+ x_1 256 + x_O.

3. Qutput x.

Kal i ski & Staddon I nf or mati onal [ Page 7]
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5. Cryptographic primtives

Cryptographic primtives are basic mathematical operations on which
crypt ographi c schemes can be built. They are intended for

i mpl enentation in hardware or as software nodul es, and are not

i ntended to provide security apart froma schene.

Four types of primtive are specified in this docunent, organized in
pairs: encryption and decryption; and signature and verification

The specifications of the primtives assume that certain conditions
are net by the inputs, in particular that public and private keys are
val id.

5.1 Encryption and decryption primtives

An encryption primtive produces a ciphertext representative froma
nessage representative under the control of a public key, and a
decryption primtive recovers the nessage representative fromthe
ci phertext representative under the control of the correspondi ng
private key.

One pair of encryption and decryption primtives is enployed in the
encryption schenes defined in this docunment and is specified here:
RSAEP/ RSADP. RSAEP and RSADP invol ve the sanme mathematical operation
with different keys as input.

The primtives defined here are the sane as in the draft | EEE P1363
and are conpatible with PKCS #1 vl1.5.

The main nat henatical operation in each primtive is exponentiation
5.1.1 RSAEP

RSAEP((n, e), m

I nput :

(n, e) RSA public key

m nessage representative, an integer between 0 and n-1
Cut put :

c ci phertext representative, an integer between 0 and n-1

or "nessage representative out of range"
Assunptions: public key (n, e) is valid

St eps:

Kal i ski & Staddon I nf or mati onal [ Page 8]
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1. If the nessage representative mis not between 0 and n-1, output
nessage representative out of range and stop.

2. Let ¢ = mte npd n.

3. Qutput c.
5.1.2 RSADP

RSADP (K, c)

I nput :

K RSA private key, where K has one of the follow ng fornmns
-a pair (n, d)
-a quintuple (p, q, dP, dQ qlnv)

c ci phertext representative, an integer between 0 and n-1

Qut put :

m nessage representative, an integer between 0 and n-1; or

"ci phertext representative out of range"
Assunmptions: private key Kis valid
St eps:

1. If the ciphertext representative c is not between 0 and n-1,
out put "ciphertext representative out of range" and stop.

2. If the first form(n, d) of Kis used:

2.1 Let m= c™d nod n. Else, if the second form(p, q, dP,
dQ qlnv) of Kis used:

2.2 Let m1 = c*dP nod p.

2.3 Let m2 = ¢c"dQ nod q.

2.4 Let h =qglnv ( m1 - m2 ) nod p.
2.5 Let m=m2 + hqg.

3. Qutput m

Kal i ski & Staddon I nf or mati onal [ Page 9]
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5.2 Signature and verification primtives

A signature primtive produces a signature representative froma
nmessage representative under the control of a private key, and a
verification primtive recovers the nmessage representative fromthe
signature representative under the control of the correspondi ng
public key. One pair of signature and verification primtives is
enployed in the signature schenes defined in this docunent and is
speci fied here: RSASP1/ RSAVP1

The primtives defined here are the sane as in the draft | EEE P1363
and are conpatible with PKCS #1 vl1.5.

The main nat henmatical operation in each primtive is exponentiation
as in the encryption and decryption primtives of Section 5.1. RSASP1
and RSAVP1 are the same as RSADP and RSAEP except for the nanmes of
their input and output argunents; they are distinguished as they are
i ntended for different purposes.

5.2.1 RSASP1

RSASPL (K, m)

I nput :
K RSA private key, where K has one of the follow ng
forns:
-a pair (n, d)
-a quintuple (p, q, dP, dQ glnv)
m nessage representative, an integer between 0 and n-1
Qut put :
S signature representative, an integer between 0 and
n-1, or "message representative out of range"
Assunptions:

private key Kis valid
St eps:

1. If the nessage representative mis not between 0 and n-1, out put
"message representative out of range" and stop.

2. If the first form(n, d) of Kis used:

2.1 Let s = n*d nod n. Else, if the second form(p, q, dP
dQ qlnv) of Kis used:

Kal i ski & Staddon I nf or mati onal [ Page 10]
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2.2 Let s_1 = mdP nod p.

2.3 Let s_2 ndQ nod g.

2.4 Let h=qlnv ( s_.1- s 2) mdp

2.5 Let s = s 2 + hq.
3. Qutput S
5.2.2 RSAVP1

RSAVPL ((n, €), s)

I nput :
(n, e) RSA public key
S signature representative, an integer between 0 and n-1

Qut put :

m nessage representative, an integer between 0 and n-1
or "invalid"

Assunpt i ons:

public key (n, e) is valid
St eps:

1. If the signhature representative s is not between 0 and n-1, output
"invalid" and stop.

2. Let m= s”e nod n.
3. Qutput m
6. Overview of schenes

A schene conbi nes cryptographic primtives and other techniques to
achieve a particular security goal. Two types of schenme are specified
in this docurment: encryption schemes and signature schenes with
appendi Xx.

The schenes specified in this docunment are Ilimted in scope in that
their operations consist only of steps to process data with a key,
and do not include steps for obtaining or validating the key. Thus,
in addition to the schene operations, an application will typically
i ncl ude key managenent operations by which parties may select public
and private keys for a schenme operation. The specific additiona
operations and other details are outside the scope of this docunent.

Kal i ski & Staddon I nf or mati onal [ Page 11]



RFC 2437 PKCS #1: RSA Cryptography Specifications Cct ober 1998

As was the case for the cryptographic primtives (Section 5), the
speci fications of schene operations assune that certain conditions
are net by the inputs, in particular that public and private keys are
valid. The behavior of an inplenentation is thus unspecified when a
key is invalid. The inpact of such unspecified behavior depends on
the application. Possible neans of addressing key validation include
explicit key validation by the application; key validation within the
public-key infrastructure; and assignnment of liability for operations
performed with an invalid key to the party who generated the key.

7. Encryption schenes

An encryption schene consists of an encryption operation and a
decryption operation, where the encryption operation produces a

ci phertext froma nmessage with a recipient’s public key, and the
decryption operation recovers the message fromthe ciphertext with
the recipient’s correspondi ng private key.

An encryption schene can be enployed in a variety of applications. A
typical application is a key establishnment protocol, where the
nmessage contains key material to be delivered confidentially from one
party to another. For instance, PKCS #7 [21] enploys such a protoco
to deliver a content-encryption key froma sender to a recipient; the
encryption schenes defined here woul d be suitabl e key-encryption
algorithnms in that context.

Two encryption schenes are specified in this document: RSAES- OAEP and
RSAES- PKCS1-v1 5. RSAES- OAEP i s recomended for new applicati ons;
RSAES- PKCS1-v1 5 is included only for conpatibility with existing
applications, and is not recommended for new applications.

The encryption schemes given here follow a general nodel simlar to
that enmpl oyed in | EEE P1363, by comnbi ni ng encryption and decryption
primtives with an encodi ng nethod for encryption. The encryption
operations apply a nmessage encodi ng operation to a nessage to produce
an encoded nessage, which is then converted to an integer nessage
representative. An encryption primtive is applied to the nessage
representative to produce the ciphertext. Reversing this, the
decryption operations apply a decryption primtive to the ciphertext
to recover a nessage representative, which is then converted to an
octet string encoded nmessage. A nmessage decodi ng operation is applied
to the encoded nmessage to recover the nessage and verify the
correctness of the decryption

Kal i ski & Staddon I nf or mati onal [ Page 12]
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7.1 RSAES- CAEP

RSAES- QAEP combi nes the RSAEP and RSADP primitives (Sections 5.1.1
and 5.1.2) with the EME- CAEP encodi ng nethod (Section 9.1.1) EMe- QAEP
is based on the method found in [2]. It is conpatible with the |IFES
schene defined in the draft P1363 where the encryption and decryption
primtives are | FEP-RSA and | FDP- RSA and t he nessage encodi ng net hod
i s EME- CAEP. RSAES- CAEP can operate on nessages of length up to k-2-
2hLen octets, where hLen is the length of the hash function out put
for EME-QAEP and k is the length in octets of the recipient’s RSA
nmodul us. Assuming that the hash function in EME- OAEP has appropriate
properties, and the key size is sufficiently |arge, RSAEP- QAEP

provi des "pl ai ntext-aware encryption,” neaning that it is
conputationally infeasible to obtain full or partial information
about a message froma ciphertext, and conputationally infeasible to
generate a valid ciphertext w thout know ng the correspondi ng
message. Therefore, a chosen-ciphertext attack is ineffective

agai nst a plaintext-aware encryption schene such as RSAES- CAEP

Both the encryption and the decryption operati ons of RSAES- QAEP t ake
the value of the paraneter string P as input. In this version of PKCS
#1, Pis an octet string that is specified explicitly. See Section
11.2.1 for the relevant ASN. 1 syntax. W briefly note that to receive
the full security benefit of RSAES-QAEP, it should not be used in a
protocol involving RSAES-PKCS1-vl 5. It is possible that in a
protocol on which both encryption schenes are present, an adaptive
chosen ci phertext attack such as [4] would be useful.

Both the encryption and the decryption operations of RSAES- QAEP t ake
the value of the paraneter string P as input. In this version of PKCS
#1, P is an octet string that is specified explicitly. See Section
11.2.1 for the relevant ASN. 1 syntax.

7.1.1 Encryption operation

RSAES- QAEP- ENCRYPT ((n, e), M P)

I nput :

(n, e) reci pient’s RSA public key

M nmessage to be encrypted, an octet string of |length at
nost k-2-2hLen, where k is the length in octets of the
nodul us n and hLen is the length in octets of the hash
function output for EME- QAEP

P encodi ng parameters, an octet string that may be enpty

Kal i ski & Staddon I nf or mati onal [ Page 13]
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Qut put :
C ci phertext, an octet string of length k; or "message too
| ong"
Assunptions: public key (n, e) is valid
St eps:
1. Apply the EME- OAEP encodi ng operation (Section 9.1.1.2) to the
nmessage M and the encodi ng paraneters P to produce an encoded nessage
EM of length k-1 octets:
EM = EME- OAEP- ENCODE (M P, k-1)

If the encodi ng operation outputs "nmessage too |ong," then out put
"message too | ong" and stop.

2. Convert the encoded nmessage EMto an integer nessage
representative m m= OS2I P (EM

3. Apply the RSAEP encryption primtive (Section 5.1.1) to the public
key (n, e) and the message representative mto produce an integer

ci phertext representative c:

¢ = RSAEP ((n, e), m

4. Convert the ciphertext representative ¢ to a ciphertext C of
length k octets: C = 120SP (c, k)

5. Qutput the ciphertext C

7.1.2 Decryption operation

RSAES- QAEP- DECRYPT (K, C, P)

I nput :

K reci pient’s RSA private key

C ci phertext to be decrypted, an octet string of length
k, where k is the length in octets of the nmodulus n

P encodi ng parameters, an octet string that may be enpty

Qut put

M nessage, an octet string of length at nost k-2-2hlLen

where hLen is the length in octets of the hash
function output for EME- OAEP; or "decryption error"
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St eps:

1. If the length of the ciphertext Cis not k octets, output
"decryption error" and stop.

2. Convert the ciphertext Cto an integer ciphertext representative
c. ¢ = 0321P (Q.

3. Apply the RSADP decryption prinitive (Section 5.1.2) to the
private key K and the ciphertext representative ¢ to produce an
i nteger nessage representative m

m = RSADP (K, c)

| f RSADP out puts "ciphertext out of range,
error"” and stop.

then out put "decryption

4. Convert the nessage representative mto an encoded nessage EM of
length k-1 octets: EM = 120SP (m k-1)
If 120SP outputs "integer too |large,"”
and st op.

then output "decryption error”

5. Apply the EME- QAEP decodi ng operation to the encoded nessage EM
and the encodi ng paraneters P to recover a nessage M

M = EME- OAEP- DECCDE (EM P)

If the decodi ng operation outputs "decoding error
"decryption error" and stop.

then out put

6. Qutput the nessage M

Note. It is inportant that the error messages output in steps 4 and 5
be the sanme, otherw se an adversary nmay be able to extract usefu
information fromthe type of error nmessage received. Error nessage
information is used to nobunt a chosen-ci phertext attack on PKCS #1
v1l.5 encrypted nmessages in [4].

7.2 RSAES- PKCS1-v1_5

RSAES- PKCS1-v1 5 conbi nes the RSAEP and RSADP primitives with the
EME- PKCS1-v1 5 encoding nethod. It is the sane as the encryption
schene in PKCS #1 v1.5. RSAES-PKCS1-vl 5 can operate on nessages of
length up to k-11 octets, although care should be taken to avoid
certain attacks on | ow exponent RSA due to Coppersmith, et al. when

| ong nessages are encrypted (see the third bullet in the notes bel ow
and [7]).
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RSAES- PKCS1-v1 5 does not provide "plaintext aware" encryption. In
particular, it is possible to generate valid ciphertexts w thout
knowi ng the corresponding plaintexts, with a reasonable probability
of success. This ability can be exploited in a chosen ciphertext
attack as shown in [4]. Therefore, if RSAES-PKCSl1-vl 5 is to be used,
certain easily inplenented counterneasures should be taken to thwart
the attack found in [4]. The addition of structure to the data to be
encoded, rigorous checking of PKCS #1 v1.5 confornmance and ot her
redundancy i n decrypted nmessages, and the consolidation of error
messages in a client-server protocol based on PKCS #1 v1.5 can all be
ef fective counterneasures and don’t involve changes to a PKCS #1

v1l. 5-based protocol. These and ot her counterneasures are discussed in

[5].

Not es. The foll owi ng passages descri be sonme security reconmendati ons
pertaining to the use of RSAES- PKCS1-v1l 5. Reconmendations from
version 1.5 of this docunent are included as well as new
recomendati ons notivated by cryptanal yti c advances nade in the

i nterveni ng years.

-It is recormmended that the pseudorandom octets in EME-PKCS1-v1l 5 be
gener ated i ndependently for each encryption process, especially if
the sanme data is input to nore than one encryption process. Hastad's
results [13] are one notivation for this recomrendation

-The padding string PS in EME-PKCS1-vl_ 5 is at |east eight octets
long, which is a security condition for public-key operations that
prevents an attacker fromrecovering data by trying all possible
encryption bl ocks.

- The pseudorandom octets can also help thwart an attack due to
Coppersnith et al. [7] when the size of the nmessage to be encrypted
is kept small. The attack works on | ow exponent RSA when sinilar
nmessages are encrypted with the sane public key. Mre specifically,
in one flavor of the attack, when two inputs to RSAEP agree on a
large fraction of bits (8/9) and | ow exponent RSA (e = 3) is used to
encrypt both of them it nay be possible to recover both inputs with
the attack. Another flavor of the attack is successful in decrypting
a single ciphertext when a large fraction (2/3) of the input to RSAEP
is already known. For typical applications, the message to be
encrypted is short (e.g., a 128-bit symretric key) so not enough
information will be known or conmobn between two nessages to enable
the attack. However, if a |long nessage is encrypted, or if part of a
nessage i s known, then the attack nay be a concern. In any case, the
RSAEP- QAEP schene overcones the attack
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7.2.1 Encryption operation

RSAES- PKCS1- V1_5- ENCRYPT ((n, €), M

I nput :
(n, e)
M

Cut put :
C

St eps:

reci pient’s RSA public key

nessage to be encrypted, an octet string of |ength at
nost k-11 octets, where k is the length in octets of the
nodul us n

ci phertext, an octet string of length k; or "message too
| ong"

1998

1. Apply the EME-PKCS1-v1_ 5 encodi ng operation (Section 9.1.2.1) to

the nessage Mto produce an encoded nessage EM of

EM = EME- PKCS1-V1_5- ENCODE (M k- 1)

If the encodi ng operation outputs "message too |ong,'

then out put

"message too | ong" and stop.

2. Convert the encoded nessage EMto an integer nessage
representative m m= OS2IP (EM

| ength k-1 octets:

3. Apply the RSAEP encryption primtive (Section 5.1.1) to the public

key (n,

e) and the nmessage representative mto produce an integer

ci phertext representative c: ¢ = RSAEP ((n, e), m

4. Convert the ciphertext representative ¢ to a ciphertext C of
length k octets: C = 120SP (c, k)

5. Qutput the ciphertext C

7.2.2 Decryption operation

RSAES- PKCS1- V1_5- DECRYPT (K, Q)

I nput :
K
C

Cut put :
M

reci pient’s RSA private key
ci phertext to be decrypted, an octet string of length k
where k is the length in octets of the nodulus n

nmessage, an octet string of length at nost k-11; or
"decryption error"
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St eps:

1. If the length of the ciphertext Cis not k octets, output
"decryption error" and stop.

2. Convert the ciphertext Cto an integer ciphertext representative
c. ¢ = 0321P (Q.

3. Apply the RSADP decryption primtive to the private key (n, d) and
the ci phertext representative c to produce an integer nessage
representative m m= RSADP ((n, d), c).

| f RSADP out puts "ciphertext out of range,"”
error" and stop.

then out put "decryption

4. Convert the message representative mto an encoded nessage EM of
length k-1 octets: EM = 120SP (m k-1)
If 120SP outputs "integer too |large,"
and stop.

then output "decryption error”

5. Apply the EME- PKCS1-v1_5 decoding operation to the encoded nessage
EMto recover a nessage M M = EME- PKCS1-V1_5- DECODE (EM) .

I f the decodi ng operation outputs "decoding error,"
"“decryption error" and stop.

t hen out put

6. CQutput the nmessage M

Note. It is inportant that only one type of error message is output
by EME- PKCS1-v1 5, as ensured by steps 4 and 5. If this is not done,
then an adversary may be able to use information extracted formthe
type of error nmessage received to nount a chosen-ciphertext attack
such as the one found in [4].

8. Signature schenes wth appendi x

A signature schene with appendi x consists of a signhature generation
operation and a signature verification operation, where the signature
generation operation produces a signature froma nessage with a
signer’s private key, and the signature verification operation
verifies the signature on the nessage with the signer’s correspondi ng
public key. To verify a signature constructed with this type of
schene it is necessary to have the nessage itself. In this way,
signature schenes with appendi x are distingui shed from signature
schenes with message recovery, which are not supported in this
docunent .
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A signature schene with appendi x can be enployed in a variety of
applications. For instance, X 509 [6] enploys such a schenme to
authenticate the content of a certificate; the signature scheme with
appendi x defined here would be a suitable signature algorithmin that
context. A related signature schene could be enployed in PKCS #7
[21], although for technical reasons, the current version of PKCS #7
separates a hash function froma signature schenme, which is different
than what is done here.

One signature scheme with appendix is specified in this document:
RSASSA- PKCS1-v1_5.

The signature schene with appendi x given here foll ows a general nodel
simlar to that enployed in | EEE P1363, by conbining signature and
verification primtives with an encoding method for signatures. The
si gnature generation operations apply a nessage encodi ng operation to
a nmessage to produce an encoded nmessage, which is then converted to
an integer nessage representative. A signature primtive is then
applied to the nessage representative to produce the signature. The
signature verification operations apply a signature verification
primtive to the signature to recover a nmessage representative, which
is then converted to an octet string. The nessage encodi ng operation
is again applied to the message, and the result is conpared to the
recovered octet string. If there is a match, the signature is
considered valid. (Note that this approach assunes that the signature
and verification primtives have the nessage-recovery formand the
encoding nethod is deternministic, as is the case for RSASP1/ RSAVP1
and EMSA- PKCS1-v1_5. The signature generation and verification
operations have a different formin P1363 for other primtives and
encodi ng net hods.)

Editor’s note. RSA Laboratories is investigating the possibility of
i ncluding a scheme based on the PSS encodi ng nmet hods specified in
[3], which would be recomrended for new applications.

8.1 RSASSA- PKCS1-v1_5

RSASSA- PKCS1-v1_5 conbi nes the RSASP1 and RSAVP1 prinitives with the
EME- PKCS1-v1_5 encoding nethod. It is conpatible with the | FSSA
schene defined in the draft P1363 where the signature and
verification primtives are | FSP-RSA1 and | FVP- RSAl and the nessage
encodi ng nethod is EMBA- PKCS1-v1l 5 (which is not defined in P1363).
The | ength of nessages on whi ch RSASSA- PKCS1-v1 5 can operate is
either unrestricted or constrained by a very |arge nunber, depending
on the hash function underlying the message encodi ng net hod.
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Assumi ng that the hash function in EMSA- PKCS1-vl 5 has appropriate
properties and the key size is sufficiently I arge, RSASSA-PKCS1-v1_5
provi des secure signatures, neaning that it is conputationally
infeasible to generate a signature w thout knowi ng the private key,
and conputationally infeasible to find a nessage with a given
signature or two nessages with the sane signature. Also, in the
encodi ng net hod EMBA- PKCS1-v1 5, a hash function identifier is
enbedded in the encoding. Because of this feature, an adversary nust
invert or find collisions of the particular hash function being used,;
attacking a different hash function than the one selected by the
signer is not useful to the adversary.

8.1.1 Signature generation operation

RSASSA- PKCS1- V1_5-SIGN (K, M

I nput :

K signer’s RSA private ke

M nessage to be signed, an octet string

Qut put :

S signature, an octet string of length k, where k is the
length in octets of the modulus n; "nessage too |ong" or
"modul us too short™

St eps:

1. Apply the EMSA-PKCS1-v1_5 encoding operation (Section 9.2.1) to
the message Mto produce an encoded nmessage EM of |ength k-1 octets:

EM = EMBA- PKCS1-V1_5- ENCODE (M k-1)
If the encodi ng operation outputs "nmessage too |ong," then out put
"message too long" and stop. If the encoding operation outputs

"intended encoded nmessage | ength too short" then output "nodul us too
short".

2. Convert the encoded nmessage EMto an integer nessage
representative m m= OS2I P (EM

3. Apply the RSASP1 signature prinitive (Section 5.2.1) to the
private key K and the nmessage representative mto produce an integer
signature representative s: s = RSASP1 (K, m

4. Convert the signature representative s to a signature S of length
k octets: S = 120SP (s, k)

5. Qutput the signature S.
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8.1.2 Signature verification operation
RSASSA- PKCS1-V1 _5-VERIFY ((n, €), M 9)

I nput :

(n, €) signer’s RSA public key

M nessage whose signature is to be verified, an octet string

S signature to be verified, an octet string of length k
where k is the length in octets of the npdulus n

Qutput: "valid signature,” "invalid signature,” or "message too
| ong", or "nodulus too short”

St eps:

1. If the length of the signature Sis not k octets, output "invalid
si gnature"” and stop.

2. Convert the signature S to an integer signature representative s:
s = OS2IP (9

3. Apply the RSAVPl1 verification primtive (Section 5.2.2) to the
public key (n, e) and the signature representative s to produce an
i nteger nessage representative m

m = RSAVP1 ((n, e), s) I f RSAVP1 outputs "invalid"
then output "invalid signhature" and stop.

4. Convert the nessage representative mto an encoded nessage EM of
length k-1 octets: EM = 120SP (m k-1)
If 120SP outputs "integer too |large,"”
and st op.

then output "invalid signature"

5. Apply the EMBA- PKCS1-v1l 5 encodi ng operation (Section 9.2.1) to
the nessage Mto produce a second encoded nessage EM of length k-1
octets:

EM = EMSA- PKCS1-V1_5-ENCODE (M k-1)

If the encodi ng operation outputs "nmessage too |ong," then out put
"message too |l ong" and stop. If the encoding operation outputs
"intended encoded nessage | ength too short" then output "nodul us too
short".
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6. Conpare the encoded nessage EM and the second encoded nessage EM .
If they are the sanme, output "valid signature"; otherw se, output
"invalid signature."

9. Encodi ng net hods

Encodi ng nmet hods consi st of operations that nap between octet string
nessages and i nteger nmessage representatives.

Two types of encoding nethod are considered in this docunent:
encodi ng net hods for encryption, encoding methods for signatures with
appendi x.

9.1 Encodi ng net hods for encryption

An encodi ng met hod for encryption consists of an encodi ng operation
and a decodi ng operation. An encodi ng operation maps a nmessage Mto a
nessage representative EM of a specified | ength; the decoding
operation nmaps a nessage representative EM back to a nmessage. The
encodi ng and decodi ng operations are inverses.

The nessage representative EMw || typically have some structure that
can be verified by the decoding operation; the decoding operation
wi Il output "decoding error"” if the structure is not present. The
encodi ng operation may al so i ntroduce sonme randomess, so that

di fferent applications of the encoding operation to the same nessage
wi Il produce different representatives.

Two encodi ng nmethods for encryption are enployed in the encryption
schenes and are specified here: EME- QAEP and EME- PKCS1-v1 5.

9.1.1 EME- CAEP
Thi s encoding nethod is parameterized by the choice of hash function
and mask generation function. Suggested hash and nmask generation
functions are given in Section 10. This encoding nmethod is based on
the nethod found in [2].

9.1.1.1 Encodi ng operation

EME- OAEP- ENCODE (M P, enlen)

Opt i ons:

Hash hash function (hLen denotes the length in octet of the
hash function out put)

\Ves mask generation function
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I nput :

M nessage to be encoded, an octet string of length at nost
emien- 1- 2hLen

P encodi ng parameters, an octet string

enien intended length in octets of the encoded nessage, at |east
2hLen+1

Qut put :

EM encoded nmessage, an octet string of length enlen;
"message too |long" or "paranmeter string too |ong"

St eps:

1. If the length of P is greater than the input linmitation for the
hash function (2761-1 octets for SHA-1) then output "paraneter string
too |l ong" and stop.

2. If |IM| > enlLen-2hLen-1 then output "nmessage too |ong" and stop.

3. Generate an octet string PS consisting of enlLen-||M]|-2hLen-1 zero
octets. The length of PS may be 0.

4. Let pHash = Hash(P), an octet string of |ength hLen

5. Concatenate pHash, PS, the nessage M and other padding to forma
data block DB as: DB = pHash || PS || O1 || M

6. Cenerate a randomoctet string seed of |ength hLen.

7. Let dbMask

MaF(seed, enlen-hLen).

8. Let mmskedDB DB \ xor dbMask.

9. Let seedMask = M3F(maskedDB, hLen).
10. Let nmskedSeed = seed \xor seedMask.
11. Let EM = naskedSeed || mnmaskedDB

12. Qutput EM

9.1.1.2 Decodi ng operation EVE- OAEP- DECODE (EM P)

Options:

Hash hash function (hLen denotes the length in octet of the hash
function out put)

MGF mask generation function

Kal i ski & Staddon I nf or mati onal [ Page 23]



RFC 2437 PKCS #1: RSA Cryptography Specifications Cct ober 1998

I nput :
EM encoded nmessage, an octet string of length at |east 2hLen+1
P encodi ng parameters, an octet string
Qut put :
M recovered nessage, an octet string of length at nost
| | EM | - 1- 2hLen; or "decodi ng error"
St eps:

1. If the length of Pis greater than the input limtation for the
hash function (2761-1 octets for SHA-1) then output "paraneter string
too | ong" and stop.

2. If ||EM| < 2hLen+l1l, then output "decoding error" and stop.

3. Let mmskedSeed be the first hLen octets of EM and | et maskedDB be
the remaining ||EM| - hlLen octets.

4. Let seedMask = MGE-(naskedDB, hLen).
5. Let seed = nmaskedSeed \ xor seedMask.
6. Let dbMask = M3-(seed, ||EM| - hLen).
7. Let DB = maskedDB \ xor dbMask.
8. Let pHash = Hash(P), an octet string of |ength hLen
9. Separate DB into an octet string pHash' consisting of the first
hLen octets of DB, a (possibly enpty) octet string PS consisting of
consecutive zero octets follow ng pHash’, and a nessage M as:
= pHash’ || PS || 01 || M

If there is no 01 octet to separate PS from M output "decoding
error" and stop.

10. If pHash’ does not equal pHash, output "decoding error"” and stop.
11. Qutput M
9.1.2 EME- PKCS1-v1_5

This encoding nethod is the sane as in PKCS #1 v1.5, Section 8:
Encrypti on Process.
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9.1.2.1 Encodi ng operation

EME- PKCS1- V1_5- ENCODE (M enlen)

I nput :

M nessage to be encoded, an octet string of length at nost
eniLen- 10

eniLen i ntended length in octets of the encoded nessage

Cut put :

EM encoded message, an octet string of length enien; or
"message too | ong"

St eps:

1. If the length of the message Mis greater than emlen - 10 octets,
out put "message too | ong" and stop.

2. Cenerate an octet string PS of |length enLen-||M|-2 consisting of
pseudor andom y generated nonzero octets. The length of PS will be at
| east 8 octets.

3. Concatenate PS, the nessage M and other padding to formthe
encoded nessage EM as:

EM=02|] PS||] 00 || M
4. CQutput EM
9.1.2.2 Decodi ng operation

EME- PKCS1- V1_5- DECODE ( EM)

I nput :
EM encoded message, an octet string of length at |east 10
Qut put :
M recovered nessage, an octet string of length at nost
|| EM | -10; or "decoding error"
St eps:

1. If the length of the encoded nessage EMis | ess than 10, output
"decoding error" and stop.

2. Separate the encoded nmessage EMinto an octet string PS consisting
of nonzero octets and a nmessage Mas: EM= 02 || PS || 00 || M
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If the first octet of EMis not 02, or if there is no 00 octet to
separate PS from M output "decoding error" and stop.

3. If the length of PSis |less than 8 octets, output "decoding error"
and st op.

4., Qutput M

9.2 Encodi ng net hods for signatures w th appendi x
An encodi ng met hod for signatures with appendix, for the purposes of
this docunment, consists of an encodi ng operation. An encoding
operation maps a message Mto a nessage representative EM of a
specified length. (In future versions of this docunent, encoding
nmet hods nay be added that al so include a decodi ng operation.)

One encodi ng met hod for signatures with appendix is enployed in the
encryption schenes and is specified here: EMBA- PKCS1-v1l 5.

9.2.1 EMSA- PKCS1-v1_5
Thi s encodi ng nethod only has an encodi ng operation

EMBA- PKCS1- v1_5- ENCODE (M enlen)

Option:

Hash hash function (hLen denotes the length in octet of the hash
function out put)

I nput :

M nessage to be encoded

eniLen i ntended length in octets of the encoded nessage, at |east
[|T||] + 10, where T is the DER encoding of a certain val ue
conput ed during the encodi ng operation

Qut put :

EM encoded nessage, an octet string of length enmlien; or "nessage
too long" or "intended encoded nessage | ength too short"

St eps:

1. Apply the hash function to the nessage Mto produce a hash val ue

H = Hash(M .

If the hash function outputs "message too | ong,
too | ong".

then out put "nessage
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10.

10.

2. Encode the algorithmID for the hash function and the hash val ue
into an ASN. 1 value of type Digestinfo (see Section 11) with the

Di stingui shed Encodi ng Rul es (DER), where the type Digestinfo has the
synt ax

Di gest | nf 0: : =SEQUENCE{
di gest Al gorithm Al gorithm dentifier
di gest OCTET STRI NG }

The first field identifies the hash function and the second contains
the hash value. Let T be the DER encodi ng.

3. If enLen is less than || T|| + 10 then output "intended encoded
nessage | ength too short".

4. Cenerate an octet string PS consisting of enmien-||T||-2 octets
wi th val ue FF (hexadecimal). The length of PS will be at |east 8
octets.

5. Concatenate PS, the DER encoding T, and other padding to formthe
encoded message EMas: EM=01 || PS || 00 || T

6. Qutput EM
Auxi liary Functions

This section specifies the hash functions and the nask generation
functions that are nentioned in the encodi ng nethods (Section 9).

1 Hash Functi ons

Hash functions are used in the operations contained in Sections 7, 8
and 9. Hash functions are deternministic, neaning that the output is
conpletely determned by the input. Hash functions take octet strings
of variable length, and generate fixed |l ength octet strings. The hash
functions used in the operations contained in Sections 7, 8 and 9
shoul d be collision resistant. This nmeans that it is infeasible to
find two distinct inputs to the hash function that produce the sane
output. A collision resistant hash function also has the desirable
property of being one-way; this means that given an output, it is
infeasible to find an i nput whose hash is the specified output. The
property of collision resistance is especially desirable for RSASSA-
PKCS1-v1l 5, as it nakes it infeasible to forge signatures. In
addition to the requirenents, the hash function should yield a nask
generation function (Section 10.2) wth pseudorandom out put.
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10.

10.

Three hash functions are recomended for the encoding nmethods in this
docunent: MD2 [15], MD5 [17], and SHA-1 [16]. For the EME- QAEP
encodi ng nethod, only SHA-1 is recomended. For the EMSA- PKCS1-v1 5
encodi ng nethod, SHA-1 is reconmended for new applications. MD2 and
MD5 are recomended only for conpatibility with existing applications
based on PKCS #1 v1.5.

The hash functions thensel ves are not defined here; readers are
referred to the appropriate references ([15], [17] and [16]).

Note. Version 1.5 of this docunment also allowed for the use of MM in
signature schenes. The cryptanalysis of M) has progressed
significantly in the intervening years. For exanple, Dobbertin [10]
denonstrated how to find collisions for M) and that the first two
rounds of M) are not one-way [11]. Because of these results and
others (e.g. [9]), MM is no |longer recomended. There have al so been
advances in the cryptanal ysis of MD2 and MD5, although not enough to
warrant renmoval from existing applications. Rogier and Chauvaud [ 19]
denmonstrated how to find collisions in a nodified version of MD2. No
one has denonstrated how to find collisions for the full M5

al gorithm although partial results have been found (e.g. [8]). For
new applications, to address these concerns, SHA-1 is preferred.

2 Mask Generation Functions

A mask generation function takes an octet string of variable Iength
and a desired output length as input, and outputs an octet string of
the desired length. There may be restrictions on the I ength of the

i nput and output octet strings, but such bounds are generally very

| arge. Mask generation functions are determnistic; the octet string
output is conpletely determ ned by the input octet string. The out put
of a mask generation function should be pseudorandom that is, if the
seed to the function is unknown, it should be infeasible to

di stingui sh the output froma truly random string. The pl ai nt ext-
awar eness of RSAES- QAEP relies on the random nature of the output of
the mask generation function, which in turn relies on the random
nature of the underlying hash.

One nmask generation function is reconmended for the encodi ng met hods
in this docurment, and is defined here: M31l, which is based on a hash
function. Future versions of this document may define other nask
generation functions.

2.1 MGF1

MEF1 is a Mask CGeneration Function based on a hash function

MGFL (Z, )
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11.

11.

Opt i ons:
Hash hash function (hLen denotes the length in octets of the hash
function out put)

I nput :

Z seed from which mask is generated, an octet string

I i ntended length in octets of the mask, at nost 2732(hLen)
CQut put :

mask mask, an octet string of length |I; or "mask too | ong"

St eps:

1.1f | > 2732(hLen), output "mask too |ong" and stop.
2.Let T be the enpty octet string.
3.For counter fromO to \lceil{l / hLen}\rceil-1, do the follow ng:

a. Convert counter to an octet string Cof length 4 with the primtive
| 20SP: C = 120SP (counter, 4)

b. Concatenate the hash of the seed Z and Cto the octet string T: T =
T || Hash (Z || ©

4. Qutput the leading | octets of T as the octet string mask.

ASN. 1 synt ax

1 Key representation

This section defines ASN. 1 object identifiers for RSA public and
private keys, and defines the types RSAPublicKey and RSAPri vat eKey.
The intended application of these definitions includes X 509
certificates, PKCS #8 [22], and PKCS #12 [ 23].

The object identifier rsaEncryption identifies RSA public and private
keys as defined in Sections 11.1.1 and 11.1.2. The paraneters field

associated with this ODin an Algorithm dentifier shall have type
NULL.

rsakEncryption OBJECT | DENTI FIER ::= {pkcs-1 1}

Al of the definitions in this section are the sane as in PKCS #1
v1.5.
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1.1 Public-key syntax

An RSA public key should be represented with the ASN. 1 type
RSAPubl i cKey:

RSAPubl i cKey: : =SEQUENCE{
nmodul us | NTEGER, -- n
publ i cExponent | NTEGER -- e }

(This type is specified in X.509 and is retained here for
conpatibility.)

The fields of type RSAPublicKey have the foll owi ng neani ngs:
-modul us is the nodul us n.
- publ i cExponent is the public exponent e.

1.2 Private-key syntax

An RSA private key should be represented with ASN. 1 type
RSAPr i vat eKey:

RSAPr i vat eKey ::= SEQUENCE {
versi on Version,
nmodul us | NTEGER, -- n
publ i cExponent | NTEGER, -- e
privat eExponent | NTECER, -- d
primel INTEGER, -- p
prime2 | NTEGER, --
exponent1l I NTEGER, -- d nod (p-1)
exponent 2 I NTEGER, -- d nod (g-1)
coefficient INTEGER -- (inverse of q) nod p }

Version ::= | NTEGER
The fields of type RSAPrivateKey have the foll ow ng nmeanings:

-version is the version nunber, for conpatibility with future

revisions of this docunent. It shall be 0 for this version of the

document .

-modul us is the nmodul us n.

- publ i cExponent is the public exponent e.
-privateExponent is the private exponent d.
-prinel is the prime factor p of n.

-prime2 is the prime factor g of n.
-exponentl is d nmod (p-1).

-exponent2 is d mod (g-1).

1998

-coefficient is the Chinese Renmai nder Theorem coefficient g-1 nmod p
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2 Schemre identification

This section defines object identifiers for the encryption and
signature schenes. The schenes conpatible with PKCS #1 v1.5 have the
same definitions as in PKCS #1 v1.5. The intended application of
these definitions includes X 509 certificates and PKCS #7.

2.1 Syntax for RSAES- QAEP

The object identifier id-RSAES-QAEP identifies the RSAES- QAEP
encryption schene.

i d- RSAES- OAEP OBJECT | DENTIFIER :: = {pkcs-1 7}

The paraneters field associated with this QD in an
Al gorithm dentifier shall have type RSAEP- QAEP- par ans:

RSAES- QAEP- parans ::= SEQUENCE {

hashFunc [0] Al gorithm dentifier {{oaepDi gestAl gorithns}}
DEFAULT shalldentifi er,

maskGenFunc [1] Algorithm dentifier {{pkcslM3FAl gorithmns}}
DEFAULT ngf 1SHAll dentifi er,

pSour ceFunc [2] Al gorithmdentifier
{{pkcslpSourceAl gorithns}}
DEFAULT pSpeci fi edEnptyldentifier }

The fields of type RSAES- OCAEP- parans have the foll ow ng nmeani ngs:

-hashFunc identifies the hash function. It shall be an algorithmID
with an ODin the set oaepDi gestAl gorithns, which for this version
shal | consist of id-shal, identifying the SHA-1 hash function. The

paraneters field for id-shal shall have type NULL.

oaepDi gest Al gorithnms ALGORI THM | DENTI FI ER :: = {
{NULL | DENTI FI ED BY id-shal} }

i d-shal OBJECT | DENTIFIER ::=
{iso(1l) identified-organization(3) oiw14) secsig(3)
al gorithms(2) 26}

The default hash function is SHA-1:
shalldentifier ::= Algorithmdentifier {id-shal, NULL}

-maskGenFunc i dentifies the nmask generation function. It shall be an
algorithmIDwith an ODin the set pkcslM3Al gorithms, which for
this version shall consist of id-ngfl, identifying the M3F1 nask
generation function (see Section 10.2.1). The paraneters field for
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id-mgf1 shall have type Algorithmdentifier, identifying the hash
function on which M1 is based, where the O D for the hash function
shall be in the set oaepDi gest Al gorithns.

pkcs1MGFAI gorithnms ALGORI THWMH I DENTI FIER :: = {
{Algorithm dentifier {{oaepDi gestAl gorithnms}} |DENTIFIED
BY i d-ngf1} }

i d-nmgf1 OBJECT | DENTIFIER ::= {pkcs-1 8}
The default mask generation function is M3F1 with SHA-1:

ngf 1SHAll dentifier ::= Algorithmdentifier {
id-ngfl, shalldentifier }

-pSour ceFunc identifies the source (and possibly the value) of the
encodi ng parameters P. It shall be an algorithmIDwith an ODin the
set pkcslpSourceAl gorithnms, which for this version shall consist of

i d-pSpecified, indicating that the encodi ng paraneters are specified
explicitly. The paraneters field for id-pSpecified shall have type
OCTET STRING containing the encodi ng paraneters.

pkcslpSour ceAl gorithms ALGORI THM | DENTI FI ER :: = {
{OCTET STRI NG | DENTI FI ED BY i d- pSpeci fied} }

i d- pSpecified OBJECT | DENTI FIER ::= {pkcs-1 9}

The default encoding paranmeters is an enpty string (so that pHash in
EME- CAEP wi Il contain the hash of the enpty string):

pSpeci fi edEnptyldentifier ::= Algorithmdentifier {
i d- pSpecified, OCTET STRING SI ZE (0) }

If all of the default values of the fields in RSAES- QAEP- parans are

used, then the algorithmidentifier will have the follow ng val ue:
RSAES- QAEP- Def aul t-1dentifier ::= Algorithmdentifier {
i d- RSAES- QAEP,

{shalldentifier,
ngf 1SHAll denti fi er,
pSpeci fi edEmptyl dentifier } }

2.2 Syntax for RSAES-PKCSl1-vl 5

The object identifier rsaEncryption (Section 11.1) identifies the
RSAES- PKCS1-v1 5 encryption scheme. The paraneters field associated
with this ODin an Algorithmdentifier shall have type NULL. This is
the same as in PKCS #1 v1.5.
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RsaEncrypti on OBJECT I DENTIFIER ::= {PKCS-1 1}
2.3 Syntax for RSASSA- PKCS1-v1_5

The object identifier for RSASSA- PKCS1-v1l 5 shall be one of the

foll owi ng. The choice of OD depends on the choice of hash algorithm
MD2, MD5 or SHA-1. Note that if either MD2 or MD5 is used then the
ODis just as in PKCS #1 vl1.5. For each O D, the paranmeters field
associated with this ODin an Algorithm dentifier shall have type
NULL.

If the hash function to be used is MD2, then the O D should be:
nmd2W t hRSAEncryption ::= {PKCS-1 2}

If the hash function to be used is MD5, then the O D shoul d be:
nd5W t hRSAEncryption ::= {PKCS-1 4}

If the hash function to be used is SHA-1, then the O D should be:
shalWt hRSAEncryption ::= {pkcs-1 5}

In the digestinfo type mentioned in Section 9.2.1 the QDS for the
di gest algorithmare the foll ow ng:

i d- SHA1 OBJECT I DENTI FIER :: =
{iso(1) identified-organization(3) oiw14) secsig(3)
algorithnms(2) 26 }

nmd2 OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) US(840) rsadsi(113549)
di gest Al gorithm(2) 2}

nmd5 OBJECT | DENTIFIER :: =
{iso(1) nenber-body(2) US(840) rsadsi(113549)
di gest Al gorithn(2) 5}

The paraneters field of the digest algorithmhas ASN. 1 type NULL for
these QA Ds.

Pat ent st at enent

The Internet Standards Process as defined in RFC 1310 requires a
witten statenent fromthe Patent holder that a license will be nmade
avai l abl e to applicants under reasonable terns and conditions prior
to approving a specification as a Proposed, Draft or Internet

St andar d.
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The Internet Society, Internet Architecture Board, |nternet

Engi neering Steering Goup and the Corporation for National Research
Initiatives take no position on the validity or scope of the

foll owi ng patents and patent applications, nor on the appropriateness
of the terns of the assurance. The Internet Society and other groups
nenti oned above have not made any deternination as to any ot her
intellectual property rights which may apply to the practice of this
standard. Any further consideration of these matters is the user’s
responsi bility.

1 Patent statement for the RSA al gorithm

The Massachusetts Institute of Technol ogy has granted RSA Data
Security, Inc., exclusive sub-licensing rights to the follow ng
patent issued in the United States:

Crypt ographi ¢ Communi cations System and Method ("RSA"), No. 4,405, 829

RSA Data Security, Inc. has provided the following statement with
regard to this patent:

It is RSA's business practice to make licenses to its patents
avai | abl e on reasonabl e and nondi scrimnatory terns. Accordingly, RSA
is willing, upon request, to grant non-exclusive |icenses to such

pat ent on reasonabl e and non-discrimnatory terns and conditions to
those who respect RSA's intellectual property rights and subject to
RSA's then current royalty rate for the patent |icensed. The royalty
rate for the RSA patent is presently set at 2% of the licensee’s
selling price for each product covered by the patent. Any requests
for license information may be directed to:

Director of Licensing
RSA Data Security, Inc.
2955 Canpus Drive
Suite 400

San Mateo, CA 94403

A license under RSA's patent(s) does not include any rights to know
how or other technical information or |icense under other

intell ectual property rights. Such license does not extend to any
activities which constitute infringenment or inducenment thereto. A

i censee must make his own determination as to whether a license is
necessary under patents of others.
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13. Revision history

14.

Versions 1.0-1.3

Versions 1.0-1.3 were distributed to participants in RSA Data
Security, Inc.’s Public-Key Cryptography Standards neetings in
February and March 1991.

Version 1.4

Version 1.4 was part of the June 3, 1991 initial public release of
PKCS. Version 1.4 was published as N ST/ CSl | npl enentors’ Workshop
docunent SEC- SI G 91-18.

Version 1.5

Version 1.5 incorporates several editorial changes, including updates
to the references and the addition of a revision history. The

foll owi ng substantive changes were nmade: -Section 10: "MXM wth RSA"
signature and verification processes were added.

-Section 11: nd4WthRSAEncryption object identifier was added
Version 2.0 [ DRAFT]

Version 2.0 incorporates major editorial changes in terns of the
docunent structure, and introduces the RSAEP- QAEP encryption scheme.
This version continues to support the encryption and signature
processes in version 1.5, although the hash algorithm M) is no

| onger allowed due to cryptanal ytic advances in the intervening
years.
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Security Consi derations
Security issues are discussed throughout this neno.
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Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Kal i ski & Staddon I nf or mati onal [ Page 39]






