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Abst ract

Thi s docunent describes a method for distributing an NHRP service
within a LIS [1]. This nethod uses the Server Cache Synchronization
Protocol (SCSP) [2] to synchronize the client information databases
hel d by NHRP Servers (NHSs) within a LIS.

1. Introduction

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
document, are to be interpreted as described in [4].

NHRP Clients (NHCs) register their existence and reachability
information with NHRP Servers (NHSs). There may be nultiple NHSs in
a given Logical |IP Subnet (LIS). NHCs do not necessarily register
with all NHSs in a LIS, however, all NHCs need to be able to query at
| east one NHS about any NHC within the LIS. Thus, the contents of
the NHS databases in a LIS need to be synchroni zed across the LIS.
The Server Cache Synchroni zation Protocol (SCSP) solves the
general i zed server synchronization/cache-replication problemfor

di stri buted databases and thus SCSP nay be applied to the NHS

dat abase synchronization problemw thin the LIS
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SCSP is defined in two parts: the protocol independent part and the
client/server protocol specific part. The protocol independent part
is defined in [2] whereas this docunent will specify the
client/server protocol specific part where NHRP is the client/server
pr ot ocol .

Thi s docunent is separate from|[2] because it was felt that it was
desirable to allow the client/server protocol specific part
specification for NHRP to progress independently fromthe protocol
i ndependent specification.

2. Overview

Al'l NHSs belonging to a Logical IP Subnet (LIS) [1] are said to
belong to a Server Group (SG. An SGis identified by, not
surprisingly, its SG@D which is contained in a field in all SCSP
packets. Al SCSP packets contain a Protocol ID (PID) field as well.
This PID field is set to 0x0002 to signify that SCSP synchroni zi ng
NHS dat abases as opposed to synchroni zing sone other protocol’s

dat abases (see Section B.2.0.1 of [2] for nore details). |In general,
PIDs for SCSP will be assigned by | ANA as described in Section C of
[2]. In the case of NHRP, the client/server protocol specific

specification was initially witten at the sane time as SCSP, and
thus a PI D=0x0002 was assi gned by the author.

SCSP pl aces no topol ogi cal requirenments upon an NHRP SG Cbvi ously,
however, the resultant graph of NHSs must span the set of NHSs to be
synchroni zed. For nore information about the client/server protocol
i ndependent part of SCSP, the reader is encouraged to see [2].

When a SGis using SCSP for synchronization, an NHC will register
with only one NHS, but the NHC MAY use any NHS in the SG Wen an
NHC wi shes to | eave a SG the NHC MJUST do one of the follow ng: 1)
the NHC MUST send an NHRP Purge Request for itself requesting a
reply, and it MJST wait for an NHRP Purge Reply, 2) the NHC MJST keep
the Request ID it used when registering itself in non-volatile RAM
and use a Request ID larger than the one saved when re-registering,
or 3) the NHC MUST not re-register for a tine equal to the Hol ding

Tinme specified in the previous registration. It is necessary to do
one of the previous in order to prevent the unlikely case of race
conditions fromoccurring during updated. In the case where nethod 2

is used, the NHS with which the NHC registered uses its ID as the AD
and the Request ID fromthe NHC as the CSA Sequence Nunber in the
CSA(S) Record.
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3. Format of the CSA Record NHRP Specific Part

CSA Records in SCSP contain a "Client/Server Protocol Specific Part"
whi ch contai ns the non-protocol independent information for a given
server’s cache entry.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Address Fami |y Number | NHRP Pr ot ocol Type
B s i S i I i S S S i i
| Snap |
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The following six fields contain values specified in the common
header of the mandatory part of an NHRP Regi stration Request or NHRP
Purge Request packet which caused the

creation/del etion/nodification/update/etc. of an NHS s cache entry.

Address Fami |y Nunber
Defines the type of "link layer" addresses being carried. This
nunber is taken fromthe 'address famly nunber’ list specified in
[3]. This field is the same field which would be supplied in an
NHRP packet in the ar$afn field.

NHRP Pr ot ocol Type
This field is the same field which would be supplied in an NHRP
packet in the ar$pro.type field.

Snap

This field is the same field which would be supplied in an NHRP
packet in the ar$pro.snap field.
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NHRP Vers Num
This field indicates what version of generic address nappi ng and
managenment protocol that is represented by this nmessage. This
field contains 0x01 for the NHRP protocol version 1. This field is
the sanme field which would be supplied in an NHRP packet in the
ar $op. version field.

Fl ags
Defined flags are as foll ows:

0 1

0 1
0123456789012345
R T o T i e ks ik oI ST e TS
| U A unused |
B S S i i T S

U
This is the Uniqueness bit.

A
VWen set, this bit specifies that the cache entry was created
as a result of ATMARP client interaction with the NHS

Request ID
This field contains the Request ID value placed in the cache entry
of the NHS as a result of an NHRP Registration Request. This NHS
is the NHS causing a synchronization event.

State
This field contains a value which represents the new state of the
client.

- Cient is registered and avail abl e.
- Client reregistered.

- Client has been purged.

- No such client data in server cache

WNEFO

Note that a time-out of a cache entry does not cause a CSA Record
to be sent because, if everything is working properly then all NHSs
have the cache entry timng out at the sane tine. Thus, the

i ndi vidual NHSs woul d take the appropriate actions necessary.

The following ten fields contain val ues specified in or derived from
the CIE of an NHRP Regi stration Request or NHRP Purge Request packet
whi ch caused the creation/deletion/nodification/update/etc. of an
NHS s cache entry.
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Prefix Length

This field contains the internetwork | ayer address prefix |length
val ue covered by the cache entry being synchronized.

Maxi mum Transm ssi on Unit

This field contains a value supplied by or derived frominformation
in the CIE of the NHRP Registrati on Request packet.

Hol di ng Ti e
The Holding Tine field specifies the nunber of seconds remaining
for which the Next Hop NBMA information specified in the CIE of the
NHRP Regi strati on Request is considered to be valid by the NHS
initiating the synchronization event.

ai Addr T/L
Type & |l ength of next hop NBMA address (see [1]).

Ci SAddr T/L
Type & |l ength of next hop NBMA subaddress (see [1]).

Cli Proto Len

This field holds the length in octets of the Cient Protocol
Addr ess.

Pref erence
This field specifies the preference value for use of the next hop
NBMA i nf ormati on specifi ed.

Client NBMA Address
This is the client’s NBMA address.

Client NBVA SubAddress
This is the client’s NBVMA subaddress.

Client Protocol Address
This is the client’s internetworking | ayer address.

4. Values for SCSP Protocol |ndependent Part

The foll owing sections give values for fields of the SCSP Protocol
I ndependent Part of the various SCSP nessages.

4.1 Val ues for the SCSP "Mandat ory Comon Part™
Protocol 1D = 0x0002

Sender | D Len = 0x04
Recvr I D Len = 0x04
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See Section B.2.0.1 of [2] for a detailed description of these
fields.

4.2 Values for the SCSP "CSAS Record"

Cache Key Len = 0x04
Oig ID Len = 0x04

See Section B.2.0.2 of [2] for a detailed description of these
fields.

5. Security Considerations

Rel evant security considerations are docunented in [1] and [2].
Ref er ences

[1] Luciani, J., Katz, D., Piscitello, D., Cole, B., and N

Dor aswany, "NWVBA Next Hop Resol ution Protocol (NHRP)", RFC 2332,
April 1998.

[2] Luciani, J., Armitage, G, Halpern, J., and N Doraswamy, "Server

Cache Synchroni zati on Protocol (SCSP)", RFC 2334, April 1998.

[3] Reynolds, J., and J. Postel, "Assigned Nunbers", STD 2, RFC 1700,

Cct ober 1994.

[4] Bradner, S., "Key words for use in RFCs to Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

Acknowl edgnent s

I would like to thank (in no particular order) Mxine Burns of ISR
and Joel Hal pern of Newbridge. | would also like to thank the
menbers of the I ON working group of the |IETF, whose review and

di scussion of this docunent has been inval uable.

Aut hor’ s Address
James V. Luci ani
Bay Networ ks, Inc.
3 Federal Street, BL3-03
Billerica, MA 01821

Phone: +1-978-916-4734
EMai | : | uci ani @aynet wor ks. com

Luci ani St andards Track [ Page 6]



RFC 2335 NHRP Usi ng SCSP April 1998

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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