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Status of this Meno
This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlinited.
Copyri ght Notice
Copyright (C The Internet Society (1998). Al Rights Reserved.
Abst r act
Thi s menmo docunents how the requirenents for advancing a routing
protocol to Full Standard, set out in [Ref2], have been net for
OSPFv2.
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1. Introduction

OSPFv2, herein abbreviated sinply as OSPF, is an |IPv4 routing

prot ocol docunented in [Ref8]. OSPF is a link-state routing
protocol. It is designed to be run internal to a single Autononpus
System Each OSPF router mmintains an identical database describing
the Aut onompus Systemis topology. Fromthis database, a routing
table is calcul ated by constructing a shortest-path tree. OSPF
features include the foll ow ng:

o] OSPF responds quickly to topol ogy changes, expending a m ni num
of network bandwi dth in the process.

o] Support for Cl DR addressing.

o] OSPF routing exchanges can be authenticated, providing routing
security.

o] Equal - cost mul ti path.

o] An area routing capability is provided, enabling an Autononous
systemto be split into a two | evel hierarchy to further reduce
the anmpunt of routing protocol traffic.

o] OSPF al l ows inport of external routing information into the
Aut ononpbus System including a tagging feature that can be
exploited to exchange extra information at the AS boundary (see
[Ref7]).

An anal ysis of OSPF together with a nore detail ed description of
OSPF features was originally provided in [Ref6], as a part of
promoting OSPF to Draft Standard status. The anal ysis of OSPF
remai ns unchanged. Two additional najor features have been devel oped
for OSPF since the protocol achieved Draft Standard status: the
Point-to-Milti Point interface and Cryptographi c Authentication.
These features are described in Sections 2.1 and 2.2 respectively of
thi s neno.

The OSPF M B is docunmented in [Refd4]. It is currently at Draft
St andard st at us.
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2. Modifications since Draft Standard status

OSPF becane a Draft Standard with the rel ease of RFC 1583 [ Ref 3].

| mpl ement ati ons of the new specification in [Ref8] are backward-
conpatible with RFC 1583. The differences between the two docunents
are described in the Appendix Gs of [Refl] and [Ref8]. These
differences are listed briefly below. Two major features were al so
added, the Point-to-MiltiPoint interface and Cryptographic

Aut henti cation, which are described in separate sections.

o] Configuration requirements for OSPF area address ranges have
been relaxed to allow greater flexibility in area assignment.
See Section G 3 of [Refl] for details.

o0 The OSPF flooding algorithmwas nodified to a) inprove database
convergence in networks with | ow speed |links b) resolve a
pr obl em where unnecessary LSA retransm ssions could occur as a
result of differing clock granularities, c) renove race
conditions between the flooding of MaxAge LSAs and the Dat abase
Exchange process, d) clarify the use of the MnLSArriva
constant, and e) rate-linmit the response to | ess recent LSAs
received via flooding. See Sections G4 and G5 of [Ref1] and
Section G 1 of [Ref8] for details.

o] To resol ve the | ong-standi ng confusion regarding representation
of point-to-point Iinks in OSPF, the specification now
optionally allows advertisenment of a stub link to a point-to-
point link’s subnet, ala RIP. See Section G 6 of [Refl].

o] Several problens involving advertising the same external route
frommultiple areas were found and fixed, as described in
Section G 7 of [Refl] and Section G2 of [Ref8]. Wthout the
fixes, persistent routing loops could formin certain such
configurations. Note that one of the fixes was not backward-
conpatible, in that m xing routers inplenmenting the fixes with
those inplenenting just RFC 1583 coul d cause | oops not present
in an RFC 1583-only configuration. This caused an
RFC1583Conpati bility gl obal configuration paranmeter to be added,
as described in Section C. 1 of [Refl].
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o] In order to deal with high delay links, retransm ssions of
initial Database Description packets no |onger reset an OSPF
adj acency.

o] In order to detect |ink MIU m smatches, which can cause probl ens

both in IP forwarding and in the OSPF routing protocol itself,
MIU was added to OSPF' s Dat abase Description packets.

Nei ghboring routers refuse to bring up an OSPF adj acency unl ess
they agree on their common link’s MU

o] The TOS routing option was del eted from CSPF. However, for
backward conpatibility the formats of OSPF' s various LSAs remain
unchanged, mmintaining the ability to specify TOS nmetrics in
rout er-LSAs, summary-LSAs, ASBR-sunmary-LSAs, and AS-external -
LSAs.

o] OSPF’ s routing table | ookup al gorithmwas changed to refl ect
current practice. The "best natch" routing table entry is now
al ways sel ected to be the one providing the nost specific
(longest) match. See Section G 4 of [Ref8] for details.

2.1. Point-to-MiultiPoint interface

The Point-to-MiltiPoint interface was added as an alternative to
OSPF' s NBMA i nterface when runni ng OSPF over non-broadcast
subnets. Unlike the NBMA interface, Point-to-MiltiPoint does not
require full nmesh connectivity over the non-broadcast subnet.
Point-to-MultiPoint is | ess efficient than NBVMA, but is easier
to configure (in fact, it can be self-configuring) and is nore
robust than NBMA, tolerating all failures within the non-
broadcast subnet. For nore information on the Point-to-
Mul ti Point interface, see Section G 2 of [Refl].

There are at |east six independent inplenentations of the
Point-to-Milti Point interface. Interoperability has been
denonstrated between at |least two pairs of inplenmentations:
bet ween 3com and Bay Networks, and between cisco and Cascade.
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Moy

2.2. Cryptographic Authentication

Non-trivial authentication was added to OSPF with the

devel opnent of the Cryptographic Authentication type. This

aut hentication type uses any keyed nmessage digest al gorithm
with explicit instructions included for the use of MD5. For nore
i nformation on OSPF aut hentication, see Section 4.

There are at |east three independent inplenmentations of the OSPF
Cryptographi c authentication type. Interoperability has been
denonstrated between the inplenentations fromcisco and Cascade.

Updat ed i nmpl enent ati on and depl oynent experience

When OSPF was prompted to Draft Standard Status, a report was issued
docunenting current inplenentation and depl oynment experience (see
[Ref6]). That report is now quite dated. In an attenpt to get nore
current data, a questionnaire was sent to OSPF nmailing list in
January 1996. Twel ve responses were received, from 11 router vendors
and 1 manufacturer of test equipnment. These responses represented 6
i ndependent i npl ementations. A tabulation of the results are
present ed bel ow.

Table 1 indicates the inplenentation, interoperability and

depl oyment of the mmjor OSPF functions. The nunber in each col um
represents the nunmber of responses in the affirmative.
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I npl e- Inter-
Feature nment ed oper at ed Depl oyed
OSPF ar eas 10 10 10
Stub areas 10 10 9
Virtual 1inks 10 9 8
Equal -cost mul tipath 10 7 8
NBMA support 9 8 7
Cl DR addressi ng 8 5 6
OSPF M B 8 5 5
Crypt ogr aphi ¢ auth. 3 2 1
Point-to-Miltipoint ifc. 6 3 4

Table 1: Inplenentati on of OSPF features

Table 2 indicates the size of the OSPF routing donmai ns that vendors
have tested. For each size paraneter,

t he range of

responses (m ni num node,

the nunber of responders and
mean and maxi nun) are listed.

Par anet er Responses M n Mode Mean Max
Max routers in domain 7 30 240 460 1600
Max routers in single area 7 20 240 380 1600
Max areas in donain 7 1 10 16 60
Max AS- ext er nal - LSAs 9 50 10K 10K 30K

Tabl e 2: OSPF donmin sizes tested

Table 3 indicates the size of the OSPF routing domai ns that vendors
For each size paraneter, the nunber

have depl oyed in real networks.
of responders and the range of
maxi mum) are |isted.
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Par aret er Responses M n Mode Mean Max

20 350 510 1000
20 100 160 350
1 15 23 60
50 1K 2K 5K

Max routers in domain

Max routers in single area
Max areas in dommin

Max AS- ext er nal - LSAs

o~ 00 0

Tabl e 3: OSPF domai n sizes depl oyed

In an attenpt to ascertain the extent to which OSPF is currently
depl oyed, vendors were al so asked in January 1998 to provide

depl oyrment estinmates. Four vendors of OSPF routers responded, with a
total estimate of 182,000 OSPF routers in service, organized into
4300 separate OSPF routing donains.

4. Protocol Security

Al'l OSPF protocol exchanges are authenticated. OSPF supports

mul tiple types of authentication; the type of authentication in use
can be configured on a per network segnent basis. One of OSPF s

aut hentication types, nanely the Cryptographic authentication
option, is believed to be secure agai nst passive attacks and provide
significant protection against active attacks. Wen using the
Cryptographi c authentication option, each router appends a "nmessage
digest" to its transmtted OSPF packets. Receivers then use the
shared secret key and received digest to verify that each received
OSPF packet is authentic.

The quality of the security provided by the Cryptographic

aut hentication opti on depends conpletely on the strength of the
nmessage digest algorithm (MD5 is currently the only nessage di gest
al gorithm specified), the strength of the key being used, and the
correct inplenmentation of the security nmechanismin al

conmuni cati ng OSPF inplenentations. |t also requires that al
parties maintain the secrecy of the shared secret key.

None of the OSPF authentication types provide confidentiality. Nor

do they protect against traffic analysis. Key nanagenment is al so not
addressed by the OSPF specification
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For nore information, see Sections 8.1, 8.2,
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Security Considerations

Security considerations are addressed in Section 4 of this neno.
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Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished
to others, and derivative works that comment on or otherwi se
explain it or assist in its inplenentation my be prepared,

copi ed, published and distributed, in whole or in part, without
restriction of any kind, provided that the above copyright
notice and this paragraph are included on all such copies and
derivative works. However, this docunment itself nay not be

nodi fied in any way, such as by renoving the copyright notice or
references to the Internet Society or other Internet

organi zati ons, except as needed for the purpose of devel oping

I nternet standards in which case the procedures for copyrights
defined in the Internet Standards process nust be foll owed, or
as required to translate it into | anguages other than English.

The Iimted perm ssions granted above are perpetual and will not
be revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided
on an "AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE
OF THE | NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A

PARTI CULAR PURPOSE
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