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Abstract

This draft specifies a set of cipher suites for the Transport Layer
Security (TLS) protocol version 1.3 to support SM cryptographic
al gori t hms.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. I nt roducti on

Thi s docunent describes two new ci pher suites for the Transport Layer
Security (TLS) protocol version 1.3 (a.k.a TLSvl.3, [RFC8446]). The
new ci pher suites are listed as follows (or Section 2):

C pherSuite TLS SM4_GCM SM3
C pherSuite TLS SMA_CCM SMB

{ 0x00, OxC6 };
{ 0x00, OxC7 };

These new ci pher suites contains several SM cryptographic algorithns
t hat provide both authentication and confidentiality. For the nore
detailed introduction to SM cryptographic algorithns, please read
Section 1.1. These cipher suites follow what TLSv1l.3 requires. For
instance, all the cipher suites nentioned in this draft use ECDHE as
t he key exchange schene and use SM4 in either GCM node or CCM node to
neet the need of TLSv1l.3 to have an AEAD capabl e encryption

al gorithm
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For the details about how these new ci pher suites negotiate shared
encryption key and protect the record structure, please read
Section 3.

1.1. The SM Al gorithns

The new ci pher suites defined in this draft use several different SM
cryptographic algorithnms including SM2 for authentication, SM4 for
encryption and SM3 as the hash function.

SM2 is a set of elliptic curve based cryptographic algorithns
including digital signature, public key encryption and key exchange
scheme. In this draft, only the SM2 digital signature algorithmis

i nvol ved, which has now al ready been added to |1 SO | EC 14888- 3: 2018
[1SO-SM] (as well as in [GBT.32918.2-2016]). SM4 is a block cipher
defined in [ GBT. 32907-2016] and now i s being standardi zed by 1SO to

| SO | EC 18033-3:2010 [ISO-SM4]. SMB is a hash function which
produces an output of 256 bits. SM has al ready been accepted by | SO
in ISOIEC 10118-3:2018 [I SO SM3], and al so been descri bed by

[ GBT. 32905- 2016] .

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, BCP 14

[ RFC2119] and indicate requirenment levels for conpliant TLSvl.3

i mpl enent ati ons.

2. Proposed C pher Suites
The ci pher suites defined here have the followi ng identifiers:

Ci pherSuite TLS SMA_GCM SMB
C pherSuite TLS SM4_CCM SM3

{ 0x00, O0xC6 };
{ 0x00, OxC7 };

To acconplish a TLSv1l. 3 handshake, nore objects have been introduced
along with the cipher suites as foll ows.

The SM2 signature al gorithmand SM3 hash function used in the
Si gnature Al gorithm extension defined in appendi x-B. 3. 1.3 of
[ RFC8446] :

Si gnat ur eSchenme snsig snmB8 = { 0x0708 };

The SM2 elliptic curve ID used in the Supported G oups extension
defined in appendi x-B. 3. 1.4 of [RFC8446]:

Yang Expires March 22, 2020 [ Page 3]



I nternet-Draft TLSv1l. 3 SM Ci pher Suites Sept enber 2019

NanedG oup curveSM? = { 41 };
3. Cipher Suites Definitions
3.1. TLS Versions

The only capabl e version for the new cipher suites defined in this
docunent is TLSv1l. 3. Inplenentations of this document MJUST NOT apply
t hese ci pher suites into any TLS protocols that have an ol der version
than 1. 3.

3.2. Authentication
3.2.1. SM2 Signature Schene

Al'l cipher suites defined in this docunment use SM2 signature
al gorithm as the authentication nethod when doing a TLSv1. 3
handshake.

SMP2 signature is defined in [ISOSM2]. 1In general, SM is a
signature algorithmbased on elliptic curves. SM signature
algorithmuses a fixed elliptic curve paraneter set defined in

[ GBT. 32918. 5-2016]. This curve has the nanme curveSM2 and | ANA is
requested to assign a value for it. Unlike other elliptic curve
based public key algorithml|ike ECDSA, SM2 cannot sel ect other
elliptic curves in practice, but it’s allowed to wite test cases by
using other elliptic curve paraneter sets for SM2, take Annex F. 14 of
[1SO SM2] as a reference.

| npl ement ati ons of the cipher suites defined in this docunent SHOULD
conformto what [GBT.32918.5-2016] requires, that is to say, the only
valid elliptic curve paraneter for SM2 signature algorithm(a.k.a
curveSM2) is defined as foll ows:
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curveSM2: a prinme field of 256 bits

yr2 = x"3 + ax + b

Y

a

Y

FFFFFFFE
FFFFFFFF
FFFFFFFE
FFFFFFFF
28E9FA9E
F39789F5
FFFFFFFE
7203DF6B
32CAAE2C
8FE30BBF
BC3736A2
DOA9877C

FFFFFFFF
00000000
FFFFFFFF
00000000
9DOF5E34
15AB8F92
FFFFFFFF
21C5052B
1F198119
F2660BE1
F4F6779C
C62A4740

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
ADSA9E4B
DDBCBD41
FFFFFFFF
53BBF409
5F990446
715A4589
59BDCEE3
02DF32E5

FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFC
CF6509A7
4D940E93
FFFFFFFF
39D54123
6A39C994
334C74C7
6B692153
2139F0AD
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SM2 signature algorithmrequests an identifier value when generate

t he signature,
| mpl enent ations of this docunent

as wel |

as when verifying an SM2 signature.
MUST use the follow ng ASCII

string

value as the SM2 identifier when doing a TLSv1l.3 key exchange:

TLSv1. 3+GWCi pher +Sui te

Except
certificate contained in the Certificate nessage,

if either a client or a server needs to verify the peer’'s SM

the foll ow ng ASCI I

string val ue SHOULD be used as the SM2 identifier according to
[ GVIT. 0009- 2012] :

1234567812345678

In the octet

presentation,

it should be:
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0x31, Ox32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38,
0x31, O0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38

In practice, the SM identifier used in a certificate signature
depends on the CA who signs that certificate. CAs nay choose ot her
val ues rather than the one nentioned above. |nplenentations of this
docurment SHOULD confirmthis information by thensel ves.

. 3. Key Exchange

.3.1. Hello Messages

The new ci pher suites defined in this docunent update the key

exchange information in the Hell o nessages. |nplenentations of these
new ci phers suites MJUST conformto the new requirenents.
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3.3.1.1. dientHello

A TLSv1l.3 client is REQU RED to include the new cipher suites inits
"cipher_suites’ array of the CientHello structure defined in
Section 4.1.2 of [RFC38446].

O her requirenents on the extensions of CientHell o nessage are:
o For supported_groups extension, ’'curveSM2’ MJST be incl uded;
o For signature_algorithns extension, ’'sn2sig _snB MJIST be incl uded;

o For signature_algorithns_cert extension (if presented),
"snmRsi g_snB’ MJST be included;

o For key _share extension, a KeyShareEntry with SM2 rel ated val ues
MJUST be added if the client wants to start a TLSvl1l. 3 key
negoti ati on using SM ci pher suites.

3.3.1. 2. ServerHell o

If a TLSvl. 3 server receives a CUientHello nmessage containing the new
ci pher suites defined in this docunent, it MAY choose to use the new
ci pher suites. If so, then the server MJUST put one of the new ci pher
suites defined in this docunent into its ServerHello' s

"ci pher_suites’ array and eventually sends it to the client side.

The foll ow ng extensions MIST conformto the new requirenents:

o For key_share extension, a KeyShareEntry with SM2 rel ated val ues
MUST be added if the server wants to start a TLSvl. 3 key
negoti ati on using SM ci pher suites.

3.3.2. CertificateRequest

If a CertificateRequest nessage is sent by the server to require the
client to send its certificate for authentication purpose, the
followi ng requirenments MJST be ful filled:

o The only valid signature algorithmpresent in
"signature_al gorithns’ extension MJST be 'snRsig snB’. That is to
say, if server finally chooses to use a SM ci pher suite, the
signature algorithmfor client’s certificate SHOULD only be SM
and SM3 capabl e ones.
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3.3.3. Certificate

When server sends the Certificate nmessage which contains the server
certificate to the client side, several new rules are added that wl|l
affect the certificate sel ection:

o0 The public key in the certificate MUST be a valid SM2 public key.

o The signature algorithmused by the CAto sign current certificate
MUST be sn2si g _snB.

o The certificate MJUST be capable for signing, e.g., the
digital Signature bit of X 509's Key Usage extension is set.

3.3.4. CertificateVerify

In the certificateVerify nmessage, the signature al gorithm MJST be
snsi g _snB, indicating the hash function MJST be SMB and the
signature algorithm MJUST be SM2 signature al gorithm

3.4. Key Scheduling

As described in Section 1.1, SM2 is actually a set of cryptographic
al gorithns including one key exchange protocol which defines nethods

such as key derivation function, etc. In this docunent, SM2 key
exchange protocol is not introduced and SHALL NOT be used in the key
exchange steps defined in Section 3.3. Inplenentations of this

docurment SHOULD al ways conformto what TLSvl. 3 [ RFC8446] and its
successors require about the key derivation and rel ated net hods.

3.5. G pher

The new ci pher suites introduced in this docunent add two new AEAD
encryption al gorithnms, AEAD SMA GCM and AEAD SM4 CCM which stand for
SM4 cipher in Gl ois/Counter node and SM4 ci pher [ GBT.32907-2016] in
Counter with CBC MAC node, respectively.

This section defines the AEAD SM4 GCM and AEAD SM4 CCM AEAD
algorithnms in a style of what [ RFC5116] has used to define AEAD
ci phers based on AES ci pher.

3.5.1. AEAD SM4_GCM

The AEAD SMA_GCM aut henti cat ed encryption al gorithm works as
specified in [GCM, using SM4 as the bl ock cipher, by providing the
key, nonce, and plaintext, and associated data to that node of
operation. An authentication tag conforned to what Section 5.2 of
TLSv1l. 3 [ RFCB446] requires is used, which in details SHOULD be
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constructed by the TLS record header. The AEAD SMA_GCM ci phertext is
formed by appending the authentication tag provided as an output to
the GCM encryption operation to the ciphertext that is output by that
operation. The input and output |engths are as foll ows:

K LENis 16 octets,

P MAX is 2736 - 31 octets,

A MAX is 2761 - 1 octets,

N.MN and N MAX are both 12 octets, and

C MAX is 2736 - 15 octets.

To generate the nonce, inplenentations of this docunment MJST conform
to what TLSvl1. 3 specifies (See [ RFC8446], Section 5.3).

A security analysis of GCCMis available in [ MW04].
3.5.2. AEAD SM4_CCM

The AEAD SM4 CCM aut henticated encryption al gorithmworks as
specified in [CCM, using SMd as the bl ock cipher, by providing the
key, nonce, associated data, and plaintext to that node of operation.
The formatting and counter generation function are as specified in
Appendi x A of that reference, and the values of the paraneters
identified in that appendix are as foll ows:

the nonce length nis 12,

the tag length t is 16, and

the value of q is 3.
An aut hentication tag conforned to what Section 5.2 of TLSvl1.3
[ RFC8446] requires is used, which in details SHOULD be constructed by
the TLS record header. The AEAD SMA_CCM ci phertext is formed by
appendi ng the authentication tag provided as an output to the CCM

encryption operation to the ciphertext that is output by that
operation. The input and output lengths are as foll ows:
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K LENis 16 octets,

P MAX is 2724 - 1 octets,

A MAX is 2764 - 1 octets,

N.MN and N MAX are both 12 octets, and
C MAX is 2724 + 15 octets.

To generate the nonce, inplenentations of this docunment MJST conform
to what TLSvl1. 3 specifies (See [ RFC8446], Section 5.3).

A security analysis of CCMis available in [JO02].
3.6. Hash

SM3 is defined by 1SOas [ISOSM3]. During a TLSvl. 3 handshake with
SM ci pher suites, the hash function is REQU RED to be SMB.

| npl ement ati ons MUST use SM3 for digest, key derivation, Transcript-
Hash and ot her purposes during a TLSvl. 3 key exchange process.

4. | ANA Consi der ati ons

| ANA has assigned the val ues {0x00, 0xC6} and {0x00, OxC7} with the
nanmes TLS SMA_GCM SM3, TLS SM4 CCM SMB, to the "TLS G pher Suite"
registry with this docunent as reference, as shown bel ow.

TR S R R TR +
| Val ue | Description | DTLS-OK | Recommrended | Reference

R U R Fom e TR +
| 0x00,0xC6 | TLS SM4_GCM SM3 | No | No | this RFC |
I 0x00, OxC7 I TLS _SW4_CCM_SM3 I No I No I this RFC I
TR S R R TR +

| ANA has assigned the value 0x0708 with the name snRsig_snB, to the
"TLS Si gnatureSchene" registry, as shown bel ow.

- o e R o e o e e e o - +
| Value | Description | DILS-OK | Reconmended | Reference

ey R Ry R R +
| Ox0708 | snmRsig_snm3 | No | No | this RFC |
oo R S SRR S R +

| ANA has assigned the value 41 with the nane curveSM2, to the "TLS
Supported G oups" registry, as shown bel ow.
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S R Fom e R Fom e TR +
| Value | Description | DILS-OK | Reconmended | Reference |
+o e e - - o e - S o e - R +
| 41 | curveSM | No | No | this RFC |
S R R R R TR +

5. Security Considerations

At the time of witing this draft, there are no known weak keys for
SM crypt ographic algorithns SM2, SMB and SM4, and no security problem
has been found on those al gorithns.

0 The cipher suites described in this docunent _MJST NOT_ be used
wth TLSv1.2 or earlier.
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