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Abstract

Qpportuni stic Secure Real -tinme Transport Protocol (OSRTP) is an

i mpl enentation of the Qpportunistic Security mechanism as defined in
RFC 7435, applied to Real-tine Transport Protocol (RTP). OSRTP

all ows encrypted nedia to be used in environnents where support for
encryption is not known in advance, and not required. OSRTP does not
require SDP extensions or features and is fully backwards conpati bl e
with existing inplenentations using encrypted and aut henti cated nedi a
and i npl ementations that do not encrypt or authenticate nedia
packets. OSRTP is not specific to any key managenent techni que for
SRTP. OSRTP is a transitional approach useful for mgrating existing
depl oynents of real-tinme conmunications to a fully encrypted and

aut henti cated state.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on Septenber 27, 2019.
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Copyright Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I ntroducti on

Qpportunistic Security [ RFC7435] (OS) is an approach to security that
defines a third node for security between "cleartext" and
"conprehensi ve protection” that allows encryption and authentication
of media to be used if supported but will not result in failures if
it is not supported. |In terns of secure nedia, cleartext is RTP

[ RFC3550] nedia which is negotiated with the RTP/ AVP (Audi o Video
Profile) [RFC3551] or the RTP/ AVPF profile [RFC4585]. Conprehensive
protection is Secure RTP [ RFC3711], negotiated with a secure profile,
such as SAVP or SAVPF [ RFC5124]. OSRTP allows SRTP to be negoti ated
with the RTP/AVP profile, with fallback to RTP if SRTP is not

support ed.
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There have been sone extensions to SDP to allow profiles to be

negoti ated such as SDP Capabilities Negotiation (capneg) [RFC5939]
However, these approaches are conpl ex and have very limted

depl oynment i n conmuni cation systens. O her key managenent protocols
for SRTP have been devel oped whi ch by design use OS, such as ZRTP

[ RFC6189]. This approach for OSRTP is based on

[1-D. kapl an- nmusi c-best-effort-srtp] where it was called "best effort
SRTP". [1-D. kapl an-musi c-best-effort-srtp] has a full discussion of
the notivation and requirenents for opportunistic secure nedia.

OSRTP uses the presence of SRTP keying-related attributes in an SDP
offer to indicate support for opportunistic secure nedia. The
presence of SRTP keying-related attributes in the SDP answer
indicates that the other party al so supports OSRTP and encrypted and
aut henticated nedia will be used. OSRTP requires no additiona
extensions to SDP or new attributes and is defined i ndependently of
the key agreenent nechanismused. OSRTP is only usable when nedia is
negoti ated using the O fer/Answer protocol [RFC3264].

1.1. Applicability Statenent

OSRTP is a transitional approach that provides a migration path from
unencrypted comruni cation (RTP) to fully encrypted conmmuni cation
(SRTP). It is only to be used in existing deploynents which are
attenpting to transition to fully secure conmmunications. New
appl i cati ons and new depl oynents will not use OSRTP

2. Requirenents Language

The key words "MJST", "MJST NOI", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVMENDED', "NOT RECOMVENDED', "NMAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. SDP O fer/Answer Consi derations

This section defines the SDP offer/answer considerations for
opportuni stic security.

The procedures are for a specific m section describing RTP-based
media. |If an SDP offer or answer contains nultiple such m sections,
the procedures are applied to each m section individually.

“Initial OSRTP offer"” refers to the offer in which oportunistic

security is offered for an m section for the first tinme within an
SDP sessi on.
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3.

3.

3.

It is inportant to note that OSRTP makes no changes, and has no
effect on nmedia sessions in which the offer contains a secure profile
of RTP, such as SAVP or SAVPF. As discussed in [RFC7435], that is

t he "conprehensive protection” for media node.

1. GCenerating the Initial OSRTP Ofer

To indicate support for OSRTP in an SDP offer, the offerer uses the
RTP/ AVP profile [ RFC3551] or the RTP/ AVPF profile [ RFC4585] but

i ncl udes SRTP keying attributes. OSRTP is not specific to any key
managenent techni que for SRTP and nultiple key managenent techni ques
can be included on the SDP offer. For exanpl e:

If the offerer supports DILS-SRTP key agreenent [RFC5763], then an
a=fingerprint attribute will be present, or

If the offerer supports SDP Security Descriptions key agreenent
[ RFC4A568], then an a=crypto attribute will be present, or

If the offerer supports ZRTP key agreenent [RFC6189], then an
a=zrtp-hash attribute will be present.

2. Generating the Answer

To accept OSRTP, an answerer receiving an offer indicating support

for OSRTP generates an SDP answer containing SRTP keying attributes
whi ch match one of the keying nethods in the offer. The answer MJST
NOT contain attributes fromnore than one keying nethod, even if the
of fer contained nultiple keying nethod attributes. The selected SRTP
key managenent approach is followed and SRTP nedia is used for this
session. |If the SRTP key managenent fails for any reason, the nedia
session MUST fail. To decline OSRTP, the answerer generates an SDP
answer omtting SRTP keying attributes, and the nedia session
proceeds with RTP with no encryption or authentication used.

3. O ferer Processing the Answer

If the offerer of OSRTP receives an SDP answer which does not contain
SRTP keying attributes, then the media session proceeds with RTP. |[f
t he SDP answer contains SRTP keying attributes then the associ ated
SRTP key managenent approach is followed and SRTP nedia is used for
this session. |[|f the SRTP key managenent fails, the nedia session
MUST fail.
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3.4. Mdifying the Session

When an of ferer generates a subsequent SDP offer it should do so
following the principles of [ RFC6337] nmeaning that the decision to
create the new SDP offer should not be influenced by what was
previously negotiated. For exanple if a previous OSRTP offer did not
result in SRTP being established the offerer may try again and
generate a new OSRTP offer as specified in section [3.1].

4. Security Considerations

The security considerations of [RFC7435] apply to OSRTP, as well as
t he security considerations of the particular SRTP key agreenent
approach used. However, the authentication requirenents of a
particul ar SRTP key agreenent approach are rel axed when that key
agreenent is used with OSRTP, which is consistent with the
Qpportunistic Security approach described [ RFC7435]. For exanpl e:

For DTLS- SRTP key agreenent [RFC5763], an authenticated signaling
channel does not need to be used with OSRTP if it is not
avai | abl e.

For SDP Security Descriptions key agreenent [ RFC4568], an

aut henti cated signaling channel does not need to be used wth
OSRTP if it is not avail able, although an encrypted signaling
channel nust still be used.

For ZRTP key agreenent [RFC6189], the security considerations are
unchanged, since ZRTP does not rely on the security of the
signal i ng channel .

As discussed in [RFC7435], OSRTP is used in cases where support for
encryption by the other party is not known in advance, and not
required. For cases where it is known that the other party supports
SRTP or SRTP needs to be used, OSRTP MJUST NOT be used. Instead, a
secure profile of RTP is used in the offer

5. | ANA Consi derations
Thi s docunment has no actions for |ANA

6. Inplenmentation Status

Note to RFC Editor: Please renove this entire section prior to
publication, including the reference to [ RFC6982].

This section records the status of known inplenentations of the
prot ocol defined by this specification at the tinme of posting of this
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8.

8.

Internet-Draft, and is based on a proposal described in [ RFC6982].
The description of inplenentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC6982], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinentation
and feedback that have nade the inplenmented protocols nore mature.

It is up to the individual working groups to use this information as
they see fit".

There are inplenentations of [I-D. kapl an-nmusi c-best-effort-srtp] in
depl oyed products by Mcrosoft and Unify. The |IMIC "Best Practices
for SIP Security” docunment [IMIC-SIP] recomends this approach. The
SI P Forum pl anned to include support in the SIPconnect 2.0 SIP
trunki ng recommendati on [ SI PCONNECT]. There are nmany depl oynents of
ZRTP [ RFC6189] .

Acknowl edgenent s

This docunent is dedicated to our friend and col | eague Francoi s Audet
who is greatly mssed in our community. H's work on inproving
security in SIP and RTP provided the foundation for this work.

Thanks to Eric Rescorla, Martin Thonmson, Christer Hol nberg, and
Ri chard Barnes for their comments.

Ref er ences
1. Nor mati ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC3264] Rosenberg, J. and H. Schul zrinne, "An O fer/Answer Model
wi th Session Description Protocol (SDP)", RFC 3264,
DO 10. 17487/ RFC3264, June 2002,
<https://ww. rfc-editor.org/info/rfc3264>.

Johnston, et al. Expi res Septenber 27, 2019 [ Page 6]



| nt er net - Draf t OSRTP March 2019

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP. A Transport Protocol for Real -Tine
Applications", STD 64, RFC 3550, DO 10.17487/ RFC3550,
July 2003, <https://www.rfc-editor.org/info/rfc3550>.

[ RFC3551] Schul zrinne, H and S. Casner, "RTP Profile for Audio and
Vi deo Conferences with Mnimal Control"”, STD 65, RFC 3551
DA 10.17487/ RFC3551, July 2003,
<https://ww.rfc-editor.org/info/rfc3551>.

[ RFC3711] Baugher, M, MGew, D., Naslund, M, Carrara, E, and K
Norrman, "The Secure Real -tinme Transport Protocol (SRTP)"
RFC 3711, DA 10.17487/ RFC3711, March 2004,
<https://ww.rfc-editor.org/info/rfc3711>.

[ RFC4568] Andreasen, F., Baugher, M, and D. Wng, "Session
Description Protocol (SDP) Security Descriptions for Media
Streans", RFC 4568, DO 10.17487/ RFC4568, July 2006,
<https://wwv rfc-editor.org/info/rfc4568>.

[ RFC4585] Ot, J., Wenger, S., Sato, N., Burneister, C., and J. Rey,
"Extended RTP Profile for Real-time Transport Control
Prot ocol (RTCP)-Based Feedback (RTP/ AVPF)", RFC 4585,
DA 10. 17487/ RFC4585, July 2006,
<https://wwv. rfc-editor.org/info/rfc4585>.

[ RFC5124] Ot, J. and E. Carrara, "Extended Secure RTP Profile for
Real -time Transport Control Protocol (RTCP)-Based Feedback
(RTP/ SAVPF) ", RFC 5124, DO 10.17487/ RFC5124, February
2008, <https://www. rfc-editor.org/info/rfc5124>,

[ RFC5763] Fischl, J., Tschofenig, H, and E. Rescorla, "Franmework
for Establishing a Secure Real -tinme Transport Protocol
(SRTP) Security Context Using Datagram Transport Layer
Security (DTLS)", RFC 5763, DA 10.17487/ RFC5763, May
2010, <https://www. rfc-editor.org/info/rfc5763>.

[ RFC6189] Zi mmermann, P., Johnston, A, Ed., and J. Callas, "ZRTP
Medi a Path Key Agreenent for Unicast Secure RTP',
RFC 6189, DO 10.17487/ RFC6189, April 2011
<https://ww. rfc-editor.org/info/rfc6189>.

[ RFC7435] Dukhovni, V., "Opportunistic Security: Some Protection

Most of the Tinme", RFC 7435, DA 10. 17487/ RFC7435,
Decenber 2014, <https://www.rfc-editor.org/info/rfc7435>.

Johnston, et al. Expi res Septenber 27, 2019 [ Page 7]



| nt er net - Draf t OSRTP March 2019

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC3174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

8. 2. I nformati ve References

[1-D. kapl an- mrusi c-best-effort-srtp]
Audet, F. and H. Kapl an, "Session Description Protocol
(SDP) O fer/Answer Negotiation For Best-Effort Secure
Real - Ti me Transport Protocol", draft-kapl an-nmusi c-best -
effort-srtp-01 (work in progress), Cctober 2006.

[1 MIC SI P]
Goup, I. S. P. A, "Best Practices for SIP Security",
| MIC SIP Parity
Group http://ww.intc.org/uc/sip-parity-activity-group/,
2011, <http://ww.intc.org>.

[ RFC5939] Andreasen, F., "Session Description Protocol (SDP)
Capability Negotiation", RFC 5939, DO 10.17487/ RFC5939,
Sept enber 2010, <https://www.rfc-editor.org/info/rfc5939>.

[ RFC6337] Okunura, S., Sawada, T., and P. Kyzivat, "Session
Initiation Protocol (SIP) Usage of the Ofer/Answer
Model ", RFC 6337, DA 10.17487/ RFC6337, August 2011
<https://ww.rfc-editor.org/info/rfc6337>.

[ RFC6982] Sheffer, Y. and A Farrel, "lnproving Awareness of Running
Code: The Inplenentation Status Section"”, RFC 6982,
DO 10. 17487/ RFC6982, July 2013,
<https://wwv. rfc-editor.org/info/rfc6982>.

[ SI PCONNECT]
Goup, S. F. S. 2. T., "SIP-PBX / Service Provider
Interoperability SlIPconnect 2.0 - Techni cal
Recomendati on", SIP Forum http://ww. si pf orum or g/ conpone
nt/ opti on, com docman/ t ask, doc_downl oad/ gi d, 838/
Item d, 261/, 2017, <http://ww.sipforum org>.

Aut hor s’ Addresses
Al an Johnst on
Vil l anova University
Vil l anova, PA
USA

Emai | . al an. b. johnston@nai | . com

Johnston, et al. Expi res Septenber 27, 2019 [ Page 8]



| nt er net - Draf t OSRTP

Ber nard Aboba

M crosoft

One M crosoft Way
Rednond, WA 98052
USA

Emai | : bernard. aboba@mai | . com

Andr ew Hut t on

At 0s

Md Gty Place
London WC1V 6EA
UK

Enmai | : andr ew. hutt on@t 0s. net
Rol and Jesske

Deut sche Tel ekom

Hei nri ch-Hertz-Strasse 3-7
Dar mst adt 64295

Cer many

Email : R Jesske@ el ekom de
Thomas St ach

Unaffili ated

Emai | : thomass. stach@nmai |l . com

Johnston, et al. Expi res Septenber 27, 2019

March 2019

[ Page 9]



