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Abstract

The objective of Pre-Congestion Notification (PCN) is to protect the
quality of service (QS) of inelastic flows within a D ffserv domain.
The overall rate of the PCN-traffic is netered on every link in the
PCN donmai n, and PCN- packets are appropriately marked when certain
configured rates are exceeded. Egress nodes pass infornmation about

t hese PCN-marks to decision points which then decide whether to admt
or block new fl ow requests or to term nate sone already-adnmtted

fl ows during serious pre-congestion.

Thi s docunent specifies how PCN-nmarks are to be encoded into the IP
header by re-using the Explicit Congestion Notification (ECN)
codepoints wwthin a PCN-domain. This encoding provides for up to
three different PCN marking states using a single DSCP. not-marked
(NM, threshol d-marked (ThM and excess-traffic-marked (ETM. Hence,
it is called the 3-in-1 PCN encoding. This docunent obsol etes
RFC5696.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 11, 2012.
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Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

The obj ective of Pre-Congestion Notification (PCN) [RFC5559] is to
protect the quality of service (QS) of inelastic flows within a
Diffserv domain, in a sinple, scalable, and robust fashion. Two
mechani sns are used: adm ssion control, to decide whether to admt or
bl ock a new flow request, and flow term nation to term nate sone
existing flows during serious pre-congestion. To achieve this, the
overall rate of PCN-traffic is metered on every link in the domain,
and PCN-packets are appropriately marked when certain configured
rates are exceeded. These configured rates are below the rate of the
[ink thus providing notification to boundary nodes about overl oads
bef ore any real congestion occurs (hence "pre-congestion
notification").

[ RFC5670] provides for two netering and marking functions that are
generally configured with different reference rates. Threshol d-
mar ki ng marks all PCN packets once their traffic rate on a |link
exceeds the configured reference rate (PCN-threshold-rate). Excess-
traffic-marking marks only those PCN packets that exceed the
configured reference rate (PCN-excess-rate). The PCN excess-rate is
typically larger than the PCN-t hreshol d-rate [ RFC5559]. Egress nodes
moni tor the PCN-marks of received PCN- packets and pass information
about these PCN-nmarks to decision points which then deci de whether to
admt new flows or termnate existing flows
[I-D.ietf-pcn-cl-edge-behaviour], [I-D.ietf-pcn-sm edge-behavi our].

The basel i ne encodi ng defined in [ RFC5696] descri bed how two PCN
mar ki ng states (Not-marked and PCN- Marked) coul d be encoded into the
| P header using a single Diffserv codepoint. It also provided an
experinmental codepoint (EXP), along with guidelines for the use of
that codepoint. Two PCN marking states are sufficient for the Single
Mar ki ng edge behaviour [I-D.ietf-pcn-sm edge-behaviour]. However,
PCN-donmai ns utilising the controlled | oad edge behavi our
[I-D.ietf-pcn-cl-edge-behaviour] require three PCN marking states.
Thi s docunent extends the baseline encoding by redefining the EXP
codepoint to provide a third PCN marking state in the I P header,
still using a single Diffserv codepoint. This encoding schenme is
therefore called the "3-in-1 PCN encoding”. It obsoletes the
basel i ne encodi ng [ RFC5696], which provides only a sub-set of the
sane capabilities.

The full version of this encoding requires any tunnel endpoint wthin
the PCN-domain to support the normal tunnelling rules defined in

[ RFC6040]. There is one limted exception to this constraint where
the PCN-donmain only uses the excess-traffic-marking behavi our and
where the threshol d- marki ng behaviour is deactivated. This is

di scussed in Section 5.2.3.1.
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Thi s docunent only concerns the PCN wire protocol encoding for IP

headers, whether 1Pv4 or IPv6. It nakes no changes or
recommendat i ons concerning algorithns for congestion marking or
congestion response. Oher docunents will define the PCN wire

protocol for other header types. Appendix C discusses a possible
mappi ng between | P and MPLS.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
1.2. Changes in This Version (to be renoved by RFC Editor)
Fromdraft-ietf-pcn-3-in-1-encoding-05 to -06:
* Draft re-witten to obsol ete baseline encodi ng [ RFC5696] .
* New section defining utilising this encoding for single
mar ki ng. Added an appendi x expl ai ni ng an appar ent
i nconsi stency relating to single marking.
*  Moved (and updated) informative appendi xes from [ RFC5696] to
this docunent. Oiginal Appendix C was omtted as it is now
r edundant .
* Significant re-structuring of docunent.

Fromdraft-ietf-pcn-3-in-1-encoding-04 to -05:

* Draft noved to standards track as per working group
di scussi ons.

* Added Appendi x B di scussing ECN handling in the PCN donmain.

* Carified that this docunent nodifies [ RFC5696].
Fromdraft-ietf-pcn-3-in-1-encoding-03 to -04:

* Updat ed docunent to reflect RFC6040.

* Re-wrote introduction.

* Re-wrote section on applicability.

* Re-wrote section on choosing encodi ng schene.
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*

Updat ed aut hor details.

Fromdraft-ietf-pcn-3-in-1-encoding-02 to -03:

*

Corrected m stakes in introduction and i nproved overal
readability.

Added new term nol ogy.
Rewrote a good part of Section 4 and 5 to achieve nore clarity.

Added appendi x expl ai ni ng when to use which encodi ng schene and
how to encode themin MPLS shi m headers.

Added new co- aut hor

Fromdraft-ietf-pcn-3-in-1-encoding-01 to -02:

*

Corrected m stake in introduction, which wongly stated that
the threshold-traffic rate is higher than the excess-traffic
rate. QO her mnor corrections.

Updat ed acks & refs.

Fromdraft-ietf-pcn-3-in-1-encoding-00 to -01:

*

*

Altered the wording to make sense if
draft-ietf-tsvwg-ecn-tunnel noves to proposed standard.

Ref er ences updat ed

From draft-briscoe-pcn-3-in-1-encoding-00 to
draft-ietf-pcn-3-in-1-encoding-00:

*

Bri scoe,

Fil enane changed to draft-ietf-pcn-3-in-1-encoding.

Introduction altered to include new tenpl ate description of
PCN.

Ref er ences updat ed.
Term nol ogy brought into line with [ RFC5670].

M nor corrections.
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2. Definitions and Abbrevi ations
2.1. Term nol ogy

The ternms PCN-domai n, PCN-node, PCN-interior-node, PCNingress-node,
PCN- egr ess- node, PCN- boundary-node, PCN-traffic, PCN packets and PCN-
mar ki ng are used as defined in [RFC5559]. The follow ng additional
ternms are defined in this docunent:

PCN encodi ng: nmappi ng of PCN marking states to specific codepoints
in the packet header.

PCN-conpatible Diffserv codepoint: a Diffserv codepoint indicating
packets for which the ECN field is used to carry PCN marki ngs
rat her than [ RFC3168] narki ngs (see Appendi x A).

Thr eshol d- mar ked codepoi nt: a codepoint that indicates packets that
have been marked at a PCN-interior-node as a result of an
indication fromthe threshol d-nmetering function [ RFC5670].
Abbreviated to ThM

Excess-traffic-nmarked codepoint: a codepoint that indicates packets
t hat have been marked at a PCN-interior-node as a result of an
indication fromthe excess-traffic-nmetering function [ RFC5670].
Abbreviated to ETM

Not - mar ked codepoint: a codepoint that indicates PCN packets but
that are not PCN-marked. Abbreviated to NM

not - PCN codepoint: a codepoint that indicates packets that are not
PCN- packet s.

2.2. List of Abbreviations
The foll ow ng abbreviations are used in this docunent:
0 AF = Assured Forwarding [ RFC2597]
o CE = Congestion Experienced [ RFC3168]
0 CS = dass Selector [RFC2474]

o DSCP = Diffserv codepoi nt

0

Explicit Congestion Notification [ RFC3168]

o ECT = ECN Capabl e Transport [RFC3168]
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o EF = Expedited Forwardi ng [ RFC3246]
o ETM = Excess-traffic-marked
o EXP = Experinental

o |IP = Internet protocol

o NM = Not - mar ked

o PCN

Pre- Congestion Notification

0 ThM = Threshol d- mar ked

3. Definition of 3-in-1 PCN Encodi ng

The 3-in-1 PCN encodi ng schene allows for two or three PCN marking
states to be encoded within the IP header. The full encoding is
shown in Figure 1.

- U +
| | Codepoint in ECN field of |IP header |
| DSCP | <RFC3168 codepoi nt nane> |
| oo o - o e - - o e - - S +
| | 00 <Not-ECT> | 10 <ECT(0)> | 01 <ECT(1)> | 11 <CE>

I o e a o - o e - o e - R +
| DSCP n | Not - PCN | NM | ThM | ETM |
e I I S TR S TR S IR +

Figure 1: 3-in-1 PCN Encodi ng

As mentioned above, the 3-in-1 PCN encoding is an extension of the
basel i ne encodi ng [ RFC5696]. Like the baseline encoding it uses a
conbi nation of a PCN-conpatible DSCP (DSCP n in Figure 1) and the ECN
field for the encodi ng of PCN-marks. Appendi x A di scusses the choice
of suitable DSCPs. The PCN-marks have the follow ng neaning.

Not - PCN: i ndi cates a non- PCN- packet, i.e., a packet that is not
subj ect to PCN netering and marKki ng.

NM  Not-nmarked. Indicates a PCN packet that has not yet been nmarked
by any PCN marker.

ThM  Threshol d-marked. Indicates a PCN packet that has been marked
by a threshol d- marker [RFC5670].

Briscoe, et al. Expi res January 11, 2012 [ Page 8]
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ETM Excess-traffic-marked. |Indicates a PCN packet that has been
mar ked by an excess-traffic-marker [RFC5670].

4. Requirenents for and Applicability of 3-in-1 PCN Encodi ng
4.1. PCN Requirenents

In accordance with the PCN architecture [ RFC5559], PCN-ingress-nodes
control packets entering a PCN-domain. Packets bel onging to PCN\
controlled flows are subject to PCN-netering and -marki ng, and PCN

i ngress-nodes mark them as Not-marked (PCN-colouring). Any node in

t he PCN-domain may perform PCN-netering and -marki ng and mark PCN-
packets if needed. There are two different netering and marking
behavi ours: threshol d-marki ng and excess-traffic-marking [ RFC5670].
Some edge behaviors require only a single nmarking behavi our
[I-D.ietf-pcn-sm edge-behaviour], others require both
[I-D.ietf-pcn-cl-edge-behaviour]. 1In the latter case, three PCN
mar ki ng states are needed: not-marked (NM to indicate not-nmarked
packets, threshold-marked (ThM to indicate packets marked by the

t hreshol d- mar ker, and excess-traffic-marked (ETM to indicate packets
mar ked by the excess-traffic-marker [ RFC5670]. Threshol d- marki ng and
excess-traffic-marking are configured to start marking packets at
different | oad conditions, so one nmarking behaviour indicates nore
severe pre-congestion than the other. Therefore, a fourth PCN

mar ki ng state indicating that a packet is marked by both markers is
not needed. However a fourth codepoint is required to indicate
packets that do not use PCN (the not-PCN codepoint).

In all current PCN edge behaviors that use two marking behavi ours

[ RFC5559], [I-D.ietf-pcn-cl-edge-behaviour], excess-traffic-marking
is configured with a larger reference rate than threshol d- marki ng.
We take this as a rule and define excess-traffic-marked as a nore
severe PCN-mark than threshol d- marked.

4.2. Requirenents |Inposed by Tunnelling

[ RFC6040] defines rules for the encapsul ati on and decapsul ati on of
ECN markings within I P-in-1P tunnels. The publication of RFC6040
removed the tunnelling constraints that existed when the baseline
encodi ng [ RFC5696] was witten (see section 3.3.2 of
[1-D.ietf-pcn-encodi ng-conparison]).

Nonet hel ess, there is still a problemif there are any |egacy (pre-
RFC6040) decapsul ati ng tunnel endpoints within a PCN domain. |If a
PCN node Threshol d-marks the outer header of a tunnelled packet with
a Not - marked codepoi nt on the i nner header, the |egacy decapsul at or
will revert the Threshol d-marking to Not-marked. The rules on
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applicability in Section 4.3 below are designed to avoid this
pr obl em

4.3. Applicability of 3-in-1 PCN Encodi ng

The 3-in-1 encoding is applicable in situations where two marking
behavi ours are being used in the PCN-domain. The 3-in-1 encoding can
al so be used with only one marking behaviour, in which case one of

t he codepoi nts MUST NOT be used throughout the PCN domain (see
Section 5.2.3).

For the full 3-in-1 encoding to apply, any tunnel endpoints (IP-in-1P
and | Psec) wthin the PCN-domain MJUST conply with the ECN
encapsul ati on and decapsul ation rules set out in [RFC6040] (see
Section 4.2). There is one exception to this rule outlined next.

It may not be possible to upgrade every pre-RFC6040 tunnel endpoi nt

within a PCN-domain. In such cirsunstances a limted version of the
3-in-1 encoding can still be used but only under the follow ng
stringent condition. |If any pre-RFC6040 tunnel endpoint exists

within a PCN-domain then every PCN-node in the PCN-domain MUST be
configured so that it never sets the ThM codepoi nt. The behavi our of
PCN-interior nodes in this case is defined in Section 5.2.3.1. 1In
all other situations where | egacy tunnel endpoints mght be present
within the PCN domain, the 3-in-1 encoding is not applicable.

5. Behaviour of a PCN-node to Conply with the 3-in-1 PCN Encodi ng

As nmentioned in Section 4.3 above, all PCN-nodes MJUST conply with
[ RFC6040] .

5.1. PCN-ingress Node Behavi our

PCN-traffic MJUST be marked with a PCN-conpati ble Diffserv codepoint.
To conserve DSCPs, Diffserv codepoints SHOULD be chosen that are

al ready defined for use wth adm ssion-controlled traffic.

Appendi x A gives guidance to inplenentors on suitable DSCPs.
Quidelines for mxing traffic types within a PCN-donain are given in
[ RFC5670] .

If a packet arrives at the PCN-ingress-node that shares a PCN\
conpati ble DSCP and is not a PCN packet, the PCN-ingress MJUST mark it
as not - PCN

If a PCN-packet arrives at the PCN-ingress-node, the PCN-ingress MJST
change the PCN codepoi nt to Not-nmarked.

Briscoe, et al. Expi res January 11, 2012 [ Page 10]



I nternet-Draft 3-in-1 PCN Encodi ng July 2011

If a PCNpacket arrives at the PCN-ingress-node with its ECN field
al ready set to a value other than not-ECT, then appropriate action
MUST be taken to neet the requirenents of [RFCA774]. The sinpl est
appropriate action is to just drop such packets. However, this is a
drastic action that an operator may feel is undesirable. Appendix B
provi des nore information and sumrari ses other alternative actions
that m ght be taken.

5.2. PCN-interior Node Behavi our
5.2.1. Behaviour Common to all PCN-interior Nodes
Interior nodes MIUST NOT change not-PCN to any other codepoint.
Interior nodes MIUST NOT change NM to not- PCN.
I nterior nodes MJUST NOT change ThMto NM or not- PCN.
Interior nodes MIUST NOT change ETMto any ot her codepoint.
5.2.2. Behaviour of PCN-interior Nodes Using Two PCN mar ki ngs

If the threshold-neter function indicates a need to mark the packet,
the PCN-interior node MIUST change NMto ThM

If the excess-traffic-meter function indicates a need to mark the
packet :

o the PCN-interior node MJST change NMto ETM
o the PCN-interior node MJUST change ThMto ETM

If both the threshold neter and the excess-traffic nmeter indicate the
need to mark a packet, the excess traffic marking rules MJST take
priority.

5.2.3. Behaviour of PCN-interior Nodes Using One PCN marking

Some PCN edge behaviours require only one PCN-marking within the PCN
domai n. The Single Marking edge behavi our

[I-D.ietf-pcn-sm edge-behaviour] requires PCN-interior nodes to mark
packets using the excess-traffic-nmeter function [RFC5670]. It is
possi bl e that future schenmes may require only the threshol d-neter
function. Cbservant readers nmay spot an apparent inconsistency

bet ween the two followi ng cases. Appendix D explains the rationale
behi nd this inconsistency.

Briscoe, et al. Expi res January 11, 2012 [ Page 11]
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.3.1. Marking using only the Excess-traffic-nmeter Function

The threshold-traffic-nmeter functi on SHOULD be di sabl ed and MJST NOT
trigger any packet marKking.

The PCN-interior node SHOULD rai se a nmanagenent alarmif it receives
a ThM packet, but the frequency of such alarnms SHOULD be |imted.

If the excess-traffic-meter function indicates a need to mark the
packet :

o the PCN-interior node MJUST change NMto ETM

o the PCN-interior node MUST change ThMto ETM It SHOULD al so
rai se an alarm as above.

.3.2. Marking using only the Threshol d-neter Function

The excess-traffic-nmeter functi on SHOULD be di sabl ed and MJST NOT
trigger any packet marKking.

The PCN-interior node SHOULD rai se a managenent alarmif it receives
an ETM packet, but the frequency of such alarns SHOULD be |imted.

If the threshold-nmeter function indicates a need to mark the packet:
o the PCN-interior node MIUST change NMto ThM

o the PCN-interior node MJUST NOT change ETMto any ot her codepoint.
It SHOULD rai se an al arm as above.

Behavi our of PCN- egress Nodes

A PCN- egr ess-node SHOULD set the not-PCN (00) codepoint on al
packets it forwards out of the PCN domain.

The only exception to this is if the PCN-egress-node is certain that
reveal i ng ot her codepoints outside the PCN-domain won’t contravene

t he gui dance given in [RFCA774]. For instance, if the PCN-ingress-
node has explicitly infornmed the PCN egress-node that this flowis
ECN-capabl e, then it m ght be safe to expose other codepoints.
Appendi x B gives details of how such schenes m ght work, but such
schemes are currently experinental

If the PCN-donain is configured to use only excess-traffic marking,

t he PCN-egress node MUST treat ThMas ETM and if only threshol d-
marking is used it should treat ETMas ThM However it SHOULD raise
a managenent alarmin either instance since this neans there is sone
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m sconfiguration in the PCN domain.

6. Backward Conpatibility
6.1. Backward Conpatibility with ECN

BCP 124 [RFCA774] gives guidelines for specifying alternative
semantics for the ECN field. It sets out a nunber of factors to be
taken into consideration. It also suggests various techniques to
all ow the co-existence of default ECN and alternative ECN semanti cs.
The encodi ng specified in this docunent uses one of those techniques;
it defines PCN-conpatible D ffserv codepoints as no | onger supporting
the default ECN semantics. As such, this docunent is conpatible with
BCP 124.

Onits own, the 3-in-1 encodi ng cannot support both ECN marki ng end-
to-end (e2e) and PCN-marking within a PCN-domain. Appendix B

di scusses possible ways to do this, e.g. by carrying e2e ECN across a
PCN-domain within the inner header of an IP-in-1P tunnel. Although
Appendi x B reconmends vari ous approaches over others, it is nmerely
informative and all such schenes are beyond the nornmative scope of

t his docunent.

In any PCN deploynent, traffic can only enter the PCN domain through
PCN-i ngress-nodes and | eave t hrough PCN- egress-nodes. PCN-ingress-
nodes ensure that any packets entering the PCN-donmain have the ECN
field in their outernost |IP header set to the appropriate PCN
codepoi nt. PCN egress-nodes then guarantee that the ECN field of any
packet | eaving the PCN-domai n has appropriate ECN semantics. This
prevents uni ntended | eakage of ECN marks into or out of the PCN-
domai n, and thus reduces backward-conpatibility issues.

6.2. Backward Conpatibility with the Baseline Encodi ng

A PCN node inplenmented to use the obsol eted baseli ne encodi ng coul d
concei vably have been configured so that the Threshol d-nmeter function
mar ked what is now defined as the ETM codepoint in the 3-in-1
encodi ng. However, thre is no known depl oynent of such an

i npl enentation and no reason to believe that such an inplenentation
woul d ever have been built. Therefore, it seens safe to ignore this
i ssue.

7. | ANA Consi derati ons

This meno i ncludes no request to | ANA
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10.

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations

PCN-marking only carries a nmeaning within the confines of a PCN-
domain. This encodi ng docunent is intended to stand independently of
the architecture used to determ ne how specific packets are
authorised to be PCN-marked, which will be described in separate
docunents on PCN-boundary-node behavi our.

Thi s docunent assunmes the PCN-domain to be entirely under the control
of a single operator, or a set of operators who trust each other.
However, future extensions to PCN m ght include inter-domain versions
where trust cannot be assuned between domains. |If such schenmes are
proposed, they nmust ensure that they can operate securely despite the
| ack of trust. However, such considerations are beyond the scope of
t hi s docunent.

One potential security concern is the injection of spurious PCN marks
into the PCN-domai n. However, these can only enter the domain if a
PCN-i ngress-node is msconfigured. The precise inpact of any such

m sconfiguration wll depend on which of the proposed PCN-boundary-
node behaviours is used, but in general spurious marks will lead to
admtting fewer flows into the domain or potentially term nating too
many flows. 1In either case, good managenent should be able to

qui ckly spot the problem since the overall utilisation of the donain
will rapidly fall.

Concl usi ons

The 3-in-1 PCN encodi ng uses a PCN-conpati ble DSCP and the ECN field
to encode PCN-marks. One codepoint allows non-PCN traffic to be
carried with the sane PCN-conpati ble DSCP and three other codepoints
support three PCN marking states with different |evels of severity.
In general, the use of this PCN encodi ng schene presupposes that any
tunnel endpoints within the PCN-domain conply with [ RFC6040].
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11. Comments Solicited

To be renobved by RFC Editor: Comments and questions are encouraged
and very wel cone. They can be addressed to the | ETF Congestion and
Pre- Congestion working group mailing list <pcn@etf.org> and/or to
t he aut hors.
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The PCN wor ki ng group chose not to define a single DSCP for use with
PCN for several reasons. Firstly, the PCN mechanismis applicable to
a variety of different traffic classes. Secondly, Standards Track
DSCPs are in increasingly short supply. Thirdly, PCNis not a
schedul i ng behaviour -- rather, it should be seen as being a marking
behavi our simlar to ECN but intended for inelastic traffic. The
choi ce of which DSCP is nost suitable for a given PCN-domain is
dependent on the nature of the traffic entering that domain and the
link rates of all the links making up that domain. |In PCN domains
with sufficient aggregation, the appropriate DSCPs would currently be
those for the Real -Tinme Treatnent Aggregate [ RFC5127]. The PCN
wor ki ng group suggests using adm ssion control for the follow ng
service classes (defined in [RFC4594]):

o Tel ephony (EF)

0 Real-tine interactive (C34)

0 Broadcast Video (CS3)

o Muiltinmedia Conferencing (AF4)

CS5 is excluded fromthis list since PCNis not expected to be
applied to signalling traffic. PCN can also be applied to the VO CE-
ADM T codepoi nt defined in [ RFC5865] .

PCN-marking is intended to provide a scal abl e adni ssi on-control
mechani smfor traffic with a high degree of statistical multiplexing.
PCN- mar ki ng woul d therefore be appropriate to apply to traffic in the
above classes, but only wthin a PCN-domain containing sufficiently
aggregated traffic. In such cases, the above service classes may
well all be subject to a single forwardi ng treatnent (treatnent
aggregate [ RFC5127]). However, this does not inply all such IP
traffic would necessarily be identified by one DSCP -- each service
class mght keep a distinct DSCP wthin the highly aggregated region
[ RFC5127] .

Addi ti onal service classes may be defined for which adm ssion control
is appropriate, whether through some future standards action or

t hrough | ocal use by certain operators, e.g., the Miltinedia
Stream ng service class (AF3). This docunent does not preclude the
use of PCN in nore cases than those |isted above.

Not e: The above discussion is informative not normative, as operators
are ultimately free to deci de whether to use adni ssion control for
certain service classes and whether to use PCN as their mechani sm of
choi ce.
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Appendi x B. Co-existence of ECN and PCN
This appendi x is informative, not normative.

The PCN encodi ng described in this docunent re-uses the bits of the
ECN field in the I P header. Consequently, this disables ECN within
t he PCN domain. Appendix B of [RFC5696] (obsol eted) included advice
on handling ECN traffic wwthin a PCN-domain. This appendi x
reiterates and clarifies that advice.

For the purposes of this appendix we define two forns of traffic that
m ght arrive at a PCN-ingress node. These are Adm ssion-controlled
traffic and Non-adm ssion-controlled traffic.

Adm ssion-controlled traffic will be remarked to a PCN-conpati bl e
DSCP by the PCN-ingress node. Two nechani sms can be used to identify
such traffic:

a. flowsignalling associates a filterspec with a need for adm ssion
control (e.g. through RSVP or sone equival ent nessage, e.g. from
a SIP server to the ingress), and the PCN-ingress remarks traffic
mat ching that filterspec to a PCN-conpati ble DSCP, as its chosen
adm ssion control nmechani sm

b. Traffic arrives with a DSCP that inplies it requires adm ssion
control such as VO CE-ADM T [ RFC5865] or Interactive Real -Tine,
Br oadcast TV when used for video on demand, and Ml tinedi a
Conf erenci ng [ RFC4594] [ RFC5865] .

Al'l other traffic can be thought of as Non-adm ssion-controlled (and
t herefore outside the scope of PCN). However such traffic may still
need to share the same DSCP as the Adm ssion-controlled traffic.
This may be due to policy (for instance if it is high priority voice
traffic), or may be because there is a shortage of |ocal DSCPs.

ECN [ RFC3168] is an end-to-end congestion notification mechanism As
such it is possible that sone traffic entering the PCN-domai n may
al so be ECN capabl e.

Unl ess specified otherwise, for any of the cases in the list bel ow,
an | P-in-1P tunnel can be used to preserve ECN marki ngs across the
PCN domai n. However the tunnelling action should be applied wholly
outside the PCN-domain as illustrated in the follow ng figure:
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, . . . . . PCNdomain
| PON | | OPON |
/ | ingress | | egress | \
| e e e e e - - o ) e e e e - - - ) |
| : |
_____ |’Tunnel | i Tunnel | __
| I'ngress | - - ECN preserved inside tunnel - - | Egress |

Figure 2: Separation of tunneling and PCN actions

There are four cases for how e2e ECN traffic nay wish to be treated
whil e crossing a PCN donmai n:

ECN capabl e traffic that does not require adm ssion control and does
not carry a DSCP that the PCN-ingress is using for PCN- capable
traffic. This requires no action.

ECN capabl e traffic that does not require adm ssion control but
carries a DSCP that the PCN-ingress is using for PCN- capabl e
traffic. There are two options.

* The ingress maps the DSCP to a |ocal DSCP with the sane
scheduling PHB as the original DSCP, and the egress re-maps it
to the original PCN conpatible DSCP

* The ingress tunnels the traffic, setting not-PCN in the outer
header; note that this turns off ECN for this traffic within
t he PCN domai n.

The first option is recomended unl ess the operator is short of
| ocal DSCPs.

ECN- capabl e Adm ssion-controlled traffic: There are two options.

* The PCN-ingress places this traffic in a tunnel wth a PCN
conpati ble DSCP in the outer header. The PCN- egress zeroes the
ECN-field before decapsul ation.

*  The PCN-ingress drops CE-nmarked packets and the PCN-egress
zeros the ECN field of all PCN packets.
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The second option is enphatically not recommended, unless perhaps
as a last resort if tunnelling is not possible for sone
i nsur nount abl e reason.

ECN- capabl e Adm ssion-controlled traffic where the e2e transport
sonmehow i ndicates that it wants to see PCN marks: NOTE this is
currently tentative only.

Schemes have been suggested where PCN narks may be | eaked out of
t he PCN-donain and used by the end hosts to nodify realtinme data
rates. Currently all such schenes require further study and the
followng is for guidance only.

The PCN-ingress needs to tunnel the traffic, taking care to conply
with [RFC6040]. 1In this case the PCN-egress should not zero the
ECN field, and then the [ RFC6040] tunnel egress will preserve any
PCN-marking. Note that a PCN interior node may turn ECT(0) into
ECT(1), which would not be conpatible with the (currently
experinmental ) ECN nonce [ RFC3540].

Appendi x C. Exanpl e Mappi hg between Encoding of PCN-Marks in IP and in
MPLS Shi m Headers

Thi s appendix is informative not normative.

The 6 bits of the DS field in the I P header provide for 64
codepoints. Wen encapsulating IP traffic in MPLS, it is useful to
make the DS field information accessible in the MPLS header.
However, the MPLS shim header has only a 3-bit traffic class (TC
field [ RFC5462] providing for 8 codepoints. The operator has the
freedomto define a site-local mapping of a subset of the 64
codepoints of the DS field to the 8 codepoints in the TC field.

[ RFC5129] describes how ECN markings in the | P header can al so be
mapped to codepoints in the MPLS TC field. Appendix A of [RFC5129]
gives an informative description of how to support PCN in MPLS by
extending the way MPLS supports ECN. But [RFC5129] was witten while
PCN specifications were in early draft stages. The follow ng

provi des a clearer exanple of a mapping between PCNin IP and in MPLS
using the PCN term nol ogy and concepts that have since been
speci fi ed.

To support PCN in a MPLS domai n, codepoints for all used PCN marks
need to be provided in the TC field. That neans, when e.g. only
excess-traffic-marking is used for PCN purposes, the operator needs
to define a site-local mapping to codepoints in the MPLS TC field for
| P headers with:
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o DSCP n and ECT(0)
o DSCP n and CE

If both excess-traffic-marking and threshol d-marki ng are used, the
operator needs to define a site-local mapping to codepoints in the
MPLS TC field for IP headers with all three of the 3-in-1 codepoints:

o DSCP n and ECT(0)
o DSCP n and ECT(1)
o DSCP n and CE

In either case, if the operator wi shes to support the sanme Diffserv
PHB but wi thout PCN marking, it will also be necessary to define a
site-local mapping to an MPLS TC codepoint for |IP headers marked

W t h:

o DSCP n and Not - ECT

Appendi x D. Rationale for different behaviours for single marking
schenes

Readers may notice an apparent discrepancy between the two single
mar ki ng behaviours in Section 5.2.3.1 and Section 5.2.3.2. For the
excess-traffic only marki ng an unexpected ThM marked packet is
remarked as ETM  For the threshold only marking, an unexpected ETM
mar ked packet is sinply ignored (apart from an optional managenent
alarm.

There are two reasons for having these seem ngly contradictory

requi renents. Firstly these behaviours conformw th the expected
behavi our where both netering functions are being used for marking--
ETMis always a nore severe marking than ThM and so shoul d never be
re-marked. Secondly the threshol d-netering behaviour in [ RFC5670]
uses the current marking state of the arriving packet to determ ne
what action to take. Consequently, in the ETMonly marking it woul d
be potentially unsafe to allow ThM packets to propagate forward in
the network as they nay adversely affect the threshol d-netering
function.
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