| 2RS WG D. Mgault

I nternet-Draft J. Hal pern
| nt ended status: | nformational Eri csson
Expires: May 19, 2017 S. Hares

Huawei

Novenber 15, 2016

| 2RS Environnment Security Requirenents
draft-ietf-i2rs-security-environnent-reqs-02

Abstract

Thi s docunent provides environnent security requirenents for the |I2RS
architecture. Environment security requirenents are independent of
the protocol used for 12RS. The |I2RS protocol security requirenents
set the security for the comruni cation between |2RS client and agent
while the security environnent requirenents are rather intended for
depl oynment or inplenentations features independent of the |I2RS
protocol. The environnental security requirenents described in this
docunent provide the good security practices to be used with the |I2RS
protocol so that |2RS protocol inplenentations can be securely

depl oyed and oper at ed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on May 19, 2017.

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents

Mgault, et al. Expires May 19, 2017 [ Page 1]



I nternet-Draft | 2RS Envi ronment Security Requirenents

(http://trustee.ietf.org/license-info)
publication of this docunent.
careful ly,
to this docunent.

November 2016

in effect on the date of

Pl ease review t hese docunents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction 3
2. Term nol ogy and Acronyns 4
2.1. Requirenents notation . 4
3. 12RS Plane Isolation . . Coe 4
3.1. 12RS Pl ane and Nhnagenent pl ane . 5
3.2. 12RS Pl ane and Forwardi ng Pl ane . 7
3.3. 12RS Pl ane and Control Pl ane 8
3.4. Requirenents e e e e e e 8
4. | 2RS Access Control for Routing System Resources 10
4.1. |12RS Access Control Architecture 11
4.1.1. access control Enforcenent Scope 12
4.1.2. Notification REquirenents . 13
4.1.3. Trust e 14
4.1.4. Sharing access control Infornation .
4.1.5. Sharing Access Control in Goups of I12RS Cients and
Agents . . C e e . . .. .. . . . . . . 16
4.1.6. Managi ng Access Cbntrol Pol i cy 17
4.2. |12RS Agent Access Control Policies 18
4.2.1. |2RS Agent Access Control . . . . . . 19
4.2.2. 12RS Cient Access Control Policies . . 20
4.2.3. Application and Access Control Policies . 21
5. 12RS Application Isolation . 22
5.1. Robustness Toward Progrannablllty . 22
5.2. Application Isolation . 23
5.2.1. DoS . . . 23
5.2. 2. Appllcatlon Loglc Cbntrol 24
6. Security Considerations . . 25
7. | ANA Consi derations . 25
8. Acknow edgnents . 25
9. References 25
9.1. Normative Rbferences 25
9.2. Informative References 26
Aut hors’ Addresses 26
Mgault, et al. Expires May 19, 2017 [ Page 2]



I nternet-Draft | 2RS Envi ronment Security Requirenents Novenber 2016

1

I nt roducti on

Thi s docunent provides environnent security requirenments for the |I2RS
architecture. Environment security requirenents are independent of
the protocol used for I12RS. The |2RS protocol security requirenents
[I-D.ietf-i2rs-protocol -security-requirenents] set the security for

t he communi cati on between | 2RS client and agent while the security
envi ronnment requirenents are rather intended for deploynment or

i npl enent ati ons features independent of the |I2RS protocol. The

envi ronnental security requirenments described in this docunent
provi de the good security practices to be used with the |I2RS protocol
so that | 2RS protocol inplenentations can be securely depl oyed and
operate. These environnent security address the security

consi derations for |2RS protocol environnent considered in the |2RS
Architecture [ RFC7921] in order to provide a stable and secure

envi ronnent in which the dynam c programmatic interface to the
routing system (I 2RS) shoul d operat es.

Even though the I 2RS protocol is nostly concerned with the interface
between the |12RS client and the |I2RS agent, the environnental
security requirements nust consider the entire |I2RS architecture and
speci fy where security functions may be hosted and what criteria
should be net in order to address any new attack vectors exposed by
deploying this architecture. Environment security for |12RS has to be
consi dered the conplete |I2RS architecture and not only on the
protocol interface.

This docunent is structured as foll ows:
0 Section 2 describes the term nology used in this docunent,

o Section 3 describes how the |I2RS plane can be contai ned or
i sol ated from exi sti ng managenent plane, control plane and
f orwar di ng pl ane.

0 the subsequent sections of the docunent focuses on the security
within the |12RS pl ane including:

* Section 4 anal yzes how the | 2RS access control policies can be
depl oyed t hroughout the |12RS plane in order to only grant
access to the routing systemresources to authorized conponents
with the authorized privileges. This includes providing a
robust communi cati on system between the conponents.

* Section 5 details how I 2RS keeps applications isolated from
anot her and wi thout affecting the |I2RS conponents.
applications nmay be independent, wth different scopes, owned
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by different tenants. In addition, the applications may nodify
the routing systemin an automatic way.

Motivations are placed before the requirenments are given.

The reader is expected to be famliar with the |I2RS probl em st at enent
[ RFC7920], 12RS architecture, [RFC7921], traceability requirenents

[ RFC7922], |2RS Pub/ Sub requirements [ RFC7923], |2RS epheneral state
requirenents [I-D.ietf-i2rs-epheneral -state], |12RS protocol security
requirenents [I-D.ietf-i2rs-protocol -security-requirenents].

2. Term nol ogy and Acronyns

Envi ronment Security Requirenents : Security requirenents
speci fying how the environnment a protocol operates in needs to
be secure. These requirenents do not specify the protocol
security requirenents.

- 1 2RS pl ane: The environment the |2RS process is running on. It

i ncludes the applications, the I12RS client and the |2RS agent.
- | 2RS user: The user of the I12RS client software or system
- | 2RS access control policies: policies controlling access of the

routing resources by applications. These policies are divided
into policies applied by the I12RS client regarding applications
and policies applied by the | 2RS agent regarding |I2RS clients.

| 2RS client access control policies: The access control policies
processed by the |12RS client.

| 2RS agent access control policies: The access control policies
processed by the |I2RS agent.

2.1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. |12RS Pl ane Isolation
I solating the | 2RS pl ane from ot her network planes (the managenent,
forwardi ng plane, and control planes ) is fundanental to the security

of the I12RS environnment. Cearly differentiating |2RS conponents
fromthe rest of the network device does the foll ow ng:
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1. protects the |I2RS conponents fromvulnerabilities in other parts
of the network, and

2. protects other systens vital to the health of the network from
vul nerabilities in the |I2RS pl ane.

Separating the | 2RS pl ane from ot her network control and forwarding
planes is simlar to the best commopn practice of containerizing
software into nodul es. However, the |2RS pl ane cannot be consi dered
as conpletely isolated fromother planes so the interactions between
the |1 2RS pl ane and ot her planes should be identified and controll ed.
The followng is a brief description of how the |I2RS pl ane positions
itself in regard to the other planes.

3.1. 12RS Pl ane and Managenent pl ane

The purpose of the 12RS plane is to provide a standard programmati c
interface of the routing systemresources to network oriented
applications. The control plane and forwarding planes are related to
routing protocols, and I2RS is positioned on top of the control plane
and forwardi ng plane. The nmanagenent plane is usually vendor
specific and provides a broader control over the networking equi pnent
such as system service. Gven the nmanagenent plane’ s associ at ed
privileges it is expected to be reserved to highly trusted users like
networ k adm ni strators.

The | 2RS pl ane and the nanagenent plane both interact with several
common el enents on forwardi ng and packet processing devi ces.

[ RFC7921] describes several of these interaction points such as the
| ocal configuration, the static systemstate, routing, and signaling.
A routing resource may be accessed by different neans (APIs,
applications) and different planes which creates potential overl aps.
Sout hbound API's are often provided to limt the scope of the
managenent plane’s and the | 2RS plane’s interaction with the routing
resources (as figure 1 shows). |If there are conflicts in these
over | appi ng sout hbound API's, the conflicts should be resolved in a
determ ni stic way.
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APls that interact with the
| 2RS Pl ane and Managenent PLane

| 2RS applications Mangement applications
|| NB API NB API |
| |
| 2RS pl ane managenent pl ane
| | | |
| | SB API SB APl ||

| Routi ng Resources |
| (forwardi ng plane, control plane, system |

Figure 1 - North Bound (NB) APlIs and
Sout h Bound (SB) APIs

The |1 2RS applications may be provided with a northbound APl by the

I 2RS client (as figure 1 shows). Simlarly, the managenent plane nmay
provi de a northbound APl to managenent application. The northbound
APl from the managenent plane to the client application and the

nort hbound APl fromthe |I2RS plane to | 2RS applications may overl ap.
In case that these overlapping APl s between the have conflicts (e.qg.
both want to access the same routing resource), the the conflicts
shoul d be resolved in a determnistic way.

To resolve conflicts in a northbound APls, the determnistic

resol uti on shoul d have clear rules about which data plane with a
systemt akes precedence (wns during a conflict for resources). This
is inmportant to prevent attacks that attenpt to drive the two systens
i nto deadl ock situation over which system has precedence (w ns)

In the interactions between the |I2RS plane and the applications, and
t he managenent plane and the application is it inportant to prevent
the follow ng things:

o the I2RS system "infecting" the managenent systemw th bad
i nformati on,

o the managenent system "infecting” the |2RS systemw th bad
information directly,

o the managenent systemindirectly "infecting" the |I2RS system by
propagati ng i nproproper information fromone systemto another via
| 2RS

Preventi on:
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The primary protection in this space is going to need to be
validation rules on the data being sent/receive, notification of
changes that the |I2RS agent sends the client, and other access
prot ections.

In this circunstance, we define "infecting" as inteferring with and

| eading into a i ncoherent state. The |I2RS plane may update a routing
resource configured by the managenent plane, or the reverse (the
managenent pl ane updates a resource the | 2RS plane has confi gured).
Indirect "infecting"”, we define as as changes nade by the |2RS pl ane
t hat cause changes in routing protocols which add state unexpected by
t he managenent plane or the reverse (the mangenent plane addi ng
changes in routing protocols the |I2RS plane does not expect).

3.2. 12RS Pl ane and Forwardi ng Pl ane

Applications hosted by the I 2RS client belong to the I12RS plane. It
is difficult to constrained these applications to the |I2RS pl ane, or
even to limt their scope within the |I2RS plane. Applications using
| 2RS may al so interact with conponents outside the |I2RS plane. For
exanpl e an application may use an | 2RS client to configure the
network or nonitored events via an |2RS agent on a single machine, or
multiple | 2RS agents each on a single machine.

Applications may al so communicate with nultiple I2RS clients in order
to have a broader view of the current and potential states of the
network and the I 2RS plane itself. These varied renote comruni cation
rel ati onshi ps between applications using the |I2RS protocol to change
the forwardi ng plane make it possible for an individual application
to be an effective attack vector against the operation of the
network, a router’s |2RS plane, the forwardi ng plane of the routing
system and ot her planes (managenent and control planes).

Prevention neasures:
Systens shoul d consider the foll ow ng prevention errors:

application validation - There is little the I12RS plane can do to
val i date applications with which it interacts. The |I2RS client
passes the |2RS agent an opaque identifier for the application so
that an application’s actions can be traced back to the
appl i cation.

Val i dati on agai nst common m sconfigurations or errors - One way of
securing the interfaces between application, the |I2RS plane, and
the forwarding plane is to limt the information accepted and to
limt the rate information is accepted between these three
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software planes. Another nmethod is to perform ng rudinentary
checks on the results of any updates to the forwardi ng pl ane.

3. 3. | 2RS Pl ane and Control Pl ane

The network control plane consists of the processes and protocols

t hat di scover topol ogy, advertise reachability, and determ ne the
shortest path between any |ocation on the network and any
destination. |2RS client configures, nonitors or receives events via
the I 2RS agent’s interaction with the routing system i ncluding the
process that handling the control plane signaling protocols (BGP,
SIS, OSPF, etc.), route information databases (RIBs), and interface
dat abases. I n sone situation to manage an network outage or to
control traffic, the |I2RS protocol may nodify information in the
rout e database or the configuration of routing process. Wile this
is not a part of normal processing, such action that allows the
network operator to bypass tenporary outages or DoS attacks.

This capability to nodify the routing process information carries
with it the risk that the |I2RS agent nay alter the normal properties
of the routing protocols which provide normal |oop free routing in
the control plane. The information configured by the |I2RS agent into
routing process or RIBs could cause problens, or state which is
inserted or deleted fromrouting processes (control traffic,

counters, etc.) could cause the control plan to fail to converge or
fail).

Preventi on neasures:

The | 2RS system can provide checks that during and after the problem
has been resolved that |loop free routing is preserved. These checks
shoul d check the preservation of all facets of routing including the
following: routing with loop free alternates, tunnelled interfaces,
virtual overlays, and other such constructions.

3.4. Requirenents
To isolate I 2RS transactions fromother planes, it is required that:

SEC-ENV-REQ 1: application-to-routing systemresources
communi cations should use an isol ated conmuni cati on
channel . Various |evel of isolation can be
consi dered. The highest |evel of isolation may be
provi ded by using a physically isolated network.
Al ternatives may al so consider |ogical isolation
(e.g. using VLAN. In a virtual environnent that
shares a common infrastructure, encryption may al so
be used as a way to enforce isolation. Encryption
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can be added by using a secure transport required by
the | 2RS protocol security

[I-D.ietf-i2rs-protocol -security-requirenents], and
sendi ng the non-confidential |12RS data (designed for
a non-secure transport) over a secure transport.

SEC-ENV-REQ 2: The interface used by the routing elenment to receive
| 2RS transactions via the |I2RS protocol (e.g. the IP
address) shoul d be a dedi cated physical or |ogical
interface. As previously, nentioned a dedi cated
physi cal interface may contribute to a hi gher
isolation. |Isolation may al so be achi eved by using a
dedi cated | P address or a dedicated port.

SEC- ENV- REQ 3: An | 2RS agent shoul d have perm ssions separate from
any other entity (for exanple any internal system
managenent processes or CLI processes).

Expl anati on:

When the | 2RS agent perforns an action on a routing el enent, the
action is perforned via process(es) associated to a routing process.

For exanple, in a typical UNI X system the user is designated with a
user id (uid) and belongs to groups designated by group ids (gid).

If such a user id (uid) and group id (gid) is the identifier for the
routi ng processes peformng routing tasks in the control plane, then
the | 2RS Agent process would communicate with these routing
processes. It is inportant that the |2RS agent has its own uni que
identifier and the routing processes have their own identifier so

t hat access control can unique filter data between the processes.

SEC- ENV-REQ 4: | 2RS pl ane should be informed when a routing system
resource is nodified by a user outside the |2RS pl ane
access. Notifications fromthe control plane SHOULD
not to flood the |12RS plane, and rate limting (or
summari zation) is expected to be applied. These
routing systemnotification MAY translated to the
appropriate | 2RS agent notifications, and passed to
various I12RS clients via notification relays. (This
requi renents is also described in section 7.6 of
[ RFC7921] for the I2RS client, and this section
extends it to the entire |I2RS plane (12RS agent,
client, and application).

Expl anati on:
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| 2RS resource may be shared with the nmanagenent plane and the control
pl ane. The |2RS routing systemresource managenent is limted to the
| 2RS plane. As such, update of |2RS routing system outside of the

| 2RS plane may renmai n unnoticed unless and until explicitly notified
to the 12RS plane. Such notification is expected to trigger
synchroni zation of the |2RS resource state within each | 2RS
conponent. This guarantees that |12RS resource are maintained in a
coherent state anong the |I2RS plane. |In addition, depending on the

| 2RS resource that is updated as well as the origin of the

nodi fication performed, the |2RS access control policies nmay be

i npacted. Further an I2RS client is nore likely to update an | 2RS
resources that has been updated by itself, then by the managenent

pl ane.

SEC-ENV-REQ 5: | 2RS pl ane should define an "I 2RS plane overwite
policy”. Such policy defines how an I2RS is able to
update and overwite a resource set by a user outside
the I 2RS plane. Such hierarchy has been described in
section 6.3 and 7.8 of [RFC7921]

Expl anati on:

A key part of the |2RS architecture is notification regarding routing
syst em changes across the | 2RS plane (12RS client to/froml|2RS
agent). The security environnment requirenents above (SEC- ENV- REQ 03
to SEC- ENV- REQ 05) provide the assurance that the |I2RS plane and the
routing systens the |I2RS plane attaches to remai ns untouched by the
ot her planes or the I12RS plane is notificed of such changes.

Section 6.3 of [RFC7921] descri bes how the |2RS agent within the |2RS
pl ane interacts with forwardi ng plane’s |ocal configuration, and
provi des the exanple of an overwite policy between the |I2RS pl ane
and | ocal configuration (instantiated in 2 Policy Knobs) that
operators may wish to set. The pronpt notification of any outside
overwite is key to the architecture and proper interworking of the

| 2RS Pl ane.

4. | 2RS Access Control for Routing System Resources

This section provides recomendati ons on how | 2RS access control
policies associated to the routing systemresources. These policies
only apply within the |I2RS plane. WMre especially, the policies are
associated to the applications, I2RS clients and |I2RS agents, with
their associated identity and rol es.

The | 2RS depl oynent of 12RS applications, |12RS clients, and |I2RS
agents can be located locally in a closed environnent or distributed
over open networks. The normal case for routing system managenent is
over an open environment. Even in a closed environnment access
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control policies should be carefully defined to be able to, in the
future to carefully extend the |2RS plane to renote applications or
renote | 2RS clients.

[I-D.ietf-i2rs-protocol-security-requirenents] defines the security
requi renents of the |2RS protocol between the |2RS client and the

| 2RS agent over a secure transport. This section focuses on |2RS
access control architecture (section 5.1), access control policies of
the | 2RS agent (section 5.2), the 12RS client (section 5.3), and the
application (section 5.4).

4. 1. | 2RS Access Control Architecture
Overvi ew

Appl i cations access to routing systemresource via numerous
i nternmedi ari es nodes. The application communicates with an |I2RS

client. 1In sone cases, the I12RS client is only associated to a
single application attached to one or nore agents (case a and case b
in figure 2 below). In other cases, the |I2RS client may be connected

to two applications (case c in figure 2 below), or the I2RS may act
as a broker (agent/client device shown in case d in the figure 2
below). The |I2RS client broker approach provides scalability to the
| 2RS architecture as it avoids that each application be registered to
the 12RS agent. Simlarly, the |I2RS access control should be able to
scal e nunerous applications.

The goal of the security environnent requirenments in this section are
to control the interactions between the applications and the |I2RS
client, and the interactions between the I2RS client and the |2RS
agent. The key challenge is that the |I2RS architecture puts the |I2RS
Cient in control of the stream of conmunication (application to |I2RS
client and 12RS client to the |I2RS agent). The |I2RS agent nust trust
the 12RS client’s actions wi thout having an ability to verify the

I 2RS client’s actions.
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a) |2RS application-client pair talking
to one | 2RS agent
o e e e o - + R + B +
| | 2RS | =====| | 2RS | ======| |2RS |
| appl i cati on] | client 1] | agent |
SR + S + S NS +
b) I 2RS application client pair talking to
two i 2RS agents
S R +
R LT +  eeea----- + | 12RS |
| | 2RS | ===] 12RS | =====| agent 1|
| application 1] | client 1] +o-o-- - +
| | | oo +
| | | =====] 12RS |
S + R + | agent 2
ey +

I +
Fome - + R + | I2RS |
| | 2RS | ===| I 2RS | =====| agent 1|
| application 1] | client 1| Fommm - +
o e - - + | | - +
o m e meeeeoos + | | =====| 12RS |
| 12RS | | | | agent 2|
| application 2| === S +
. +  Hem------ +
d) |12RS Broker (agent/client

Fome oo +

Fome - - S + | I2RS |
| | 2RS | ==| I 2RS | =====| agent 3/ |
| application 1] |client 1] ==|client 3+----+
Fommm e + He-ee-e-- + | +--+----- + |
S + oo + I +-! ----- + +--I----+
| 12RS | |I12RS | === [12RS | |I2RS |
| application 2| ==|client 2| | agent 1| |agent 2|
. + ---e---- + R L S +

4.1.1. access control Enforcenent Scope

SEC- ENV- REQ 6: | 2RS access control

whol e | 2RS pl ane.

shoul d be perforned through the
It should not be enforced by the
I nst ead,

M gaul t,

et al.

| 2RS agent only within the routing el ement.
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the I2RS client should enforce the I2RS client access
control against applications and the |I2RS agent
shoul d enforce the | 2RS agent access control agai nst
the 12RS clients. The mechanisns for the |I2RS client
access control are not in scope of the |I2RS
architecture [RFC7921], which exclusively focuses on
the | 2RS agent access control provided by the |I2RS

pr ot ocol .

Expl anati on:

This architecture results in a |layered and hierarchical or multi-
party | 2RS access control. An application wll be able to access a
routi ng systemresource only if both the I12RS client is granted
access by the I 2RS agent and the application is granted access by the
| 2RS client.

4.1.2. Notification Requirenents

SEC- ENV- REQ 7: When an access request to a routing resource is
refused by one party (the 12RS client or the |2RS
agent), the requester (e.g the application) as well
as all internediaries should indicate the reason the
access has not been granted, and which entity
rejected the request.

Expl anati on:

In case the I 2RS client access control or the |2RS agent access
control does not grant access to a routing systemresource, the
application should be able to determ ne whether its request has been
rejected by the I2RS client or the |I2RS agent as well as the reason
t hat caused the reject.

SEC-REQ- 07 indicates the | 2RS agent may reject the request because
the 12RS client is not an authorized |I2RS client or have enough
privileges to performthe requested transaction (read, wite, start
notifications or logging). The I2RS client should be notified of the
reason the |12RS agent rejected the transaction due to a | ack of

aut hori zation or priviledges, and the |I2RS client should return a
nmessage to the application indicating the |I2RS agent reject the
transacation with an indication of this reason. Simlarly, if the
| 2RS client does not grant the access to the application, the |I2RS
client should also informthe application. An exanple of an error
nmessage could be, "Read failure: you do not have the read

perm ssion", "Wite failure: you do not have wite permssion", or
"Wite failure: resource accessed by soneone el se".

Mgault, et al. Expires May 19, 2017 [ Page 13]



I nternet-Draft | 2RS Envi ronment Security Requirenents Novenber 2016

4.

4.

This requirenment has been witten in a generic manner as it concerns
the follow ng interactions:

o interactions between the application and the |I2RS client,

0 interactions between the I2RS client and the |2RS agent (security
requi renments are described by
[I-D.ietf-i2rs-protocol -security-requirenents]),

o and interactions between the | 2RS agent and the |2RS routing
system (forwardi ng plane, control plane, and routing plane).

1.3. Trust

SEC-ENV-REQ 8: In order to provide coherent access control policies
enforced by nultiple parties (e.g. the I12RS client or
the |1 2RS agent), theses parties should trust each
ot hers, and communi cati on between them shoul d al so be
trusted (e.g. TLS) in order to reduce additional
vector of attacks.

SEC-ENV-REQ 9: I12RS client or |12RS agent SHOULD al so be able to
refuse a communication with an application or an |2RS
client when the conmuni cati on channel does not
fulfill enough security requirenents.

Expl anati on:

The participants in the I2RS Plane (I12RS client, |12RS agent, and |2RS

application) exchange critical information, and to be effective the

conmuni cati on should be trusted and free fromsecurity attacks.

The I 2RS client or the |I2RS agent should be able to reject nessages

over a communi cation channel that can be easily hijacked, |like a

cl ear text UDP channel .

1.4. Sharing access control Information

For the |I2RS client:

SEC- ENV- REQ 10: The | 2RS client MAY request information on its |2RS
access control subset policies fromthe |I2RS agent or
cache requests that have been rejected by the |I2RS
agent to limt forwardi ng unnecessary queries to the
| 2RS agent .
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SEC- ENV- REQ 11: The | 2RS client MAY support receiving notifications
when its | 2RS access control subset policies have
been updated by the |I2RS agent.

Simlarly, for the applications:

SEC- ENV- REQ 12: The applications MAY request information on its |2RS
access control subset policies in order to limt
forwar di ng unnecessary queries to the 12RS client.

SEC- ENV- REQ 13: The applications MAY subscribe to a service that
provides notification when its |I2RS access control
subset policies have been updat ed.

For both the application and the client:

SEC- ENV- REQ 14: The | 2RS access control should explicitly specify
accesses that are granted. More specifically,
anything not explicitly granted shoul d be denied
(default rule).

Expl anati on:

In order to limt the nunber of access requests that result in an
error, each application or I2RS client can retrieve the |2RS access
control policies that applies to it. This subset of rules is
designated as the "Individual |2RS access control policies". As

t hese policies are subject to changes, a dynam c synchroni zation
mechani sm shoul d be provided. However, such nechani sm may be
inplemrented with different | evel of conpl eteness and dynamcity of
t he individual |2RS access control policies. One exanple, may be
caching transaction requests that have been rejected.

| 2RS access control should be appropriately be bal anced between the
| 2RS client and the I12RS agent. It remains relatively easy to avoid
t he conpl ete disclosure of the access control policies of the |I2RS
agent. Relative disclosure of access control policies may allow the
| eaki ng confidential information in case of m sconfiguration. It is
i nportant to bal ance the level of trust of the I2RS client and the
necessity of distributing the enforcenment of the access control
pol i ci es.

| 2RS access control should not solely rely only on the I2RS client or
the |1 2RS agent as illustrated bel ow

- 1) I12RS clients are dedicated to a single application: In this

case, it is likely that |12RS access control is enforced only by
the 12RS agent, as the I2RS client is |likely to accept al
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access request of the application. It is recommended that even
in this case, |2RS client access control is not based on an
“All ow anything fromapplication" policy, but instead the |I2RS
client specifies accesses that are enabled. |In addition, the

| 2RS client may sync its associated | 2RS access control
policies with the I2RS agent to limt the nunber of refused
access requests being sent to the I2RS agent. The |2RS client

i s expected to bal ance benefits and problens with synchroni zi ng
its access control policies with the |I2RS agent to proxy
request validation versus sinply passing the access request to
the | 2RS agent.

- 2) Asingle I2RS client connects to nultiple applications or

acts as a broker for many applications:
In the case the | 2RS agent has a single | 2RS client
attached. This nay end up in a situation where the |2RS
client is being delegated by the |I2RS agent to enforce
access control policies. 1In such as case, the |I2RS agent
may grant the I12RS client with high priviledges and blidngly
trust the I2RS client w thout enforcing access control
policies on what the I12RS client can do. Such a situation
nmust be avoided as it could be used by nalicious
applications for a priviledge escalation by conprom sing the
I2RS client. 1In this situation, the application uses the
| 2RS client to performsone action on behalf of the
application that it normally does not have the privil edges
to perform |In order to mtigate such attack, the |I2RS
client that connects to multiple applications or operates as
a broker is expected to host application with an equival ent
| evel of privileges.

.1.5. Sharing Access Control in Goups of I12RS Clients and Agents
Overvi ew.

To distribute the |2RS access control policies between |2RS clients
and | 2RS agents, |2RS access control policies can also be distributed
within a set of 12RS clients or a set of |2RS agents.

Requi renment s:

SEC- ENV- REQ 15: |12RS clients should be distributed and act as brokers
for applications that share roughly simlar
per m ssi ons.

SEC- ENV- REQ 16: | 2RS agents shoul d be avoi ded granting extra
privileges to their authorized I2RS client. 12RS
agent shoul d be shared by I12RS client with roughly

Mgault, et al. Expires May 19, 2017 [ Page 16]



I nternet-Draft | 2RS Envi ronment Security Requirenents Novenber 2016

simlar permssions. Mire explicitly, an |I2RS agent
shared between | 2RS clients that are only provided
read access to the routing systemresources does not
need to performany wite access, so the |I2RS client
shoul d not be provided these accesses.

SEC-ENV-REQ 17: 12RS client and | 2RS agent should be able to trace
[ RFC7922] the various transaction they perform as
wel | as suspicious activities. These |ogs should be
collected regularly and anal yzed by functions that
may be out of the |I2RS pl ane.

Expl anati on:

This restriction for distributed I2RS clients to act as brokers only
for applications with roughly the sane privil edges avoi ds the |I2RS
client extra priviledges conpared to hosted applications, and

di scourages applications fromperformprivil ege escalation wthin an
| 2RS client. For exanple, suppose an |I2RS client requires wite
access to the resources. It is not recommended to grant the |I2RS
agent the wite access in order to satisfy a unique |I2RS client.
Instead, the I2RS client that requires wite access should be
connected to a | 2RS agent that is already shared by |12RS client that
requires a wite access.

Access control policies enforcenment should be nonitored in order to
detect violation of the policies or detect an attack. Access control
policies enforcenent may not be perforned by the |I2RS client or the

| 2RS agent as violation may require a nore gl obal view of the |I2RS
access control policies. As a result, consistency check and
mtigation may instead be perfornmed by the managenent pl ane.

However, |2RS clients and | 2RS agents play a central role.

The | 2RS agent can trace transactions that an | 2RS client requests it
to perform and to link this to the application via the secondary
opaque identifier to the application. This information is placed in
a tracing log which is retrieved by nanagenent processes. |If a
particul ar application is granted a |level of priviledges it should
not have, then this tracing mechanism my detect this security
intrusion after the instrusion has occurred.

4.1.6. Managi ng Access Control Policy
Access control policies should be inplenented so that the policies
remai n manageabl e in short and | onger term depl oynents of the |I2RS
protocol and the |I2RS pl ane.

Requi renent s:
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SEC- ENV- REQ 18: access control should be managed in an aut omated way,
that is granting or revoking an application should
not involve manual configuration over the |I2RS pl ane
(I2RS client, |2RS agent, and application).

Expl anati on:

Ganting or configuring an application with new policy should not
requi re manual configuration of 12RS clients, |2RS agents, or other
appl i cati ons.

SEC- ENV- REQ 19: Access control should be scal abl e when the nunber of
application grows as well as when the nunber of |2RS
client increases.

Expl anati on:
A typical inplenentation of a |ocal 12RS client access control
policies may result in creating manually a system user associated to

each application. Such an approach is likely not to scal e when the
nunber of applications increases or the nunber of

SEC- ENV- REQ 20: Access control should be dynam cally managed and
easi |y updat ed.

Expl anati on:

Al t hough the nunberof I2RS clients is expected to be |ower than the

nunber of application, as |2RS agent provide access to the routing

resource, it is of primary inportance that an access can be granted
or revoke in an efficient way.

SEC- ENV- REQ 21: 12RS clients and | 2RS agents should be uni quely
identified in the network to enable centralized
managenent of the |2RS access control policies.

Expl anati on:

Centralized managenent of the access control policies of an |I2RS

pl ane with network that hosts several |2RS applications, clients and

agents requires that each devices can be identified.

4.2. 12RS Agent Access Control Policies
Overvi ew.

The | 2RS agent access control restricts the routing systemresource
access to authorized identities - possible access policies may be
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4.

2.

none, read or wite. The initiator of an access request to a routing
resource i s always an application. However, it remains chall enging
for the I 2RS agent to establish its access control policies based on
the application that initiates the request.

First, when an I 2RS client acts as a broker, the |I2RS agent may not
be able to authenticate the application. In that sense, the |I2RS
agent relies on the capability of the 12RS client to authenticate the
applications and apply the appropriated |I2RS client access control.

Second, an | 2RS agent may not uniquely identify a piece of software

i npl enmenting an I2RS client. 1In fact, an I 2RS client may be provided
multiple identities which can be associated to different roles or
privileges. The I12RS client is left responsible for using them
appropriately according to the application.

Third, each I2RS client may contact various |2RS agent with different
privil eges and access control policies.

1. |12RS Agent Access Control

This section provides recomrendati ons on the |I2RS agent access
control policies to keep | 2RS access control coherent within the |2RS
pl ane.

Requi renent s:

SEC- ENV- REQ 22: | 2RS agent access control policies should be
primarily based on the |I2RS clients as described in
[ RFC7921] .

SEC- ENV- REQ 23: | 2RS agent access control policies MAY be based on
the application if the application identity has been
aut henticated by the I2RS client and passed via the
secondary identity to the |I2RS agent.

SEC- ENV- REQ 24: The | 2RS agent shoul d know which identity (E.g.
systemuser) perforned the | atest update of the
routing resource. This is true for an identity
i nside and outside the |I2RS plane so the | 2RS agent
can appropriately perform an update according to the
priorities associated to the requesting identity and
the identity that |ast updated the resource.

SEC- ENV- REQ 25: the |I2RS agent should have a "I 2RS agent overwite
Pol i cy" that indicates how identities can be
prioritized. This requirenents is also described in
section 7.6 of [RFC7921]. Simlar requirenments exist
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for conponents within the |I2RS plane, but this is
wi thin the scope of the I2RS protocol security
requirenents

[I-D.ietf-i2rs-protocol -security-requirenents].

Expl anati on:

If the I2RS application is authenticated to the 12RS client, and the
I2RS client is authenticated to the |2RS agent, and the |I2RS client
uses the opaque secondary identifier to pass an authenti cated
identifier to the |12RS agent, this may be used for access control.
However, caution should be taken when using this chain of

aut henti cation since the secondary identifier is intended in the |I2RS
protocol for tracing.

From the environment perspective the |I2RS agent MJST be aware when
the resource has been nodified outside the |I2RS plane by anot her

pl ane (managenent, control, or forwarding). The prioritization
between the different planes should set a determ nistic policy that
allows the collision of two planes (I2RS plane and anot her plane) to
be resol ved via an overwite policy in the |I2RS agent.

Simlar requirenents exist for know edge about identities within the
| 2RS pl ane which nodify things in the routing system but this is
within the scope of the I2RS protocol’s requirenents for epheneral
state [I-D.ietf-i2rs-epheneral -state] and security requirenents
[I-D.ietf-i2rs-protocol -security-requirenents].

4.2. 2. I2RS Cient Access Control Policies
Overvi ew

The 1 2RS client access control policies are responsible for
aut henticating the application managi ng the privileges for the
applications, and enforcing access control to resources by the
appl i cations.

Requi renent s:

REQ 26: |12RS client should authenticate its applications. If the
| 2RS client acts as a broker and supports nultiple
applications, it should authenticate each application.

REQ 27: 12RS client should define access control policies associated
to each applications. An access to a routing resource by an
appl i cation should not be forwarded i medi ately and
transparently by the |I2RS client based on the |I2RS agent
access control policies. The I2RS client should first check
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whet her the application has sufficient privileges, and if so
send an access request to the |I2RS agent.

Expl anati on:

If no authentication nechani sns have bei ng provided between the | 2RS
client and the application, then |I2RS client nust be dedicated to a
single application. By doing so, application authentication relies
on the |12RS aut hentication nechani snms between the I2RS client and the
| 2RS agent .

If an 12RS client has nultiple identities that are associated with
different privileges for accessing an | 2RS agent(s), the |I2RS client
access control policies should specify the I2RS client identity with
t he access control policy.

4.2.3. Application and Access Control Policies
Overvi ew

Applications do not enforce access control policies. Instead these
are enforced by the 12RS clients and the | 2RS agents. This section
provi des recomendati ons for applications in order to ease |2RS
access control by the I12RS client and the |2RS agent.

Requi renent s:

SEC- ENV- REQ 28: applications SHOULD be uniquely identified by their
associated I12RS clients

Expl anati on:

Different application may use different nmethods (or nultiple nethods)
to communicate with its associated |2RS client, and each application
may not use the sane formof an application identifier. However, the
| 2RS client nust obtain an identifier for each application. One
method for this identification can be a system user id.

SEC- ENV- REQ 29: Each application SHOULD be associated to a restricted
nunber of |2RS client

Expl anati on:

The 1 2RS client provides access to resource on its behalf and this
access should only be granted for trusted applications, or
applications with an simlar level of trust. This does not prevent
an |1 2RS client to host a | arge nunber of applications with the sane
| evel s of trust.
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SEC- ENV- REQ 30: An application SHOULD be provided neans and net hods
to contact their associated |I2RS client.

Expl anati on:

It is obvious when an | 2RS client belongs to the application as part
of a nodule or a library that the application can communicate with a
I2RS client. Simlarly, if the application runs into a dedi cated
systemwith a I12RS client, it is obvious which I2RS client the
application should contact. |If the application connects to the |I2RS
client renotely, the application needs sone to be able to retrieve

t he necessary information to contact its associated |I2RS client (e.qg.
an | P address or a FQDN).

5. 12RS Application Isolation

A key aspect of the I12RS architecture is the network oriented
application. As these application are supposed to be i ndependent,
controlled by independent and various tenants. |In addition to

i ndependent | ogic, these applications may be malicious. Then, these
applications introduce also programmability which results in fast
network settings.

The |1 2RS architecture should remain robust to these applications and
make sure an application does not inpact the other applications.
This section discusses both security aspects related to
programmability as well as application isolation in the |I2RS
archi tecture.

5.1. Robustness Toward Programmability
Overvi ew

| 2RS provides a programmatic interface in and out of the Internet
routing system which provides the foll ow ng advantages for security

0 the use of automation reduces configuration errors

o the programmatic interface enables fast network reconfiguration
and agility in adapting to network attacks,

o nonitoring facilities to detect and configuration to mtigate a
net wor k att ack.

Programmabi l ity allows applications to flexible control which may
cause probl ens due to:
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o applications which belong to different tenants with different
obj ecti ves,

o applications which | ack coordination resulting in unstable routing
configurations such as oscillations between network
configurations, and creation of |oops for exanple. For exanple,
one application may nonitor a state and change to positive, and a
second application perforns the reverse operation (turns it
negative). This fluctuation can cause a routing systemto becone
unst abl e.

The | 2RS pl ane requires data and application isolation to prevent
such situations to happen. However, to guarantee the network
stability constant nonitoring and error detection are reconmended to
be activated.

Requi r enent :

SEC- ENV- REQ 31: The | 2RS agents shoul d nonitor constantly parts of
the system for which I2RS clients or applications
have provided requests. It should also be able to
detect 12RS clients or applications that |ead the
routing systemin an unstable state.

Expl anati on:

Monitoring consists at least in |ogging events and eventual |y provide
notifications or alerts to the nanagenent plane in case, sonething
has been detected. The nmanagenent plane is in charge of collecting
the logs, the notifications and eventually to consider the
appropriated actions. A typical action may be the update of |2RS
access control policies for exanple or re-configuring routing

el ement s.

5.2. Application Isolation

5.2.1. DoS
Overvi ew.
Requi rements for robustness to DoS attacks have been addressed in the
communi cation channel section [RFC7921]. This section focuses on
requi renments for application isolation that hel p prevent DoS.

Requi renent s:

SEC-ENV-REQ 32: In order to prevent DoS, it is recommended the |I2RS
agent controls the resources allocated to each |I2RS
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clients. [2RS client that acts as broker may not be
protected as efficiently against these attacks unl ess
t he broker perforns resource controls for the hosted
appl i cati ons.

SEC- ENV- REQ 33: | 2RS agent does not make response redirection
possi bl e unl ess the redirection is previously
val i dated and agreed by the destination.

SEC- ENV- REQ 34: avoid the use of underlying protocols that are not
robust to reflection attacks.

Expl anati on:

The I2RS interface is used by application to interact with the
routing states. As the |I2RS agent is shared between nultiple
applications, one application can prevent an application by
perform ng DoS or DDoS attacks on the |2RS agent or on the network.
DoS attack targeting the |1 2RS agent woul d consist in providing
requests that keep the |I2RS agent busy for a long tinme. These
attacks on the |I2RS agent may involve an application (requesting
through an 12RS Cient) heavy conputation by the |I2RS agent in order
to bl ock operations |ike disk access.

Sonme DoS attacks may attack the I2RS Client’s reception of
notification and nonitoring data stream over the network. O her DoS
attacks may focus on the application directly by performng
reflection attacks. Such an attack could be perforned by first
detecting an application is related to nonitoring the RIB or changi ng
t he RIB.

Ref | ecti on-based DoS nmay be performed at various levels utilizing UDP
at the service to redirect data to a specific repository.

5.2.2. Application Logic Control
Overvi ew
Requi rements for application control have been addressed in the |I2RS
pl ane isolation as well as in the trusted Conmuni cati on Channel
sections. This section exam nes how application | ogic nust be design
to ensure application isolation.
Requi renent s:
SEC- ENV- REQ 35: application logic should remain opaque to external

listeners. application logic may be partly hidden by
encrypting the communi cati on between the |2RS client
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9.

and the | 2RS agent. Additional ways to obfuscate the
conmuni cations may involve sendi ng random nessages of
vari ous sizes. Such strategies have to be bal anced
with network | oad. Note that |2RS client broker are
nmore likely to hide the application | ogic conpared to
| 2RS client associated to a single application.

Expl anati on:

Applications use the I12RS interface in order to update the routing
system These updates nay be driven by behavior on the forwarding

pl ane or any external behaviors. |In this case, correlating
observation to the 12RS traffic may enable to derive the application
logic. Once the application |ogic has been derived, a malicious
application may generate traffic or any event in the network in order
to activate the alternate application.

Security Considerations

The whol e docunent is about security requirenments for the |I2RS
environnment. To protect personal privacy, any identifier (I2RS
application identifier, 12RS client identifier, or |I2RS agent
identifier) should not contain personal identifiable informtion.

| ANA Consi derati ons
No | ANA considerations for this requirenents.
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