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Abstract

Thi s docunent defines a YANG data nodel for capabilities of various
Net work Security Functions (NSFs) in Interface to Network Security
Functions (I2NSF) framework to cetrally manage capabilities of varios
NSFs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 12, 2019.
Copyright Notice

Copyright (c) 2019 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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I ntroducti on

As the industry becomes nore sophisticated and network devices (e.g.,
Internet of Things, Self-driving vehicles, and Vol P/ VOLTE

smart phones), service providers have a | ot of problens nmentioned in

[ RFCB8192]. To resolve these problens, [i2nsf-nsf-cap-in] specifies
the informati on nodel of the capabilities of Network Security

Functi ons ( NSFs).

Thi s docunent provides a data nodel using YANG [ RFC6020] [ RFC7950]
that defines the capabilities of NSFs to centrally manage
capabilities of those security devices. The security devices can
register their own capabilities into Network QOperator Managenent
(Mgnt) System (i.e., Security Controller) with this YANG data nodel
through the registration interface [RFC8329]. Wth the capabilities
of those security devices registered centrally, those security

devi ces can be easily managed [ RFC8329]. This YANG data nodel is
based on the information nodel for |2NSF NSF capabilities
[i2nsf-nsf-cap-in].
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Thi s YANG dat a nodel uses an "Event-Condition-Action"” (ECA) policy
nodel that is used as the basis for the design of |2NSF Policy
described in [RFC8329] and [i2nsf-nsf-cap-im. Rules. The "ietf-

i 2nsf-capability” YANG nodul e defined in this docunment provides the
foll ow ng features:

o Definition for general capabilities of network security functions.

o Definition for event capabilities of generic network security
function.

o Definition for condition capabilities of generic network security
function.

o Definition for condition capabilities of advanced network security
function.

o Definition for action capabilities of generic network security
function.

o Definition for resolution strategy capabilities of generic network
security function.

o Definition for default action capabilities of generic network
security function.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119][ RFC8174] .

3. Term nol ogy

Thi s docunent uses the term nology described in
[12nsf-term nol ogy] [i 2nsf-nsf-cap-imn

[ RFC8431] [ supa-policy-info-nodel]. Especially, the followng terns
are from [ supa-policy-info-nodel]:

o Data Mddel: A data nodel is a representation of concepts of
interest to an environnent in a formthat is dependent on data
repository, data definition | anguage, query | anguage,

i npl enent ati on | anguage, and protocol .

o Information Mddel: An information nodel is a representation of
concepts of interest to an environnent in a formthat is
i ndependent of data repository, data definition | anguage, query
| anguage, inplenentation | anguage, and protocol.

Hares, et al. Expi res Septenber 12, 2019 [ Page 3]



I nternet-Draft | 2NSF Capabi lity YANG Dat a Model March 2019

3.1. Tree D agrans

A sinplified graphical representation of the data nodel is used in
this docunent. The meaning of the synbols in these diagrans
[ RFC8340] is as follows:

o Brackets "[" and "]" enclose |ist keys.

o Abbreviations before data node nanes: "rw' means configuration
(read-wite) and "ro" state data (read-only).

o Synbols after data node nanes: "?" neans an optional node and "*"
denotes a "list" and "leaf-list".

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

4. COverview

This section explains overview how t he YANG data nodel can be used in
| 2NSF franmework described in [RFC8329]. Figure 1 shows capabilities
of NSFs in |I2NSF Framework. As shown in this figure, Devel oper’s
Mgnt System can register NSFs with capabilities that the network
security device can support. To register NSFs in this way, the

Devel oper’s Mgmt Systemutilizes this standardi zed capabilities YANG
data nodel through registration interface. Wth the capabilities of
t hose network security devices registered centrally, those security
devi ces can be easily managed, which can resolve the a | ot of

probl ens described in [RFC8192]. The follow ng shows use cases.

Note [i2nsf-nsf-yang] is used to configure security policy rules of
generic network security functions and [i 2nsf-advanced-nsf-dm is
used to configure security policy rules of advanced network security
functions according to the capabilities of network security devices
regi sted in | 2NSF Franmewor k.
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Consuner - Facing I nterface

| 12NSF User (e.g., Overlay Network Mgnt, Enterprise |
| Network Mynt, another network domain’s ngnt, etc.) |

| 2NSF
R S + Registration +------------- +
| Network Operator Mgmt System | Interface | Devel oper’s |
| (i.e., Security Controller) | < --------- > | Mnt Systeml
. . + R
| New NSF
I E={}
NSF- Faci ng I nterface | C = {IPv4, |Pv6}
| A = {Al ow, Deny}
R +----L ------------ R +
| | | |
oo oo+ oo oo+ oo oo+ e
| NSF-1 | | NSF-m | | NSF-1 | | NSF-n |
S R + S R + S R + R +
NSF- 1 NSF- m NSF- 1 NSF- n
E={} E = {user} E = {dev} E = {tine}
C = {IPv4} C = {I Pv6} C = {IPv4, IPv6} C = {IPv4}
A = {Alow, Deny} A= {Alow, Deny} A= {Alow Deny} A= {Alow Deny}

Devel oper Mgnmt System A Devel oper Mgm System B

0]

Har es,

Figure 1: Capabilities of NSFs in |2NSF Framework

I f network manager wants to apply security policy rules about

bl ocking malicious users, it is a trenmendous burden to apply al

of these rules to NSFs one by one. This problemcan be resol ved
by managi ng the capabilities of NSFs. If network manager wants to
bl ock malicious users with I Pv6, network manager sends the
security policy rules about blocking the users to Network Operator
Mgnt System using | 2NSF user (i.e., a web browser or a software).
When the Network Operator Mgnt System receives the security policy
rules, it automatically sends that security policy rules to
appropriate NSFs (i.e., NSF-min Devel oper Mgnmt System A and NSF-1
i n Devel oper Mgnt System B) which can support the capabilities
(i.e., IPv6). Therefore, |2NSF User need not consider NSFs where
to apply the rules.

If NSFs find the malicious packets, it is a tremendous burden for

networ k manager to apply the rul e about bl ocking the malicious
packets to NSFs one by one. This problemcan be resol ved by
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managi ng the capabilities of NSFs. |f NSFs find the suspicious
packets with I Pv4, they can ask the Network Operator Mnt System
for informati on about the suspicious packets with IPv4. to alter
specific rules and/or configurations. Wen the Network Operator
Mgnt Systemreceives information, it inspects the information
about the suspicious packets with IPv4. |f the suspicious packets
are determned to be malicious packets, the Network Operator Mm
System creates and sends the security policy rul e against
mal i ci ous packets to appropriate NSFs (i.e., NSF-1 in Devel oper
Mgnt System A and NSF-1 and NSF-n in Devel oper Mgm System B)

whi ch can support the capabilities (i.e., IPv4). Therefore, the
new security policy rule against nmalicious packets can be applied
to appropriate NSFs w thout intervention of humans.

5. YANG Tree Di agram

Thi

s section shows an YANG tree diagram of capabilities for network

security functions, as defined in the [i2nsf-nsf-cap-in].

5. 1.

Thi

Capabilities of Network Security Function

s section shows YANG tree diagramfor capabilities of network

security functions.

Har es,
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nodul e: ietf-i2nsf-capability

+--rw nsf
+--rw tinme-capabilities* enuner ati on
+--rw event-capabilities
| +--rw system event-capa* identityref
| +--rw systemal arm capa* identityref

+--rw condition-capabilities
| +--rw generic-nsf-capabilities

| | +--rwipv4-capa* identityref

| | +--rwipv6-capa* identityref

| | +--rwtcp-capa* identityref

| | +--rw udp-capa* identityref

| | +--rwicnp-capa* identityref

| +--rw advanced-nsf-capabilities

| +--rw antivirus-capa* identityref

| +--rw anti ddos- capa* identityref

| +--rw i ps-capa* identityref

| +--rw http-capa* identityref

| +--rw voi p-vol t e-capa* identityref

+--rw action-capabilities

| +--rwingress-action-capa* identityref

| +--rw egress-action-capa* identityref

| +--rw |l og-action-capa* identityref

+--rw resol uti on-strategy-capabilities* identityref
+--rw defaul t-action-capabilities* identityref

Figure 2: YANG Tree Diagram for Capabilities of Network Security
Functi ons

This YANG tree diagram shows capabilities of network security
functions.

The NSF includes NSF capabilities. The NSF capabilities include tine
capabilities, event capabilities, condition capabilities, action
capabilities, resolution strategy capabilities, and default action
capabilities.

Time capabilities are used to specify capabilities when to execute
the I 2NSF policy rule. The tine capabilities are defined as absol ute
time and periodic tine.

Event capabilities are used to specify capabilities howto trigger

t he eval uation of the condition clause of the |I2NSF Policy Rule. The
event capabilities are defined as systemevent and systemalarm The
event capability can be extended according to specific vendor
condition features. The event capability is described in detail in
[1 2nsf-nsf-cap-iny.
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6.

Condition capabilities are used to specify capabilities of a set of
attributes, features, and/or values that are to be conpared with a
set of known attributes, features, and/or values in order to
determ ne whether or not the set of actions in that (inperative)

| 2NSF policy rule can be executed or not. The condition capability
is classified as condition capabilities of generic network security
functions and advanced network security functions. The condition
capabilities of generic network security functions are defined as

| Pv4 capability, 1Pv6 capability, tcp capability, udp capability, and
icnp capability. The condition capabilities of advanced network
security functions are defined as antivirus capability, antiddos
capability, ips capability, http capability, and Vol P/ VOLTE
capability. The condition capability can be extended according to
specific vendor condition features. The condition capability is
described in detail in [i2nsf-nsf-cap-im.

Action capabilities is used to specify capabilities how to control
and nonitor aspects of flow based NSFs when the event and condition
cl auses are satisfied. The action capabilities are defined as

i ngress action capability, egress action capability, and | og action
capability. The action capability can be extended according to
speci fic vendor action features. The action capability is described
in detail in [i2nsf-nsf-cap-inm.

Resol ution strategy capabilities are used to specify capabilities how
to resolve conflicts that occur between the actions of the sanme or
different policy rules that are matched and contained in this
particular NSF. The resolution strategy capabilities are defined as
First Matching Rule (FMR), Last Matching Rule (LMR), Prioritized
Matching Rule (PMR) with Errors (PMRE), and Prioritized Matching Rule
with No Errors (PVRN). The resolution strategy capability can be

ext ended according to specific vendor action features. The
resolution strategy capability is described in detail in

[ 2nsf-nsf-cap-iny.

Default action capabilities are used to specify capabilities howto
execute | 2NSF policy rule when no rule matches a packet. The default
action capabilities are defined as pass, drop, reject, alert, and
mrror. The default action capability can be extended according to
specific vendor action features. The default action capability is
described in detail in [i2nsf-nsf-cap-im.

YANG Dat a Mbdul es
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6.1. [|2NSF Capability YANG Data Mdul e

This section introduces an YANG data nodul e for capabilities of
network security functions, as defined in the [i2nsf-nsf-cap-in].

<CODE BEA NS> file "ietf-i2nsf-capability@019-03-11. yang"

nodul e ietf-i2nsf-capability {
yang-version 1.1;
nanespace
"urn:ietf:parans: xn:ns:yang:ietf-i2nsf-capability";
prefix
i1 capa;

or gani zati on
"I ETF 12NSF (Interface to Network Security Functions)
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/wy/i2nsf>
WG List: <mailto:i2nsf@etf.org>

WG Chair: Adrian Farrel
<mai | t o: Adr ai n@I| ddog. co. uk>

WG Chair: Linda Dunbar
<mai | t o: Li nda. duhbar @uawei . con»

Edi tor: Susan Har es
<mai | t 0: shares@dzh. cont

Edi t or: Jaehoon Paul Jeong
<mai | t 0: paul j eong@kku. edu>

Editor: Jinyong TimKim
<mai | to: tinki m@kku. edu>";

descri ption
"This nmodul e describes a capability nodel
for | 2NSF devi ces.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

W t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
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set forth in Section 4.c of the |IETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8341; see
the RFC itself for full legal notices.";

revision "2019-03-11"{
description "lInitial revision.";
ref erence
"RFC XXXX: | 2NSF Capability YANG Data Model "

}

/*
* |dentities
*

identity event {
descri ption
"Base identity for event of policy.";
reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- Event";

}

identity systemevent-capa {
base event;
descri ption
“ldentity for systemevent",;
reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt;

}
identity systemal arm capa {
base event;
descri ption
“"ldentity for systemal arni;
reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnf;
}

identity access-violation {
base system event-capa;
descri ption
“ldentity for access violation
anong system events";
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reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System event",;

}

identity configuration-change {

base system event-capa;

descri ption
"Identity for configuration change
anong system events",;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System event",;

}

identity nenory-al arm {

base system al ar m capa;

descri ption
“"ldentity for nmenory al arm
anong system al arns”;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnf;

}

identity cpu-alarm {

base system al arm capa;

descri ption
“ldentity for cpu al arm
anong system al arns"”;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt';

}

identity disk-alarm/{
base system al ar m capa;
descri ption
“ldentity for disk alarm
anong system al arns”;
reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt;

}

identity hardware-al arm {
base system al ar m capa;
descri ption
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“ldentity for hardware al arm
anong system al arns”;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnf;

}

identity interface-alarm{

base system al arm capa;

descri ption
“"lIdentity for interface al arm
anong system al arns"”;

reference
"draft-hong-i2nsf-nsf-nonitoring-data-nodel -06
- System al arnt';

}

identity condition {
descri ption
"Base identity for conditions of policy";

}

identity ipvé4-capa {
base condition;
descri ption
“lIdentity for capabilities of IPv4 condition";
ref erence
"RFC 791: Internet Protocol™

}

identity exact-ipv4-header-|length {
base i pv4-capa;
descri ption
“ldentity for exact header |ength capability
of IPv4 condition";
ref erence
"RFC 791: Internet Protocol - Header Length";

}

identity range-ipv4-header-1length {
base i pv4-capa;
descri ption
“ldentity for range header |ength capability
of 1 Pv4 condition";
reference
"RFC 791: Internet Protocol - Header Length";
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identity ipv4-tos {
base i pv4- capa;
descri ption
“lIdentity for type of service capability
of I'Pv4 condition";
reference
"RFC 791: Internet Protocol - Type of Service";

}

identity exact-ipv4-total-length {
base i pv4-capa;
descri ption
"lIdentity for exact total length capability
of 1 Pv4 condition";
reference
"RFC 791: Internet Protocol - Total Length";

}

identity range-ipv4-total-length {
base i pv4- capa;
descri ption
“lIdentity for range total length capability
of I'Pv4 condition";
ref erence
"RFC 791: Internet Protocol - Total Length";

}

identity ipvéd-id {
base i pv4-capa;
descri ption
"ldentity for identification capability
of 1 Pv4 condition";
ref erence
"RFC 791: Internet Protocol - ldentification"

}

identity ipva4-fragnent-flags {
base i pv4-capa;
descri ption
“ldentity for fragnment flags capability
of IPv4 condition";
ref erence
"RFC 791: Internet Protocol - Fragnentation Flags";

}

identity exact-ipv4-fragnent-offset {
base i pv4-capa;
descri ption
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"ldentity for exact fragment offset capability
of 1 Pv4 condition";
reference
"RFC 791: Internet Protocol - Fragnentation Ofset";

}

identity range-ipv4-fragment-offset {
base i pv4- capa;
descri ption
"Identity for range fragnment offset capability
of I'Pv4 condition";
reference
"RFC 791: Internet Protocol - Fragnentation Ofset";

}

identity exact-ipv4-ttl {
base i pv4-capa;
descri ption
“"ldentity for exact time to live capability
of 1 Pv4 condition";
reference
"RFC 791: Internet Protocol - Tinme To Live (TTL)";

}

identity range-ipvé4-ttl {
base i pv4-capa;
descri ption
“lIdentity for range tinme to live capability
of I'Pv4 condition";
ref erence
"RFC 791: Internet Protocol - Tine To Live (TTL)";

}

identity ipv4-protocol {
base i pv4-capa;
descri ption
“ldentity for protocol capability
of 1 Pv4 condition";
reference
"RFC 790: Assigned nunbers - Assigned I|nternet
Pr ot ocol Nunber
RFC 791: Internet Protocol - Protocol"

}

identity exact-ipv4-address {
base i pv4- capa;
description
"ldentity for exact address capability
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of I Pv4 condition";
ref erence
"RFC 791: Internet Protocol - Address";

}

identity range-ipv4-address {
base i pv4- capa;
descri ption
"lIdentity for range-address capability
of I Pv4 condition";
reference
"RFC 791: Internet Protocol - Address”;

}

identity ipv4d-ipopts {
base i pv4- capa;
description
"ldentity for option capability
of 1 Pv4 condition";
ref erence
"RFC 791: Internet Protocol - Options";

}

identity ipv4d-saneip {
base i pv4- capa;
descri ption
“ldentity for sanelP capability
of 1 Pv4 condition";

}

identity ipv4-geoip {
base i pv4-capa;
descri ption
"Identity for geography capability
of IPv4 condition";
}

identity ipv6-capa {
base condition;
descri ption
“ldentity for capabilities of IPv6 condition";
reference
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Speci fication”;

}

identity ipve-traffic-class {
base i pv6-capa;
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descri ption
"Identity for traffic class capability
of I'Pv6 condition";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Traffic O ass";

}

identity exact-ipv6e-flowlabel {

base i pv6-capa;

description
"ldentity for exact flow | abel capability
of IPv6 condition";

ref erence
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Speci fication - Flow Label"

}

identity range-ipv6-flowlabel ({

base i pv6-capa;

descri ption
“Identity for range flow | abel capability
of I'Pv6 condition";

ref erence
"RFC 2460: Internet Protocol, Version 6 (IlPv6)
Specification - Flow Label";

}

identity exact-ipv6-payl oad-1ength {
base i pv6-capa,;
descri ption
"ldentity for exact payload |length capability
of I Pv6 condition";
ref erence
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Payl oad Length";
}

identity range-ipv6-payl oad-1ength {

base i pv6- capa;

description
"ldentity for range payload | ength capability
of IPv6 condition";

ref erence
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Speci fication - Payl oad Length";

Hares, et al. Expi res Septenber 12, 2019 [ Page 16]



I nternet-Draft | 2NSF Capabi lity YANG Dat a Model March 2019

identity ipv6-next-header ({

base i pv6-capa;

descri ption
“ldentity for next header capability
of I Pv6 condition";

reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Next Header";

}

identity exact-ipv6-hop-limt {
base i pv6-capa,;
descri ption
"ldentity for exact hop limt capability
of I'Pv6 condition";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Hop Limt";
}

identity range-ipv6-hop-limt {
base i pv6- capa;
description
"ldentity for range hop limt capability
of IPv6 condition";
ref erence
"RFC 2460: Internet Protocol, Version 6 (I|Pv6)
Specification - Hop Limt";
}

identity exact-ipv6-address {

base i pv6-capa;

descri ption
“"Identity for exact address capability
of 1 Pv6 condition";

reference
"RFC 2460: Internet Protocol, Version 6 (lPv6)
Specification - Address”;

identity range-ipv6-address {

base i pv6-capa,;

descri ption
"ldentity for range address capability
of I'Pv6 condition";

reference
"RFC 2460: Internet Protocol, Version 6 (IPv6)
Specification - Address";
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}

identity tcp-capa {
base condition;
description
"ldentity for capabilities of tcp condition";
ref erence
"RFC 793: Transm ssion Control Protocol™

}

identity exact-tcp-port-num{
base tcp-capa;
descri ption
"ldentity for exact port nunber capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Port Nunber";

}

identity range-tcp-port-num {
base tcp-capa;
descri ption
“lIdentity for range port nunber capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Port Nunber";

}

identity exact-tcp-seqg-num {
base tcp-capa;
descri ption
"ldentity for exact sequence nunber capability
of tcp condition";
ref erence
"RFC 793: Transm ssion Control Protocol - Sequence Nunber";

}

identity range-tcp-seq-num {
base tcp-capa;
descri ption
“ldentity for range sequence nunber capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Sequence Number";

}

identity exact-tcp-ack-num {
base tcp-capa;
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descri ption
"ldentity for exact acknow edgenment nunber capability
of tcp condition";
ref erence
"RFC 793: Transm ssion Control Protocol - Acknow edgenent Nunber";

}

identity range-tcp-ack-num {
base tcp-capa;
descri ption
"ldentity for range acknow edgenent nunber capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Acknow edgenent Nunber";

}

identity exact-tcp-w ndow size {
base tcp-capa;
descri ption
"ldentity for exact w ndow size capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Wndow Size";

}

identity range-tcp-w ndow si ze {
base tcp-capa;
descri ption
“lIdentity for range w ndow size capability
of tcp condition";
reference
"RFC 793: Transm ssion Control Protocol - Wndow Size";

}

identity tcp-flags {
base tcp-capa;
descri ption
“ldentity for flags capability
of tcp condition";
ref erence
"RFC 793: Transm ssion Control Protocol - Flags";

}

identity udp-capa {
base conditi on;
descri ption
"ldentity for capabilities of udp condition";
reference
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"RFC 768: User Datagram Protocol”
}

identity exact-udp-port-num {
base udp-capa;
descri ption
"ldentity for exact port nunber capability
of udp condition";
reference
"RFC 768: User Datagram Protocol - Port Number";

}

identity range-udp-port-num {
base udp-capa;
descri ption
“lIdentity for range port nunber capability
of udp condition";
ref erence
"RFC 768: User Datagram Protocol - Port Nunber";

}

identity exact-udp-total-length {
base udp-capa;
descri ption
"lIdentity for exact total-length capability
of udp condition";
reference
"RFC 768: User Datagram Protocol - Total Length";

}

identity range-udp-total-length {
base udp-capa;
descri ption
“Identity for range total-length capability
of udp condition";
ref erence
"RFC 768: User Datagram Protocol - Total Length";

}

identity icnp-capa {
base conditi on;
descri ption
"lIdentity for capabilities of icnp condition";
reference
"RFC 792: Internet Control Message Protocol”

}
identity icnp-type {
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base i cnp-capa;
descri ption
“lIdentity for icnp type capability
of icnp condition";
reference
"RFC 792: Internet Control Message Protocol”
}

identity http-capa {
base condition;
description
"ldentity for capabilities of http condition";
}

identity uri {
base htt p-capa;
description
"ldentity for uri capabilities of
http condition";
}

identity url {
base http-capa;
descri ption
“"ldentity for url capabilities of
http condition";
}

identity | og-action-capa {
descri ption
"ldentity for capabilities of |log action";
}

identity rule-log {
base | 0g-action-capa;
descri ption
“ldentity for rule log capability
of log action";

}

identity session-1og {
base | 0g-action-capa,;
descri ption
“ldentity for session |og capability
of log action”;

}

identity ingress-action-capa {

Hares, et al. Expi res Septenber 12, 2019 [ Page 21]



I nternet-Draft | 2NSF Capabi lity YANG Dat a Model March 2019

descri ption
“ldentity for capabilities of ingress action";
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Action";
}

identity egress-action-capa {
descri ption
"Base identity for egress action”

}

identity default-action-capa {
descri ption
"ldentity for capabilities of default action";
ref erence
"draft-ietf-i2nsf-capability-04: |Information Model
of NSFs Capabilities - Default action”

}

identity pass {

base i ngress-action-capa;

base egress-action-capa;

base default-action-capa;

descri ption
"ldentity for pass";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity drop {

base i ngress-action-capa;

base egress-action-capa;

base defaul t-action-capa;

descri ption
"ldentity for drop";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity reject {
base i ngress-action-capa;
base egress-action-capa,;
base default-action-capa;
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descri ption
"ldentity for reject”;
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Actions and
default action";

}

identity alert {

base i ngress-action-capa;

base egress-action-capa;

base default-action-capa;

descri ption
“"ldentity for alert”;

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity mrror {

base i ngress-action-capa;

base egress-action-capa;

base default-action-capa;

descri ption
"ldentity for mrror";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Actions and
default action”;

}

identity invoke-signaling {
base egress-action-capa;
description
"lIdentity for invoke signaling”;
}

identity tunnel -encapsul ation {
base egress-acti on-capa;
description
"lIdentity for tunnel encapsulation”;
}

identity forwarding {
base egress-acti on-capa;
description
"ldentity for forwarding”;
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}

identity redirection {
base egress-acti on-capa;
description
"ldentity for redirection”;
}

identity resolution-strategy-capa {
descri ption
"Base identity for resolution strategy";
ref erence
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity fnr {
base resol ution-strategy-capa,;
descri ption
"ldentity for First Matching Rule (FMR)";
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity Im {
base resol ution-strategy-capa;
descri ption
“ldentity for Last Matching Rule (LMR)";
ref erence
"draft-ietf-i2nsf-capability-04: |Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity pnr {
base resol ution-strategy-capa,;
descri ption
“"ldentity for Prioritized Matching Rule (PMR)";
reference
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Resolution Strategy";

}

identity pmre {
base resol ution-strategy-capa;
descri ption
“ldentity for Prioritized Matching Rule
with Errors (PMRE)"
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reference
"draft-ietf-i2nsf-capability-04: |Information Model
of NSFs Capabilities - Resolution Strategy";

}

identity pmrn {

base resol ution-strategy-capa;

descri ption
“ldentity for Prioritized Matching Rul e
with No Errors (PVRN)";

reference
"draft-ietf-i2nsf-capability-04: Information Mdel

of NSFs Capabilities - Resolution Strategy";

}

i dentity advanced- nsf-capa {
description
"Base identity for advanced
network security function capabilities";
ref erence
"RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Model s
draft-dong-i2nsf-asf-config-01. Configuration of
Advanced Security Functions with | 2NSF Security
Controller"”;

}

identity antivirus-capa {
base advanced- nsf - capa;
descri ption
"ldentity for antivirus capabilities";
ref erence
"RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Model s
draft-dong-i2nsf-asf-config-01. Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antivirus";

}

identity antiddos-capa {
base advanced- nsf - capa;
descri ption
"ldentity for antiddos capabilities”;
ref erence
"RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Model s
draft-dong-i2nsf-asf-config-01. Configuration of
Advanced Security Functions with | 2NSF Security
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Controller - Antiddos";
}

identity ips-capa {
base advanced- nsf - capa;
descri ption
“"ldentity for IPS capabilities";
reference
"RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Model s
draft-dong-i2nsf-asf-config-01. Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Intrusion Prevention Systeni;

}

identity voip-volte-capa {
base advanced- nsf - capa;
descri ption
"ldentity for Vol P/ VOLTE capabilities"”;
ref erence
"RFC 3261: SIP: Session Initiation Protocol
RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Mbddel s
draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller"”;

}

identity detect {

base anti virus-capa;

descri ption
"ldentity for detect capabilities
of antivirus";

reference
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antivirus";

}

identity exception-application {

base anti virus-capa;

descri ption
"ldentity for exception application capabilities
of antivirus";

reference
"draft-dong-i2nsf-asf-config-01:. Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antivirus";
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}

identity exception-signature {

base anti virus-capa;

description
"ldentity for exception signature capabilities
of antivirus";

ref erence
"draft-dong-i2nsf-asf-config-01:. Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antivirus";

}

identity whitelists {

base anti virus-capa;

descri ption
"ldentity for whitelists capabilities
of antivirus";

reference
“draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antivirus";

}

identity syn-flood-action {
base anti ddos-capa;
descri ption
“Identity for syn flood action capabilities
of antiddos";
ref erence
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity udp-flood-action {

base anti ddos-capa;

descri ption
“lIdentity for udp flood action capabilities
of antiddos"”;

reference
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity http-flood-action {
base anti ddos-capa;
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descri ption
"ldentity for http flood action capabilities
of antiddos";

reference
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity https-flood-action {

base anti ddos-capa;

descri ption
"ldentity for https flood action capabilities
of antiddos"”;

reference
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity dns-request-flood-action {

base anti ddos-capa;

description
"ldentity for dns request flood action capabilities
of antiddos";

ref erence
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity dns-reply-flood-action {

base anti ddos-capa;

descri ption
"ldentity for dns reply flood action capabilities
of antiddos";

reference
“draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity icnp-flood-action {
base anti ddos-capa;
descri ption
“lIdentity for icnp flood action capabilities
of antiddos";
reference
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"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity sip-flood-action {

base anti ddos-capa;

descri ption
“Identity for sip flood action capabilities
of antiddos"”;

reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity detect-node {

base anti ddos-capa;

descri ption
"ldentity for detect node capabilities
of anti ddos"”;

ref erence
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity baseline-learn {

base anti ddos-capa;

descri ption
"ldentity for baseline learn capabilities
of antiddos"”;

reference
"draft-dong-i2nsf-asf-config-01:. Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Antiddos";

}

identity signature-set {

base i ps-capa;

description
"ldentity for signature set capabilities
of | PS";

ref erence
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Intrusion Prevention Systent;
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identity ips-exception-signature {

base i ps-capa;

descri ption
"Identity for ips exception signature capabilities
of I PS";

reference
"draft-dong-i2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller - Intrusion Prevention Systeni;

}

identity voice-id {
base voi p-vol t e-capa;
descri ption
“ldentity for voice-id capabilities
of Vol P/ VoLTE";
reference
"RFC 3261: SIP: Session Initiation Protocol";

}

identity user-agent {
base voi p-vol t e-capa;
description
"ldentity for user agent capabilities
of Vol P/ VoLTE";
reference
"RFC 3261: SIP: Session Initiation Protocol";

}

/*
* @& ouping
*/

groupi ng nsf-capabilities {

description
"Capabilities of network security funtion";

reference
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Capability Information Mddel Design"

leaf-list tine-capabilities {
type enuneration {
enum absol ute-tine {
descri ption
"Capabilities of absolute tine.
If network security function has the absolute tine
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capability, the network security function
supports rule execution according to absolute tine.";
}
enum periodic-tinme {
description
"Capabilities of periodic tine.
If network security function has the periodic tine
capability, the network security function
supports rule execution according to periodic tine.";

}
}

descri ption
"This is capabilities for tinme";
}

cont ai ner event-capabilities {
description
"Capabilities of events.
If network security function has
t he event capabilities, the network security functions
supports rule execution according to system event
and systemalarm?";

ref erence
"RFC 8329: Franmework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure
draft-ietf-i2nsf-capability-04: Information Model
of NSFs Capabilities - Design Principles and ECA
Pol i cy Mbdel Overview
draft-hong-i 2nsf-nsf-nonitoring-data-nodel -06: A YANG
Data Model for Monitoring | 2NSF Network Security
Functions - System Al arm and System Events";

| eaf-1i st systemevent-capa {
type identityref {
base system event - capa;
}

descri ption
"Capabilities for a systemevent”;
}

| eaf -1ist systemal arm capa {
type identityref {
base system al ar m capa;
}

descri ption
"Capabilities for a system al arnf;
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}

cont ai ner condition-capabilities {
descri ption
"Capabilities of conditions.";

cont ai ner generic-nsf-capabilities {
descri ption
"Capabilities of conditions.
If a network security function has

March 2019

the condition capabilities, the network security function

supports rul e execution according to conditions of

| Pv6, foruth |ayer, ICWP, and payl oad."
reference

| Pv4,

"RFC 791: Internet Protocol
RFC 792: Internet Control Message Protocol
RFC 793: Transm ssion Control Protocol
RFC 2460: Internet Protocol, Version 6 (1Pv6)
Specification - Next Header
RFC 8329: Franework for Interface to Network Security
Functions - |2NSF Fl ow Security Policy Structure

draft-ietf-i2nsf-capability-04: Information Model

of NSFs Capabilities - Design Principles and ECA Policy

Mbdel Overvi ew'

| eaf-1ist ipv4-capa {
type identityref {
base i pv4-capa;
}
descri ption
"Capabilities for an | Pv4 packet";
ref erence
"RFC 791: Internet Protocol™

}

| eaf -1ist ipv6-capa {
type identityref {
base i pv6-capa;
}
descri ption
"Capabilities for an | Pv6 packet";
reference

"RFC 2460: Internet Protocol, Version 6 (IPv6)

Specification - Next Header";
}

| eaf -1ist tcp-capa {
type identityref {
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base tcp-capa;
}
descri ption
"Capabilities for a tcp packet”;
ref erence
"RFC 793: Transm ssion Control Protocol"

}

| eaf-1ist udp-capa {
type identityref {
base udp-capa;
}
descri ption
"Capabilities for an udp packet";
ref erence
"RFC 768: User Datagram Protocol”

}

| eaf-1ist icnp-capa {
type identityref {
base i cnp-capa;
}
descri ption
"Capabilities for an | CWP packet";
reference
"RFC 2460: Internet Protocol, Version 6 (IPv6) ";

}
}

cont ai ner advanced-nsf-capabilities {

descri ption
"Capabilities of advanced network security functions,
such as anti virus, anti DDoS, IPS, and Vol P/ VOLTE. ";

ref erence
"RFC 8329: Franework for Interface to Network Security
Functions - Differences from ACL Data Mbddel s
draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller";

| eaf -1ist antivirus-capa {
type identityref {
base anti virus-capa,;
}
descri ption
"Capabilities for an antivirus";
reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
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Har es,

Advanced Security Functions with | 2NSF Security
Controller";

}

| eaf -1i st antiddos-capa {
type identityref {
base anti ddos-capa;
}

descri ption
"Capabilities for an anti ddos";

reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller"”;

}

| eaf -1ist ips-capa {
type identityref {
base i ps-capa;
}

descri ption
"Capabilities for an ips";

reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller"”;

}

| eaf -1ist http-capa {
type identityref {
base htt p-capa;
}

descri ption
"Capabilities for a http";

reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
Advanced Security Functions with | 2NSF Security
Controller"”;

}

| eaf -1ist voip-volte-capa {
type identityref {
base voi p-vol t e-capa;
}

descri ption
"Capabilities for a voip and volte";
reference
"draft-dong-i 2nsf-asf-config-01: Configuration of
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Advanced Security Functions with | 2NSF Security
Controller";

}
}
}

contai ner action-capabilities {
descri ption
"Capabilities of actions.
If network security function has
the action capabilities, the network security function
supports rul e execution according to actions.";

| eaf-1ist ingress-action-capa {
type identityref {
base i ngress-action-capa;
}

description
"Capabilities for an action";
}

| eaf-1i st egress-action-capa {
type identityref {
base egress-action-capa;
}

descri ption
"Capabilities for an egress action”
}

| eaf -1ist |og-action-capa {
type identityref {
base | og-acti on-capa;
}

descri ption
"Capabilities for a | og action”;
}

}

| eaf-1ist resolution-strategy-capabilities {
type identityref {
base resol ution-strategy-capa;
}

descri ption
“"Capabilities for a resolution strategy.
The resolution strategies can be used to
specify how to resolve conflicts that occur between
the actions of the sane or different policy rules that
are matched and contained in this particular NSF";

ref erence
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"draft-ietf-i2nsf-capability-04: |Information Model
of NSFs Capabilities - Resolution strategy";

}

| eaf -1ist default-action-capabilities {
type identityref {
base default-action-capa;
}
descri ption
"Capabilities for a default action.
A default action is used to execute |2NSF policy rule
when no rul e matches a packet. The default action is
defined as pass, drop, reject, alert, and mrror."
ref erence
"draft-ietf-i2nsf-capability-04: Information Mdel
of NSFs Capabilities - Default action”

/*
* Dat a nodes
*/

cont ai ner nsf {
descri ption
"The |ist of capabilities of
network security function”
uses nsf-capabilities;

}
}

<CODE ENDS>
Figure 3. YANG Data Modul e of |2NSF Capability
7. |1 ANA Consi derations

Thi s docunment requests IANA to register the following URI in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:paranms:xm:ns:yang:ietf-i2nsf-capability
Regi strant Contact: The | ESG

XM.: N A; the requested URI is an XM. namespace.
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8.

9.

9.

Thi s docunment requests IANA to register the follow ng YANG nodul e in
t he "YANG Mbdul e Nanes" registry [ RFC7950].

name: ietf-i2nsf-capability
namespace: urn:ietf:paranms: xm:ns:yang:ietf-i2nsf-capability
prefix: iicapa
reference: RFC XXXX
Security Considerations

The YANG nodul e specified in this docunent defines a data schema
designed to be accessed through network managenent protocols such as
NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer is
the secure transport layer, and the required transport secure
transport is Secure Shell (SSH) [RFC6242]. The |owest RESTCONF | ayer
is HTTPS, and the required transport secure transport is TLS

[ RFC8446] .

The NETCONF access control nodel [RFC8341] provides a neans of
restricting access to specific NETCONF or RESTCONF users to a
preconfi gured subset of all available NETCONF or RESTCONF pr ot ocol
operations and content.
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Appendi x A. Changes fromdraft-ietf-i2nsf-capability-data-nodel-02

The foll ow ng changes are made fromdraft-ietf-i2nsf-capability-data-
nodel - 03:

o0 W revised this YANG data nodul e according to guidelines for
aut hors and reviewers of YANG data nodel docunents [ RFC6087].

o W changed the structure of the overall YANG data nodul e.

o W changed enuneration type to identity type for scal able
conponent s.

o W added a description for the YANG tree di agram of the YANG data
nodul e.

o W revised overall sentences of this YANG data nodel docunent.

o W added configuration exanples to nake it easier for reviewers to
under st and.
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