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Abstract

Thi s docunent describes the DHCP option to allow i SNS clients
devices using DHCP to automatically discover the |ocation of the

i SNS server. i SNS provides discovery and nmanagenent capabilities for
i SCSI and Fi bre Channel (FCP) storage devices in an enterprise-scale
| P storage network. i SNS provides intelligent storage managenent
servi ces conparable to those found in Fi bre Channel networks,
allowing a coomodity IP network to function in a simlar capacity as
a storage area network.

Conventions used in this document

i SNS refers to the franework consisting of the storage network nodel
and associ at ed servi ces.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in
this docunent are to be interpreted as described in [RFC2119].

All frame formats are in big endian network byte order. RESERVED
fields SHOULD be set to zero.

Thi s docunent uses the follow ng terns:

"ISNS Client" - iSNS clients are processes resident in i SCSI and
i FCP devices that initiate transactions with the i SNS server using
the i SNS Prot ocol

"I SNS Server" - The i SNS server responds to i SNS protocol query and
regi stration nessages, and initiates asynchronous notification
nmessages. The i SNS server stores information registered by i SNS
clients.

"I SCSI (Internet SCSI)" - i1iSCSI is an encapsulation of SCSI for a
new generation of storage devices interconnected with TCP/IP

"I FCP (Internet Fibre Channel Protocol)"” - iFCP is a gateway-to-
gat eway protocol designed to interconnect existing Fibre Channel
devices using TCP/IP. 1FCP maps the Fibre Channel transport and
fabric services to TCP/IP

1. | nt roducti on

The Dynam ¢ Host Configuration Protocol provides a framework for
passi ng configuration information to hosts. Its useful ness extends
to hosts and devices using the i SCSI and i FCP protocols to connect
to block | evel storage assets over a TCP/I P networKk.

The i SNS Prot ocol provides a franework for automated discovery,
managenent, and configuration of i SCSI and i FCP devices on a TCP/IP
network. It provides functionality simlar to that found on Fibre
Channel networks, except that i SNS works within the context of an IP
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network. i SNS thereby provides the requisite storage intelligence
to I P networks that are standard on existing Fibre Channel networKks.

Exi sting DHCP option nunbers are not plausible due to the follow ng
reasons:

a) I SNS functionality is distinctly different from other protocols
usi ng existing DHCP option nunbers. Specifically, i1SNS provides
a significant superset of capabilities conpared to typical nane
resolution protocols such as DNS. It is designed to support
client devices that allow thensel ves to be configured and
managed froma central i SNS server

b) I SNS requires a DHCP option format that provides nore than the
| ocation of the i SNS server. The DHCP option nunber needs to
specify the subset of i SNS services that will be actively used
by the 1 SNS client.

The DHCP option nunmber for iSNS is used by i SCSI and i FCP devices to
di scover the location and role of the i SNS server. The DHCP option
nunber assigned for i SNS by | ANA i s <<TBD>>.

2. i SNS Option for DHCP

This option specifies the |ocation of the primary and backup i SNS
servers and the i SNS services available to an i SNS client.
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Figure 1 -- 1 SNS Server QOption

The i SNS Option specifies a list of |IP addresses used by i SNS
servers. The option contains the foll ow ng paraneters:

Length: the nunber of bytes that follow the Length field. The
m ni mum val ue for the Length field is 6 in order to account
for the i SNS Functions, Discovery Donain Access, and
Adm nistrative Flags fields.
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i SNS Functions: A bitmapped field defining the functions supported
by the i SNS servers. The format of this field is described
in section 2. 1.

Di scovery Domain Access: A bit field indicating the types of i SNS
clients that are allowed to nodify Di scovery Domains. The
field contents are described in section 2.2.

Adm ni strative Flags field: Contains the adm nistrative settings for
the i SNS servers discovered through the DHCP query. The
contents of this field are described in section 2.3.

al...a4: Depending on the setting of the Heartbeat bit in the
Adm ni strative Flags field (see section 2.3), this field
contains either the I P address from which the i SNS heart beat
originates (see [ISNS]) or the I P address of the primary
i SNS server.

bl...b4: Depending on the setting of Heartbeat bit in the
Adm ni strative Flags field (see section 2.3), this field
contains either the IP address of the primary i SNS server or
a secondary i SNS server.

Addi ti onal Secondary i SNS Servers: Each set of four octets specifies
the I P address of a secondary i SNS server.

2.1 i SNS Functions Field

The i SNS Functions Field defines the i SNS server's operational role
(i.e., howthe i SNS server is to be used). The iSNS server's role
can be as basic as providing sinple discovery information, or as
significant as providing | KE/ I PSec security policies and
certificates for the use of iSCSI and i FCP devices. The format of
the i SNS Role bit field is shown in Figure 2:

1 2 3
6 789012345678901
e e i S i
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Figure 2 -- 1 SNS Functions
Bit field Si gni ficance
31 Function Fi el ds Enabl ed
30 DD- Based Aut hori zation
29 Security policy distribution
28 - 24 Reser ved
23 - 16 Vendor - speci fic
Enabl ed: This bit specifies the validity of the
remai ni ng 1 SNS Function fields. If set to
one, then the contents of all other iSNS
Function fields are valid. |If set to zero,
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then the contents of all other i SNS
Function fields MJST be ignored.

DD- based I ndi cat es whet her or not devices in a

Aut hori zati on: common Di scovery Domain (DD) are inplicitly
aut hori zed to access one anot her. Although
Di scovery Donmains control the scope of
devi ce discovery, they do not necessarily
i ndi cate whether or not a domain nenber is
aut hori zed to access di scovered devi ces.
If this bit is set to one, then devices in
a common Di scovery Domain are autonatically
al | owned access to each other (if
successfully authenticated). |If this bit
Is set to zero, then access authorization
is not inplied by domai n nenbership and
must be explicitly perfornmed by each
device. In either case, devices not in a
comon di scovery donain are not allowed to
access each ot her.

Security: I ndi cates whether the iSNS client is to
downl oad and use the security policy
configuration stored in the i SNS server.

If set to one, then the policy is stored in
the i SNS server and nust be used by the

i SNS client for its own security policy.

If set to zero, then the i SNS client nust
obtain its security policy configuration by
ot her neans.

Vendor - These bits are used to indicate the vendor-
Speci fi c: specific capabilities supported by the
i ndi cated i SNS server.

2.2 Di scovery Donmai n Access Field
The format of the DD Access bit field is shown in Figure 3:

0 1 2 3 4 5 6 7
T T e
| R| R if] tf|] is|] ts|] C| E |
e T e e S

Figure 3 -- Discovery Donmai n Access
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Bit field Significance

7 Enabl ed

6 Control Node

5 I SCSI Tar get

4 I SCSI I nitiator

3 I FCP Target Port

2 I FCP Initiator Port
1 RESERVED

0 RESERVED

Enabl ed: This bit specifies the validity of the
remai ni ng DD Access bit fields. If this
bit is set to one, then the contents of
the remai nder of the DD Access field are
valid. If this bit is set to zero, then
the contents of the remainder of this
field MUST be ignored.

Control Node: Speci fies whether the i SNS server all ows
Di scovery Donmains to be added, nodified
or del eted by neans of Control Nodes. |If
set to one, then Control Nodes are
allowed to nodify the Discovery Donain
configuration. |If set to zero, then
Control Nodes are not allowed to nodify
Di scovery Donmai n configurations.

i SCSI Tar get, These bits determ ne whether the

i SCSI Initiator, respective registered i SNS client

i FCP Target Port,
i FCP Initiator
Port:

one,

(determ ned by i SCSI
Port Rol e)
nodi fy Di scovery Domai ns.
then nodification by the specified
client type is allowed.

Node Type or i FCP
is allowed to add, delete, or
If set to

If set to zero,

then nodification by the specified
client type is not allowed.

(A node may inplenent nultiple node

types.)

2.3 Adm ni strative Flags Field

The format of the Administrative Flags bit field is shown in Figure

4:
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1 2 3
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Figure 4 -- Adm nistrative Flags
Bit Field Si gni ficance
31 Enabl ed
30 Hear t beat
29 Managenment SCNs
28 Default Discovrery Donain
27 - 8 RESERVED
Enabl ed: Specifies the validity of the remai nder

of the Adm nistrative Flags field.

| f

set to one, then the contents of the

remai ni ng Adm ni strative Flags are
valid. |If set to zero, then the
remai ni ng contents MJUST be ignored,

i ndicating that i SNS adm ni strative
settings are obtai ned through neans

ot her than DHCP

Hear t beat : I ndi cates whether the first | P address
is the nulticast address from which the

I SNS heart beat nessage origi nates.

set to one, then al-a4 contains the

| f

heart beat nulticast address and bl-b4
contains the IP address of the primary

i SNS server, followed by the IP
address(es) of any backup servers.

| f

set to zero, then al-a4 contains the IP

address of the primary i SNS server,

followed by the I P address(es) of any

backup servers.

Managenent SCNs: I ndi cat es whet her control nodes are

aut horized to register to receive

Managenent State Change Notifications
(SCN s). Managenent SCN s are a specia
class of State Change Notification whose

scope is the entire i SNS dat abase.
set to one, then control nodes are
aut horized to register to receive
Managenent SCN's. |f set to zero,

control nodes are not authorized to

| f

t hen

recei ve Managenent SCN s (alt hough they

may receive nornmal SCN s).

Def ault Discovery Indicates whether a newy registered
device that is not explicitly placed
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Domai n: into a Discovery Domain (DD) and
Di scovery Domain Set (DDS) should be
automatically placed into a default DD
and DDS. |If set to one, then a default
DD shall contain all devices in the i SNS
dat abase that have not been explicitly
placed into a DD by an iSNS client. |If
set to zero, then devices not explicitly
pl aced into a DD are not nenbers of any
DD.

3. Security Considerations
DHCP currently provides no authentication or security nmechani sns.
Potential exposures to attack are discussed in section 7 of the DHCP
prot ocol specification [DHCP].
i SNS security considerations are discussed in [iSNS] and [ SEC- | PS] .
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Ful | Copyright Statenent

"Copyright (C) The Internet Society August 2002. Al Rights
Reserved. This docunment and translations of it may be copied and
furnished to others, and derivative works that comment on or
otherwi se explain it or assist inits inplenentation may be
prepared, copied, published and distributed, in whole or in part,

W thout restriction of any kind, provided that the above copyri ght
notice and this paragraph are included on all such copies and
derivative works. However, this docunent itself may not be nodified
in any way, such as by renoving the copyright notice or references
to the Internet Society or other Internet organi zations, except as
needed for the purpose of devel oping Internet standards in which
case the procedures for copyrights defined in the Internet Standards
process nust be followed, or as required to translate it into

| anguages ot her than Engli sh.

The limted perm ssions granted above are perpetual and wll not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS |I'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE. "
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