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Abstract

Thi s docunent defines a set of reusable REST resource design patterns
suitable for use in constrained environnents, based on | ETF CoRE
standards for information representation and information exchange.

Interface types for Sensors, Actuators, Paranmeters, and resource

Col l ections are defined using the "if" link attribute defined by CoRE
Link Format [RFC6690]. Cients may use the "if" attribute to

determ ne how t o consume resour ces.

Dynam c |inking of state updates between resources, either on an
endpoi nt or between endpoints, is defined wwth the concept of Link
Bi ndings. W also define conditional observation attributes that
work with Link Bindings or with sinple CoAP Cbserve [ RFC7641].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016.

Shel by, et al. Expires April 21, 2016 [ Page 1]



I nternet-Draf Reusable Interface Definitions for Constrai ned October 2015

Copyr i ght

Copyri ght

Not i ce

docurment authors. Al rights reserved.

Thi s docunent

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info)
publication of this docunent.
careful ly,
to this docunent.
include Sinplified BSD License text

is subject to BCP 78 and the | ETF Trust’s Legal

(c) 2015 I ETF Trust and the persons identified as the

in effect on the date of

Pl ease revi ew t hese docunents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust
as described in Section 4.e of

the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

PoONPE

PRrARAALALDLA

oo o
LCoNoORWONERARONRPDOONSOIAWNE

PPPPPDOPDO D

Shel by,

I nt roduction
Ter m nol ogy .
Interface Types .
Col | ections .

. 10.
.11,

| ntroducti on to Cbllectlons .

Use Cases for Collections . .o
Content-Formats for Collections .
Links and Itenms in Collections
Queries on Coll ections

bserving Col |l ections .

Hyper medi a Control s on Cbllectlons
Col I ection Types

The collect|0n+senn1+json CDntent-Fornat
i nk Bi ndi ngs and Qbserve Attributes

Format . .

Bi ndi ng nethods .

Bi ndi ng table . . .
Resource (Observati on Attrlbutes

nterface Descriptions

Li nk Li st

Batch . . .

Li nked Batch .o .
Hyper medi a Cbllectlon .
Sensor Ce e
Par amet er

Read-only Paraneter

Act uat or

Bi ndi ng . . .

Fut ure Interfaces .
WADL Descri ption

Function Sets and Proflles

et al. Expires April 21, 2016

CoOoo~N~NooTo1olhw



I nternet-Draf Reusable Interface Definitions for Constrai ned October 2015

7.1. Defining a Function Set . . . . . . . . . . . . . . . . . 29
7.1.1. Path tenmplate . . . . . . . . . . . . . . . . . . . . 30
7.1.2 Resource Type . . . G 10
7.1.3 Interface Descrlptlon e 10
7.1. 4 Data type . . . . . . . . . . . . . . . 000 .. A
7.2. Discovery . . . . . . . ..o s
7.3. Versioning . . P X |
8. Security Cbn5|derat|ons < X |
9. IANA Considerations . . . . . . . . . . . . . . . . . . ... 32
10. Acknowl edgrments . . . . . . . . . . . . . . . . . ... ... 32
11. Changelog . . . . . . . . . . . . . . . . ... 32
12. References . . N 7

12.1. Normative References e 7

12.2. Informative References . . . . . . . . . . . . . . . . . 34
Appendi x A. Profile exanple . . . . . . . . . . . . . . . . . . 35
Authors’ Addresses . . . . . . . . . . . . . . . . . . ... . . 36

1. Introduction

| ETF Standards for machi ne to machi ne commruni cation in constrained
envi ronnments describe a REST protocol and a set of related

i nformati on standards that nay be used to represent machi ne data and
machi ne netadata in REST interfaces.. CoRE Link-format is a standard
for doing Wb Linking [ RFC5988] in constrained environments. SenM
is a sinple data nodel and representation format for conposite and
conpl ex structured resources. CoRE Link-Format and SenM. can be used
by CoAP [ RFC7252] or HTTP servers.

The di scovery of resources offered by a constrai ned server is very
i nportant in machi ne-to-machi ne applications where there are no
humans in the | oop. Machine application clients nust be able to
adapt to different resource organi zati ons wthout advance know edge
of the specific data structures hosted by each connected thing. The
use of Web Linking for the description and discovery of resources
host ed by constrai ned web servers is specified by CoRE Li nk For nmat

[ RFC6690] . CoRE Link Format additionally defines a link attribute
for Interface Type ("if") that can be used to describe the REST
interface of a resource, and may include a link to a description
docunent .

Thi s docunent defines a set of Link Format conpatible Interface Types
for sonme common design patterns that enable the server side
conposition and organi zation, and client side discovery and
consunption, of nmachine resources using Wb Linking. An Interface
Type may describe a resource in ternms of it’s associ ated content
formats, data types, UR tenplates, REST nethods, paraneters, and
responses. Basic interface types are defined for sensors, actuators,
and properties. A set of collection types is defined for organizing
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resources for discovery, and for various forns of bulk interaction
with resource sets using typed enbeddi ng |inks.

Thi s docunent introduces the concept of a Link Binding, which defines
a newlink relation type to create a dynamc |ink between resources
over which to exchange state updates. Specifically, a Link Binding
is alink for binding the state of 2 resources together such that
updates to one are sent over the link to the other. CoRE Link Fornmat
representations are used to configure, inspect, and maintain Link

Bi ndi ngs. This docunent additionally defines a set of conditional
(bserve Attributes for use with Link Bindings and with the standal one
CoRE Observe [RFC7641] nethod.

Interface Types may be used in the conposition of Function Sets and
Profiles. Function Sets and Profiles are described and an exanple is
gi ven of a sensor and actuator device profile using Function Sets
conposed fromthe Interface Types described in this docunent.

Thi s docunent describes a set of Interface Types which are referenced
by the "if" link attribute and used to inplenent reusable design
patterns and functional abstractions. A client discovering the "if"
l[ink attribute will be able to consunme resources based on its

know edge of the expected interface types. 1In this sense the
Interface Type acts in a simlar way as a Content-Format, but as a
selector for a high level functional abstraction. Interface types
may al so be provided with hypernedia controls and affordances to
drive client interaction using the principles of HATEOAS. 1In this
case, the Interface Types serve as constructor tenplates for resource
organi zati on and hypernedi a annot ati on.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [RFC5988] and [ RFC6690]. This
speci fication nmakes use of the follow ng additional term nol ogy:

Interface Type: A resource attribute which describes the interface
exposed by the resource in terns of content formats, REST nethods,
paraneters, and other related characteristics.

Col l ection: A resource which contains set of rel ated resources,

referenced by a list of Iinks and optionally consisting of
subr esour ces.
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4.

4.

Link Binding: A unidirectional |ogical |ink between a source
resource and a destination resource, over which state i nformation
i s synchroni zed.

Resource Discovery: The process allowing a web client to identify
resources being hosted on a web server.

Gradual Reveal: A REST design where resources are di scovered
progressively using Wb Linking.

Function Set: A group of well-known REST resources that provides a
particul ar service.

Profile: A group of well-known Function Sets defined by a
speci ficati on.

Device: An IP smart object running a web server that hosts a group
of Function Set instances froma profile.

Service Discovery: The process nmaking it possible for a web client
to automatically detect devices and Function Sets offered by these
devi ces on a CoRE networKk.

I nterface Types
An Interface Type definition may describe a resource in terns of it’s
associ ated content formats, data types, UR tenplates, REST nethods,
paraneters, and responses.
Col | ecti ons
1. Introduction to Collections

A Collection is a resource which represents one or nore rel ated
resources. Wthin this docunent, a collection refers to a collection
with characteristics defined in this docunent. A Collection
Interface Type consists of a set of links and a set of itens pointed
to by the |inks which may be sub-resources of the collection
resource. The collection types described in this docunent are Link
Li st, Batch, Linked Batch, and Hypernedia Col |l ection.

The links in a collection are represented in CoRE Li nk- For mat
Content-Formats including JSON and CBOR variants, and the itenms in
the collection my be represented by senm, including JSON and CBOR
variants. In general, a collection may support itens of any
avai | abl e Cont ent - For mat .
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A particular resource itemmy be a nenber of nore than one
collection at a time by being linked to, but nay only be a
subresource of one collection.

Sone col |l ections may have pre-configured itens and |inks, and sone
coll ections may support dynam c creation and renoval of itens and
links. Likewi se, nodification of itens in sone collections may be
permtted, and not in others.

Col | ections may support |ink enbeddi ng, which is anal ogous to an
image tag (link) causing the image to display inline in a browser

w ndow. Resources pointed to by enbedded links in collections may be
interacted with using bul k operations on the collection resource.

For exanple, performng a GET on a collection resource may return a
single representation containing all of the linked resources.

Links in collections may be sel ected for processing by a particular
request by using Query Filtering as described in CoRE Link- For mat
[ RFC6690] .

4. 2. Use Cases for Coll ections

Coll ections may be used to provide gradual reveal of resources on an
endpoint. There may be a small set of links at the .well-known/core
| ocation, which may in turn point to other collections of resources
t hat represent device information, device configuration, device
managenent, and various functional clusters of resources on the

devi ce.

A col lection may provide resource encapsul ation, where |ink enbeddi ng
may be used to provide a single resource with which a client may
interact to obtain a set of related resource values. For exanple, a
col l ection for manufacturer paraneters may consi st of manufacturer
nane, date of manufacture, |ocation of manufacture, and serial nunber
resources which can be read as a single senml data object.

A collection may be used to group a set of |ike resources for bulk
state update or actuation. For exanple, the brightness control
resources of a nunmber of lum naries may be grouped by linking to them
in a collection. The collection type may support receiving a single
update forma client and sending that update to each resource itemin
t he coll ection.

Items may be sub-resources of the collection resource. This enables

updates to to nultiple itens in the collection to be processed
together within the context of the collection resource.
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Items may be dynamically created in a collection along with their
hyperlinks. This provides an "itemfactory" pattern which can serve
as a resource creation nechanismfor dynam c resources. This pattern
is also useful for creating tenporary resources for the

i npl enmentati on of dynam c¢ phenonena |i ke commands, actions, and
events using REST design patterns. Itemcreation uses the collection
Content-Format which allows specification of links and itemstate in
a single representation.

4.3. Content-Formats for Collections

The collection interfaces by default use CoRE Link-Format for the
link representations and SenM. or text/plain for representations of
items. The exanples given are for collections that expose resources
and links in these formats. 1In addition, a new "collection” Content-
Format is defined based on the SenM. franmework which represents both
links and itens in the collection.

The choice of whether to return a representation of the Iinks or of
the itenms or of the collection fornmat is determ ned by the accepts
header option in the request. Likew se, the choice of updating |ink
netadata or itemdata or the collection resource itself is determ ned
by the Content-Format option in the header of the update request

oper ati on.

The default Content-Formats for collection types described in this
docunent are:

Links: application/link-format, application/link-format+ son
Itens: application/sennl +json, text/plain
Col l ection: application/collection+senm +j son

4.4. Links and Itens in Collections
Li nks use CoRE Link-Format representation by default and nmay point to
any resource reachable fromthe context of the collection. This
i ncl udes absolute links and |inks that point to other network
| ocations if the context of the collection allows. Links to sub-
resources in the collection MIST have a path-elenent starting with
the resource nanme, as per RFC3986 [RFC3986]. Links to resources in
t he gl obal context MJUST start with a root path identifier
[ RFC5988] . Links to other collections are fornmed per RFC3986.

Exanpl es of |inks:
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</sen/>;if="core.lb" : Link to the /sen/ collection describing it as
a core.lb type collection (Linked Batch)

</sen/>;rel="grp" : Link to the /sen/ collection indicating that
/sen/ is a nmenber of a group in the collection in which the |ink
appears.

<"/sen/temp">;rt="tenperature” : An absolute link to the resource at

the path /sen/tenp

<tenp>;rt="tenperature"” : Link to the tenp subresource of the
collection in which this |ink appears.

<tenp>; anchor="/sen/" : Alink to the tenp subresource of the
collection /sen/ which is assuned not to be a subresource of the
collection in which the link appears ,but is expected to be
identified in the collection by resource nane.

Links in the collection MAY be Read, Updated, Added, or Renoved using
t he CoRE Link-Format or JSON Merge-Patch Content-Formats on the
col l ection resource. Reading |links uses the GET nethod and returns
an array or |list containing the |link-values of all selected |inks.

Li nks may be added to the collection using POST or PATCH net hods.
Updates to |inks MJST use the PATCH nmet hod and MAY use query
filtering to select links for updating. The PATCH nethod on |inks
MUST use the JSON Merge-Patch Content-Format (application/nmerge-

pat ch+j son) specified in RFC7396 [ RFC7396]

Itens in the collection SHOULD be represented using the SenM.
(application/senm +json) or plain text (text/plain) Content-Fornmats,
dependi ng on whether the representation is of a single data point or
mul tiple data points. |Itens MAY be represented using any supported
Cont ent - For mat .

Li nk Enbeddi ng enabl es the bul k processing of itens in the collection
using a single operation targeting the collection resource. A subset
of resources in the collection my be selected for operation using
Query Filtering. Bulk Read operations using GET return a SenM
representation of all selected resources. Bulk item Update
operations using PUT or POST apply the payl oad docunent to al

sel ected resource itens in the collection, using a either a Batch or
G oup update policy. A Batch update is performed by applying the
resource values in the payl oad docunent to all resources in the
collection that match any resource nane in the payl oad docunent.
Group updates are performed by applying the payl oad docunent to each
itemin the collection. Goup updates are indicated by the |ink
relation type rel="grp" in the |ink.
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The col |l ection resource SHOULD represented using the

col | ecti on+tsennl +j son Content-Format. The Hypernedia Col |l ection type
is the only collection type which supports this representation.
Readi ng a collection using this content-format returns a
representation of the links and the itens in the collection.
Perform ng a POST operation using this Content-Format MAY create one
or nore new iten(s) and their corresponding Iinks in the collection.
Perform ng a PUT operation on this resource replaces the entire set
of links and itens with the payload. This Content-Format is
described in section Section 4.9. |Inplenentations MAY provi de an
alternate nethod using POST in a Content-Format used by the itens in
the collection which creates a default |ink-value and system assi gned
resource nane. Such inplenentations MAY create sub-resources of the
col l ection resource.

4.5. Queries on Collections

Col | ecti ons MAY support query filtering as defined in CoRE Link-
Format [ RFC6690]. Operations targeting either the links or the itens
MAY sel ect a subset of links and itens in the collection by using
query filtering. The Content-Format specified in the request header
sel ects whether links or items are targeted by the operation.

4.6. (Observing Collections

Resource Observation usi ng CoAP [ RFC7252] MAY be supported on itens
in a collection. A subset of the conditional observe paraneters NAY
be specified to apply. |In nbost cases pmn and pmax are useful.
Resource observation on a collection’s itens resource MAY report any
changes of resource state in any itemin the collection. Qbservation
Responses, or notifications, SHOULD provide representati ons of the
resources that have changed in SenM. Content-Format. Notifications
MAY include multiple observations of a particular resource, with
SenM. tinme stanps indicating the observation tines.

4.7. Hypernedia Controls on Collections

Addi ti onal Hypernedia controls may be defined to enable clients to
automatically consune the collection resources. Typically, the

devel oper may nap application | evel senmantics onto collection
operations. For exanple, invoking an Action on an actuator may be
defined as creating an Action itemresource in a collection of
Actions associated with the actuator, each itemin the collection
representing a past, current, or future action to be processed by the
actuator. Renoving the itemcould cancel any pending or curent |ong-
runni ng action, and renoving a conpleted action could free up
resources for new actions to be invoked. A Hypernedia control for
this pattern mght provide a semantic nane for the action, for
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exanpl e "Change Brightness”, and mght direct the client to supply a
SenM. representation of paranmeters for the action as well as provide
i nstructions on what nmethod (POST) to use and how to construct the
URI (the collection URI in this case) if required. An exanple of
this hypernedia control is shown bel ow.

4.8. Collection Types

There are four collection types defined in this docunent:

T - e +
| Col l ection Type | if= | Content-Formats |
U U SRS U +
| Link List | core.ll | link-format |
| Batch | core.b | I'ink-format, senm |
| Li nked Batch | core.lb | link-format, senm |
| Hypernmedia | core.hc | link-format, senm, |
| Col l ection | | collection+senni |
| Binding | core.bnd | |ink-format |
oo R oo o e oo +

Each coll ection type MAY support a subset of the nmethods and
functions descri bed above. For the first three collection types, the
nmet hods and functions are defined in the corresponding Interface
Description. The Hypernedia Collecti on SHOULD expose hypernedi a
controls to applications to indicate which nethods and functions are
support ed.

.9. The coll ection+senn +j son Cont ent - For mat

The col | ecti on+senm +j son Content-Format is used to represent all of
the attributes and resources of a collection in a single format.
This is acconplished by extending the SenniL format by adding a |inks
elenment "I". The links elenent is fornmatted as an array of links in
the application/link-format+json Content-Fornmat with the tag "I"
which follows the structure of the "e" elenent. An exanple of this
format is given bel ow
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5.

{
“bn":"/epl/sen/"
e
{ "n": "light", "v": 123, "u": "Ix" },
{ "n": "temp", "v": 27.2, "u": "degC' },
{ "n": "humdity", "v": 80, "u": "9RH" }],
I
{ "href":"/ep/sen/", "rel":"self", "if": "core.hc", "rt": "nms" },
{ "href":"light", "rt":"core.s" },
{ "href":"tenp", "rt":"core.s" },
{ "href":"humdity", "rt":"core.s" }]
}

Li nk Bi ndi ngs and Cbserve Attributes

In a MM RESTful environnent, endpoints may directly exchange the
content of their resources to operate the distributed system For
exanple, a light switch may supply on-off control information that
may be sent directly to a light resource for on-off control.

Bef orehand, a configuration phase is necessary to determ ne how the
resources of the different endpoints are related to each other. This
can be done either automatically using discovery nechani sns or by
means of human intervention and a so-called comm ssioning tool. In
this docunment the abstract relationship between two resources is
called a Iink Binding. The configuration phase necessitates the
exchange of binding information so a format recogni zed by all CoRE
endpoints is essential. This docunent defines a format based on the
CoRE Li nk-Format to represent binding information along with the
rules to define a binding nmethod which is a specialized rel ationship
bet ween two resources. The purpose of a binding is to synchronize

t he content between a source resource and a destination resource.
The destination resource MAY be a group resource if the authority
conmponent of the destination URI contains a group address (either a
mul ticast address or a nane that resolves to a nulticast address).
Since a binding is unidirectional, the binding entry defining a
relationship is present only on one endpoint. The binding entry may
be | ocated either on the source or the destination endpoint depending
on the binding nmethod. The follow ng table gives a summary of the

bi ndi ng met hods described in nore detail in Section 5. 2.

S IRy S R —— R +
| Nane | Identifier | Location | Met hod |
S SRR S S e +
| Polling | poll | Destination | GET |
| Cbserve | obs | Destination | GET + Cbserve

| Push | push | Source | PUT |
Ry - R I +
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5.1. Format

Since Binding involves the creation of a |link between two resources,
Web Li nki ng and the CoRE Link-Format are a natural way to represent

bi nding information. This involves the creation of a new relation
type, purposely named "boundto”. In a Wb link with this relation
type, the target URI contains the |ocation of the source resource and
the context URI points to the destination resource. The Wb |ink
attributes allow a fine-grained control of the type of
synchroni zati on exchange along with the conditions that trigger an
update. This specification defines the attributes bel ow

o e e e e e e e e o e ok R S +
| Attribute | Paranmeter | Val ue |
o e e e e e e o - R o e e e e e - +
| Bi nding et hod | bind | xsd:string |
| MninmumPeriod (s) | pmn | xsd:integer (>0) |
| Maxi mum Period (s) | pmax | xsd:integer (>0) |
| Change Step | st | xsd: deci mal (>0)

| Greater Than | gt | xsd: deci nmal |
| Less Than | It | xsd: deci nmal |
o e e e e e e e e o - o e e e o - o e e e e e oo +

Bind Method: This is the identifier of a binding nmethod which
defines the rules to synchronize the destination resource. This
attribute is mandatory.

M ni mum Period: Wen present, the m ninum period indicates the
mnimumtine to wait (in seconds) before sending a new
synchroni zati on nmessage (even if it has changed). |In the absence
of this parameter, the mninumperiod is up to the notifier

Maxi mum Peri od: Wen present, the nmaxi mum period indicates the
maxi numtime in seconds between two consecutive state
synchroni zati on nessages (regardless if it has changed). 1In the
absence of this paranmeter, the maxi mum period is up to the
notifier. The maxi mum period MJST be greater than the m ni mum
period paraneter (if present).

Change Step: Wen present, the change step indicates how nuch the
val ue of a resource SHOULD change before sending a new
notification (conpared to the value of the last notification).
This paranmeter has |lower priority than the period paraneters, thus
even if the change step has been fulfilled, the tinme since the
| ast notification SHOULD be between pm n and pnax.

Greater Than: \When present, Greater Than indicates the upper limt
val ue the resource val ue SHOULD cross before sending a new
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5.

2.

notification. This paranmeter has lower priority than the period
paraneters, thus even if the Geater Than |imt has been crossed,
the tinme since the last notification SHOULD be between pm n and
pmax.

Less Than: Wen present, Less Than indicates the lower Iimt value
t he resource val ue SHOULD cross before sending a new notification.
This paranmeter has |lower priority than the period paraneters, thus
even if the Less Than Iimt has been crossed, the tinme since the
| ast notification SHOULD be between pmn and pnax.

Bi ndi ng net hods

A binding nethod defines the rules to generate the web-transfer
exchanges that will effectively send content fromthe source resource
to the destination resource. The description of a binding nethod
must define the foll ow ng aspects:

Identifier: This is value of the "bind" attribute used to identify
t he nmet hod.

Location: This information indicates whether the binding entry is
stored on the source or on the destination endpoint.

REST Method: This is the REST nethod used in the Request/ Response
exchanges.

Conditions: A binding nethod definition nust state how the condition
attributes of the abstract binding definition are actually used in
this specialized binding.

Thi s specification supports 3 binding nethods descri bed bel ow.

Polling: The Polling nethod consists of sending periodic GET
requests fromthe destination endpoint to the source resource and
copying the content to the destination resource. The binding
entry for this nmethod MIST be stored on the destination endpoint.
The destination endpoint MUST ensure that the polling frequency
does not exceed the limts defined by the pmn and prmax attri butes
of the binding entry. The copying process MAY filter out content
fromthe CGET requests using val ue-based conditions (e.g Change
Step, Less Than, G eater Than).

Qbserve: The Qobserve nethod creates an observation relationship
bet ween the destination endpoint and the source resource. On each
notification the content fromthe source resource is copied to the
destination resource. The creation of the observation
rel ati onship requires the CoAP Observati on nmechani sm [ RFC7641]
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hence this nethod is only permtted when the resources are nade
avai |l abl e over CoAP. The binding entry for this nethod MJST be
stored on the destination endpoint. The binding conditions are
mapped as query string paraneters (see Section 5.4).

Push: When the Push nethod is assigned to a binding, the source
endpoi nt sends PUT requests to the destination resource when the
bi nding condition attributes are satisfied for the source
resource. The source endpoint MJST only send a notification
request if the binding conditions are net. The binding entry for
this nmethod MUST be stored on the source endpoint.

5.3. Binding table

The binding table is a special resource that gives access to the
bi ndi ngs on a endpoint. A binding table resource MJST support the
Binding interface defined in Section 6.9. A profile SHOULD al | ow
only one resource table per endpoint.

5.4, Resource Observation Attri butes

When resource interfaces following this specification are nmade
avai | abl e over CoAP, the CoAP Cbservation nmechani sm [ RFC7641] MAY be
used to observe any changes in a resource, and receive asynchronous
notifications as a result. In addition, a set of query string
paraneters are defined here to allowa client to control how often a
client is interested in receiving notifications and how nuch a
resource val ue should change for the new representation to be
interesting. These query paraneters are described in the foll ow ng
table. A resource using an interface description defined in this
specification and marked as Cbservable in its |ink description SHOULD
support these observation paraneters. The Change Step paraneter can
only be supported on resources with an atom c nuneric val ue.

These query paraneters MJST be treated as resources that are read
usi ng GET and updat ed using PUT, and MJST NOT be included in the
observe request. Miltiple paraneters MAY be updated at the same tine
by including the values in the query string of a PUT. Before being
updat ed, these paraneters have no default val ue.
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| Mnimum Period | /{resource}?pmn | xsd:integer (>0) |
| Maxi mum Period | /{resource}?pmax | xsd:integer (>0) |
| Change Step xsd: deci mal (>0) |
I I
| |

| /{resource}?st |
Less Than | /{resource}?lt | xsd: deci ma
Greater Than | /{resource}?gt | xsd: deci ma
Fom e e e o e e e e e - o e e e e e - +

M ni mum Period: Wen present, the m ninum period indicates the
mnimumtine to wait (in seconds) before sending a new
synchroni zati on nmessage (even if it has changed). |In the absence
of this paraneter, the mninumperiod is up to the notifier

Maxi mum Peri od: Wen present, the maxi num period indicates the
maxi mumtinme in seconds between two consecutive state
synchroni zati on nmessages (regardless if it has changed). 1In the
absence of this paraneter, the maxi mumperiod is up to the
notifier. The maxi mum period MJST be greater than the m ni num
period paraneter (if present).

Change Step: Wen present, the change step indicates how nmuch the
val ue of a resource SHOULD change before sending a new
notification (conpared to the value of the last notification).
This paranmeter has |lower priority than the period paraneters, thus
even if the change step has been fulfilled, the tinme since the
| ast notification SHOULD be between pmn and pnax.

Greater Than: \When present, Geater Than indicates the upper |imt
val ue the resource val ue SHOULD cross before sending a new
notification. This paraneter has lower priority than the period
paraneters, thus even if the Geater Than |imt has been crossed,
the tinme since the last notification SHOULD be between pm n and
prmex.

Less Than: \When present, Less Than indicates the lower |imt value
t he resource val ue SHOULD cross before sending a new notification.
This paranmeter has |lower priority than the period paraneters, thus
even if the Less Than limt has been crossed, the tinme since the
| ast notification SHOULD be between pm n and pnax.

6. Interface Descriptions
This section defines REST interfaces for Link List, Batch, Sensor,
Paranet er, Actuator and Binding table resources. Variants such as

Li nked Batch or Read-Only Paraneter are also presented. Each type is
described along with its Interface Description attribute val ue and
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valid nethods. These are defined for each interface in the table
bel ow. These interfaces can support plain text and/or SenM. Medi a

t ypes.

The if= colum defines the Interface Description (if=) attribute
value to be used in the CoRE Link Format for a resource conformng to
that interface. Wen this value appears in the if= attribute of a
link, the resource MJUST support the corresponding REST interface
described in this section. The resource MAY support additional
functionality, which is out of scope for this specification.

Al t hough these interface descriptions are intended to be used with
the CoRE Link Format, they are applicable for use in any REST
interface definition.

The Met hods col umn defines the methods supported by that interface,
whi ch are described in nore detail bel ow

R - R e +
| Interface | if= | Met hods | Content-Formats |
i R i o +
| Link List | core.ll | CGET | Iink-format |
| Batch | core.b | GET, PUT, POST | link-format, senm |
| Li nked Batch | core.lb | CGET, PUT, POST, | link-format, sennl |
| | | DELETE | |
| Sensor | core.s | CET | 1ink-format, |
| | | | text/plain |
| Paraneter | core.p | GET, PUT | I'ink-format, |
| | | | text/plain |
| Read-only | core.rp | CET | I'ink-format, |
| Par amet er | | | text/plain |
| Actuator | core.a | GET, PUT, POST | link-format, |
| | | | text/plain |
| Binding | core.bnd | CET, POST, | Iink-format |
| | | DELETE | |
T Fommmmmaaa T T +

The followng is an exanple of links in the CoRE Link Format using
t hese interface descriptions. The resource hierarchy is based on a
sinple profile defined in Appendix A These |links are used in the
subsequent exanpl es bel ow.
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Req: GET /.well-known/core

Res: 2.05 Content (application/link-format)
</s/>rt="sinple.sen";if="core.b",
</s/lt>rt="sinple.sen.It";if="core.s",
</[s/tnmp> rt="sinple.sen.tnp";if="core.s"; obs,
</ s/ hune; rt="sinple.sen. hum';if="core.s",
</al>rt="sinple.act";if="core.b",
</alllled>rt="sinple.act.led";if="core.a",
</al2/led>rt="sinple.act.led";if="core.a",
</d/>rt="sinple.dev";if="core.ll"
</[|/>;if="core.lb",

6. 1. Li nk Li st

The Link List interface is used to retrieve (GET) a |ist of resources
on a web server. The GET request SHOULD contain an Accept option
wth the application/link-format content format; however if the
resource does not support any other formof CGET nethods the Accept
option MAY be elided. The Accept option SHOULD only include the
application/link-format content format. The request returns a |ist
of URI references with absolute paths to the resources as defined in
CoRE Link Format. This interface is typically used with a parent
resource to enunerate sub-resources but may be used to reference any
resource on a web server

Link List is the base interface to provide gradual reveal of
resources on a CoRE web server, hence the root resource of a Function
Set SHOULD inplenent this interface or an extension of this

i nterface.

The foll ow ng exanple interacts with a Link List /d containing
Par amet er sub-resources /d/ nane, /d/ nodel

Req: CGET /d/ (Accept:application/link-format)
Res: 2.05 Content (application/link-format)
</d/name>;rt="sinple.dev.n";if="core. p"

</ d/ nodel >;rt="sinple.dev.mdl ";if="core.rp"

6. 2. Bat ch

The Batch interface is used to mani pul ate a collection of sub-
resources at the same tinme. The Batch interface type supports the
same methods as its sub-resources, and can be used to read (GET),
update (PUT) or apply (POST) the values of those sub-resource with a
single resource representation. The sub-resources of a Batch MAY be
het er ogeneous, a nethod used on the Batch only applies to sub-
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resources that support it. For exanple Sensor interfaces do not
support PUT, and thus a PUT request to a Sensor nenber of that Batch
woul d be ignored. A batch requires the use of SenM. Media types in
order to support multiple sub-resources.

In addition, The Batch interface is an extension of the Link List
interface and in consequence MJST support the same nethods.

The foll ow ng exanple interacts with a Batch /s/ with Sensor sub-
resources /s/light, /s/tenp and /s/hum dity.

Req: GET /s/
Res: 2.05 Content (application/senm +j son)
{"e": |

{ "n": "light", "v": 123, "u": "Ix" },

{ "n": "temp", "v": 27.2, "u": "degC' },

{ "n": "humdity", "v": 80, "u": "O&RH }],

6. 3. Li nked Bat ch

The Linked Batch interface is an extension of the Batch interface.
Contrary to the basic Batch which is a collection statically defined
by the web server, a Linked Batch is dynamcally controlled by a web
client. A Linked Batch resource has no sub-resources. Instead the
resources formng the batch are referenced using Wb Linki ng

[ RFC5988] and the CoRE Link Format [RFC6690]. A request with a POST
met hod and a content format of application/link-format sinply appends
new resource links to the collection. The links in the payl oad MJST
reference a resource on the web server with an absolute path. A
DELETE request renoves the entire collection. Al other requests
avai l abl e for a basic Batch are still valid for a Linked Batch.

The foll ow ng exanple interacts with a Linked Batch /1/ and creates a
collection containing /s/light, /s/tenp and /s/humdity in 2 steps.
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Req: POST /1/ (Content-Format: application/link-formt)
</s/light>, </s/tenp>
Res: 2.04 Changed

Req: CGET /1/
Res: 2.05 Content (application/senm +json)
{"e":

{ "n": "/s/light", "v": 123, "u": "Ix" },

{ "n": "/s/tenmp", "v": 27.2, "u": "degC' },

}

Req: POST /I/ (Content-Format: application/link-formt)
</ s/ hum dity>
Res: 2.04 Changed

Req: GET /1/ (Accept: application/link-formt)
Res: 2.05 Content (application/link-formt)
</s/light> </s/tenp>, </s/humdity>

Req: GET /1/
Res: 2.05 Content (application/senmn +j son)
(e

{ "n": "/s/light", "v": 123, "u": "Ix" },

{ "n": "/[s/tenmp", "v": 27.2, "u": "degC' },
{ "n": "/s/humdity", "v": 80, "u": "O&RH }],
}

Req: DELETE /1/
Res: 2.02 Del et ed

6.4. Hypernedia Collection

The Hypermedia Collection interface MAY provide a full set of the
met hods and link relation types described in section Section 4 of
t hi s docunent.

The follow ng exanple interacts with a Hypernedia Col | ection at
/actl/actions/ by creating a new resource with Paraneter sub-
resources newval, tTime. The exanple depicts an actuation operation
with a new actuator value of 86.3%and a transition tinme of 10
seconds. The returned | ocation of the created resource is then read,
and a response is returned which includes the remaining tine for the
operation to conplete "rTinme". Then, the operation is cancelled by
sendi ng a DELETE operation to the |ocation of the created resource
that represents the running action.
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Req: POST /Act 1/ Acti ons/

Content-Format: application/collectiontsenn json
Pl: [{"n":newal", "v":86.3}, {"n":tTime", "v":10}]
Res: 2.01 Created

Location: Actionl234

Req: GET /Actl/Actions/Actionl234

Accepts: application/senm +j son

Res: 2.05 Content

Pl: [{"n":newal", "v":86.3},
{"n":tTime", "v":10},
{"n":"rTime", "v":"8.87"}]

Req: DELETE /Act 1/ Actions/ Actionl234
Res: 2.02 Del et ed

Req: CGET /Actl1/ Actions/Actionl234
Res: 4.04 Not Found

6. 5. Sensor

The Sensor interface allows the value of a sensor resource to be read
(GET). The Media type of the resource can be either plain text or
SenM.. Plain text MAY be used for a single nmeasurenent that does not
require neta-data. For a neasurenent with nmeta-data such as a unit
or tinme stanmp, SenM. SHOULD be used. A resource with this interface
MAY use SenM. to return nultiple neasurenents in the sane
representation, for exanple a list of recent neasurenents.

The follow ng are exanpl es of Sensor interface requests in both text/
pl ai n and application/senm +j son.

Req: CGET /s/humdity (Accept: text/plain)
Res: 2.05 Content (text/plain)
80

Req: CGET /s/humidity (Accept: application/senm +j son)
Res: 2.05 Content (application/senm +j son)

(e | o
{ "n": "humdity", "v": 80, "u": "9RH" }],
}

Shel by, et al. Expires April 21, 2016 [ Page 20]



I nternet-Draf Reusable Interface Definitions for Constrai ned October 2015

6. 6. Par anet er

The Paraneter interface allows configurable paraneters and ot her
information to be nodeled as a resource. The value of the paraneter
can be read (GET) or update (PUT). Plain text or SenM. Medi a types
MAY be returned fromthis type of interface.

The foll ow ng exanpl e shows request for reading and updating a
par amet er

Req: GET /d/nane
Res: 2.05 Content (text/plain)
node5

Req: PUT /d/ name (text/plain)
out door
Res: 2.04 Changed

6.7. Read-only Paraneter

The Read-only Paraneter interface allows configuration paraneters to
be read (GET) but not updated. Plain text or SenM. Medi a types MAY
be returned fromthis type of interface.

The foll ow ng exanpl e shows request for reading such a paraneter.

Req: CGET /d/ nodel
Res: 2.05 Content (text/plain)
Super Node200

6. 8. Act uat or

The Actuator interface is used by resources that nodel different

ki nds of actuators (changing its value has an effect on its
environnment). Exanples of actuators include for exanple LEDs,
relays, notor controllers and light dinmrers. The current val ue of
the actuator can be read (GET) or the actuator val ue can be updated
(PUT). In addition, this interface allows the use of POST to change
the state of an actuator, for exanple to toggle between its possible
values. Plain text or SenM. Media types MAY be returned fromthis
type of interface. A resource with this interface MAY use SenM to
include multiple measurenents in the same representation, for exanple
a list of recent actuator values or a list of values to updated.
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The foll owm ng exanpl e shows requests for reading, setting and
toggling an actuator (turning on a |led).

Req: CET /al/llled
Res: 2.05 Content (text/plain)
0

Req: PUT /al/l/led (text/plain)
1
Res: 2.04 Changed

Req: POST /al/l/led (text/plain)
Res: 2.04 Changed

Req: CGET /al/l/led
Res: 2.05 Content (text/plain)
0

6.9. Binding

The Binding interface is used to mani pulate a binding table. A
request wth a POST nethod and a content format of application/link-
format sinply appends new bindings to the table. Al links in the
payl oad MJUST have a relation type "boundTo". A GET request sinply
returns the current state of a binding table whereas a DELETE request
enpties the table.

The foll om ng exanpl e shows requests for adding, retrieving and
del eting bindings in a binding table.

Req: POST /bnd/ (Content-Format: application/link-format)
<coap://sensor.exanpl e. coni s/ |ight>;

rel ="boundt o"; anchor="/al/light"; bi nd="obs"; pm n="10"; pnmax="60"
Res: 2.04 Changed

Req: GET /bnd/
Res: 2.05 Content (application/link-format)
<coap://sensor.exanpl e. coni s/l ight>;

rel ="boundt o"; anchor="/al/light"; bi nd="obs"; pm n="10"; pmax="60"

Req: DELETE /bnd/
Res: 2.04 Changed
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6. 10. Future Interfaces

It is expected that further interface descriptions will be defined in
this and ot her specifications.

6.11. WADL Description

This section defines the formal Web Application Description Langauge
(WADL) definition of these CoRE interface descriptions.

<?xm version="1.0" standal one="yes" ?>

<application xm ns="http://research. sun. coni wadl / 2006/ 10"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: senm ="urn:ietf:parans: xm :ns: senm ">

<gr anmar s>
<include href="http://tools.ietf.org/htm/draft-jennings-senm"/>
</ gr anmar s>

<doc title="CoRE |Interfaces"/>

<resource_type id="s">
<doc title="Sensor interface type"/>
<net hod href="#read"/>
<net hod href ="#observe"/ >
<net hod href ="#observe-cancel "/ >
<net hod href="#getattr"/>
<net hod href="#setattr"/>
</resource_type>

<resource_type id="p">

<doc title="Paraneter interfacee type"/>

<nmet hod href="#read"/>

<nmet hod href ="#observe"/>

<nmet hod href ="#observe-cancel "/ >

<nmet hod href="#getattr"/>

<net hod href="#setattr"/>

<met hod href ="#update"/>
</resource_type>

<resource_type id="rp">
<doc title="Read-only Paraneter interface type"/>
<net hod href="#read"/>
<nmet hod href ="#observe"/ >
<net hod href ="#observe-cancel "/ >
<nmet hod href="#getattr"/>
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<nmet hod href="#setattr"/>
</resource_type>

<resource_type id="a">

<doc title="Actuator interface type"/>

<nmet hod href="#read"/>

<nmet hod href ="#observe"/>

<nmet hod href ="#observe-cancel "/ >

<nmet hod href="#getattr"/>

<nmet hod href="#setattr"/>

<met hod href ="#update"/>

<nmet hod href="#apply"/>
</resource_type>

<resource_type id="11">
<doc title="Link List interface type"/></doc>
<net hod href="#listLinks"/>

</resource_type>

<resource_type id="b">
<doc title="Batch of sub-resources interface type">The nethods read,
observe, update and apply are applied to each sub-
resource of the requested resource that supports it. M xed
sub-resource types can be supported. </ doc>
<nmet hod href="#read"/>
<nmet hod href ="#observe"/>
<nmet hod href ="#observe-cancel "/ >
<nmet hod href="#getattr"/>
<net hod href="#setattr"/>
<net hod href ="#update"/>
<met hod href ="#appl y"/ >
<nmet hod href="#listLinks"/>
</resource_type>

<resource_type id="1Db">

<doc title="Linked Batch interface type"> The nethods read,
obervabl eRead, update and apply are applied to each |inked
resource of the requested resource that supports it. M xed
i nked resource types can be supported. </ doc>

<nmet hod href="#read"/>

<net hod href ="#observe"/ >

<nmet hod href ="#observe-cancel "/ >

<nmet hod href="#getattr"/>

<nmet hod href="#setattr"/>

<nmet hod href ="#update"/ >

<nmet hod href ="#apply"/>

<net hod href="#l1istLinks"/>

<nmet hod href ="#appendLi nks"/ >
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<nmet hod href ="#cl ear Li nks"/>
</resource_type>

<resource_type id="hc">

<doc title="Hypernmedia Collection interface type">. </doc>

<met hod href="#read"/>

<met hod href ="#observe"/ >

<met hod hr ef =" #observe-cancel "/ >
<nmet hod href="#getattr"/>

<met hod href="#setattr"/>

<met hod href ="#update"/>

<nmet hod href="#apply"/>

<met hod href="#listLinks"/>

<met hod hr ef =" #appendLi nks"/ >
<met hod hr ef ="#cl ear Li nks"/ >
<nmet hod href =" #updat eLi nks"/ >
<met hod href="#readCol | ection"/>
<met hod href="#addltenl/>

</resource_type>

<resource_type id="bnd">
<doc title="Binding table resource type">A nodifiable |ist of
links. Each Iink MJUST have the relation type "boundTo". </ doc>
<nmet hod href="#l1istLinks"/>
<met hod hr ef =" #appendLi nks"/>
<met hod hr ef ="#cl ear Li nks"/ >

</resource_type>

<nmet hod id="read" name="GET">

<doc>Retrieve the value of a sensor, an actuator or a paraneter.
Bot h HTTP and CoAP support this method. </ doc>

<r equest >

</ request >

<response status="200">
<representation nedi aType="text/plain"/>
<representati on nedi aType="application/senn +exi "/ >
<representati on nedi aType="application/senm +xm "/ >
<representati on nedi aType="application/senn +j son"/>

</ response>

<response status="2.05">
<representation nedi aType="text/plain"/>

<representati on nedi aType="application/senn +exi "/ >
<representati on nedi aType="application/senm +xm "/ >
<representati on nedi aType="appli cation/senn +j son"/>
</ response>
</ met hod>
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narre:II E " >
an actuator or a paraneter.
requires the CoRE

Observe nechani sm </ doc>

<r equest >

<par am nane="observe" styl e="header" type="xsd:integer">

<option val ue

</ par an»

</ request >
<response st at us="
<representation
<representation
<representation
<representation

</ response>

</ met hod>

<met hod i d="obser ve-
<doc>Cancel

0/ >

2.05">

medi aType="text/plain"/>

medi aType="appl i cati on/ sennl +exi "/ >
medi aType="appl i cati on/ senm +xm "/ >
medi aType="appl i cati on/ senm +j son"/>

cancel " nane="CGET">

observation in progress.
Only CoAP supports this nmethod since it

requires the CoRE

Observe nechani sm </ doc>

<r equest >

<par am nane="observe" styl e="header" type="xsd:integer">

<option val ue

</ par an»

</ request >
<response st atus="
<representation
<representation
<representation
<representation

</ response>

</ met hod>

<net hod i d="updat e"
<doc>Cont r ol

t he actuator or

1/ >

2.05">

nmedi aType="t ext/plain"/>

medi aType="appl i cati on/ sennl +exi "/ >
medi aType="appl i cati on/ senm +xm "/ >
medi aType="appl i cati on/ senm +j son"/>

nanme=" PUT" >
update a paraneter with a new val ue

or conmmand. Both HTTP and CoAP support this method. </ doc>

<r equest >
<representation
<representation
<representation
<representation
</ request >
<response status="
<response st atus="
</ met hod>

<nmet hod id="getattr"

et al.

medi aType="text/plain"/>

nmedi aType="appl i cati on/ senm +exi "/ >
medi aType="appl i cati on/ senm +xm "/ >
medi aType="appl i cati on/ sennm +j son"/ >

200"/ >
2.04"/>

name=" GET" >
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<doc>Retrieve the observe attributes associated with a resource.
Bot h HTTP and CoAP support this method. </ doc>
<r equest >
<doc>Thi s request MJST contain an Accept option with
application/link-format when the resource supports
ot her GET net hods. </ doc>
<representati on nedi aType="application/link-format"/>
</ request >
<response status="200">
<representati on nedi aType="application/link-format"/>
</response>
<response status="2.05">
<representati on nedi aType="application/link-format"/>
</ response>
</ met hod>

<net hod id="setattr" nane="PUT">
<doc>Set the values of sone or all of the observe attributes
associated with a resource.
Bot h HTTP and CoAP support this method. </ doc>
<r equest >
<param name="pm n" styl e="query" type="xsd:integer"/>
<par am name="pmax" styl e="query" type="xsd:integer"/>
<param nanme="I|t" style="query" type="xsd:decimal"/>
<param nanme="gt" styl e="query" type="xsd:deciml"/>
<param nanme="st" styl e="query" type="xsd: deciml"/>
</ request >
<response status="200">
</response>
<response status="2.04">
</ response>
</ met hod>

<nmet hod id="apply" nane="POST">
<doc>Apply the value, if supplied, to resources. Both HTTP and CoAP
support this nethod. </ doc>
<r equest >
<doc>The apply function may contain a payload to be applied. </ doc>
</ request >
<response status="200"/>
<response status="2.04"/>
</ met hod>

<met hod id="1istLinks" name="CGET">
<doc>Retrieve the list of Web |inks associated to a resource.
Bot h HTTP and CoAP support this method. </ doc>
<r equest >
<doc>Thi s request MJST contain an Accept option wth
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application/link-formt when the resource supports
ot her GET net hods. </ doc>
</ request >
<response status="200">
<representation nedi aType="application/link-format"/>
</response>
<response status="2.05">
<representati on nedi aType="application/link-formt"/>
</ response>
</ met hod>

<nmet hod i d="appendLi nks" nanme="POST" >
<doc>Append new Wb Iinks to a resource which is a collection
of links. Both HTTP and CoAP support this method. </ doc>
<r equest >
<representati on nedi aType="application/link-format"/>
</request >
<response status="200"/>
<response status="2.04"/>
</ met hod>

<met hod i d="cl ear Li nks" nane="DELETE">
<doc>Cl ear all Wb Links in a resource which is a collection
of links. Both HTTP and CoAP support this method. </ doc>
<r equest >
</ request >
<response status="200"/>
<response status="2.02"/>
</ met hod>

<nmet hod i d="updat eLi nks" nane="PATCH" >
<doc>Update all Web Links in a resource which is a collection
of links. Both HTTP and CoAP support this method. </ doc>
<doc>Thi s request MJST contain a Content-Format option wth
appl i cati on/ mer ge- pat ch+j son. </ doc>
<r equest >
</ request >
<response status="200"/>
<response status="2.04"/>

</ met hod>

<nmet hod i d="addl tent nane="POST">

<doc>Add zero or nore itens to the collection with their links. Both HIT
P and CoAP support this nethod. </ doc>

<doc>Thi s request MAY contain a Content-Format option with

appl i cation/col |l ecti on+senmnl +j son. </ doc>

<doc>Thi s request MAY contain a Content-Format option wth

appl i cation/ sennl +j son. </ doc>

<r equest >

Shel by, et al. Expires April 21, 2016 [ Page 28]



I nternet-Draf Reusable Interface Definitions for Constrai ned October 2015

</ request >

<response status="200"/>

<response status="2.01"/>
</ met hod>

<nmet hod i d="readCol | ecti on" nanme="GCGET">
<doc>REturn a representation of both links and itens in the collection.
Bot h HTTP and CoAP support this method. </ doc>
<doc>Thi s request MJST contain an Accepts option with
appl i cation/col |l ecti on+senmnl +j son. </ doc>
<request >
</ request >
<response status="200"/>
<response status="2.05"/>
</ met hod>

</ application>

7. Function Sets and Profiles

This section defines how a set of REST resources can be created
called a function set. A Function Set is simlar to a function bl ock
in the sense that it consists of input, output and paraneter
resources and contains internal logic. A Function Set can have a
subset of nmandatory inputs, outputs and paranmeters to provide m ninmm

interoperability. It can also be extended w th manufacturer/user-
specific resources. A device is conposed of one or nore Function Set
i nst ances.

An exanpl e of function sets can be found fromthe CoRE Resource
Directory specification that defines REST interfaces for

regi stration, group and | ookup [I-D.ietf-core-resource-directory].
The OMA Li ghtwei ght M2M standard [ REF] al so defines a function set
structure called an Objects that use integer path, instance and
resource URI segnents. QOVA (bjects can be defined and then
registered with an OVA maintained registry [REF]. This section is
sinply meant as a guideline for the definition of other such REST
interfaces, either customor part of other specifications.

7.1. Defining a Function Set

In a Function Set, types of resources are defined. Each type

i ncl udes a human readabl e nanme, a path tenplate, a Resource Type for
di scovery, the Interface Definition and the data type and al | owed
values. A Function Set definition may also include a field
indicating if a sub-resource is mandatory or optional.
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7.1.1. Path tenplate

A Function Set is a contai ner resource under which its sub-resources
are organi zed. The profile defines the path to each resource of a
Function Set in a path tenplate. The tenplate can contain either
relative paths or absol ute paths depending on the profile needs. An
absol ute Function Set should be located at its reconmended root path
on a web server, however it can be |ocated under an alternative path
if necessary (for exanple multi-purpose devices, gateways etc.). A
relative Function Set can be instantiated as many times as needed on
a web server with an arbitrary root path. However sone Function Sets
(e.g. device description) only nmake sense as singl etons.

The path tenplate includes a possible index {#} paraneter, and
possi bl e fixed path segnments. The index {#} allows for nmultiple

i nstances of this type of resource, and can be any string. The root
path and the indexes are the only variable elenents in a path
tenplate. All other path segnents should be fixed.

7.1.2. Resource Type

Each root resource of a Function Set is assigned a Resource Type
paraneter, therefore nmaking it possible to discover it. Each sub-
resource of a Function Set is al so assigned a Resource Type
paranmeter. This Resource Type is used for resource discovery and is
usual |y necessary to discover optional resources supported on a
speci fic device. The Resource Type of a Function Set nmay al so be
used for service discovery and can be exported to DNS-SD [ RFC6763]
for exanple.

The Resource Type paraneter defines the value that should be included
inthe rt=field of the CoRE Link Format when describing a link to
this resource. The value SHOULD be in the form "nanmespace.type" for
root resources and "nanespace.type. subtype" for sub-resources. This
nam ng convention facilitates resource type filtering with the

/. wel | -known/core resource. However a profile could allow mxing in
forei gn nanespace references within a Function Set to inport external
references from other object nodels (e.g. SenM. and UCUM .

7.1.3. Interface Description

The Interface Description paraneter defines the REST interface for
that type of resource. Several base interfaces are defined in
Section 6 of this docunent. For a given profile, the Interface
Description may be inferred fromthe Resource Type. In that case the
Interface Description MAY be elided fromlink descriptions of
resource types defined in the profile, but should be included for
custom extensions to the profile.
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The root resource of a Function Set should provide a list of links to
its sub-resources in order to offer gradual reveal of resources. The
CoRE Link List interface defined in Section 6.1 offers this
functionality so a root resource should support this interface or a
derived interface |li ke CoRE Batch (See Section 6.2).

7.1.4. Data type

The Data Type field defines the type of value (and possi bl e range)
that is returned in response to a GET for that resource or accepted
wth a PUT. The interfaces defined in Section 6 nmake use of plain
text and SenM. Media types for the actual format of this data. A
profile may restrict the |list of supported content formats for the
CoRE interfaces or define newinterfaces with new content types.

7.2. Discovery

A device conformng to a profile SHOULD nmake its resources

di scoverabl e by providing links to the resources on the path /.well -
known/ core as defined in [ RFC6690]. All resources hosted on a device
SHOULD be di scoverable either with a direct link in /.well-known/core
or by follow ng successive links starting from/.well-known/core.

The root path of a Function Set instance SHOULD be directly
referenced in /.well-known/core in order to offer discovery at the
first discovery stage. A device with nore than 10 i ndi vi dual
resources SHOULD only expose Function Set instances in /.well-known/
core to limt the size of this resource.

In addition, a device MAY register its resources to a Resource
Directory using the registration interface defined in
[I-D.ietf-core-resource-directory] if such a directory is avail able.

7.3. Versioning

A profile should track Function Set changes to avoid inconpatibility
i ssues. Evolutions in a Function Set SHOULD be backward conpati bl e.

8. Security Considerations

An inplenentation of a client needs to be prepared to deal with
responses to a request that differ fromwhat is specified in this
docunent. A server inplenenting what the client thinks is a resource
with one of these interface descriptions could return malforned
representations and response codes either by accident or naliciously.
A server sending naliciously mal forned responses could attenpt to

t ake advantage of a poorly inplenented client for exanple to crash

t he node or perform denial of service.
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9.

10.

11.

| ANA Consi derati ons

The interface description types defined require registration.
The new link relations type "boundto" and "grp" require registration.
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Changel og
Changes from-03 to -04
o Fixed tickets #385 and #386
o Changed abstract and into to better describe content
o Focus on Interface and not function set/profiles in intro
o Changed references fromdraft-core-observe to RFC7641
o Myved Function sets and Profiles to section after Interfaces
o Myved Observe Attributes to the Link Binding section
0 Add a Collection section to describe the collection types
0 Add the Hypernedia Collection Interface Description
Changes from-02 to -03
o0 Added It and gt to binding format section.
0 Added pmn and pnax observe paraneters to Cbservation Attri butes
0 Changed the definition of It and gt to limt crossing.

o Added definitions for getattr and setattr to WADL.

0 Added getattr and setattr to observable interfaces.
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0 Renoved query paraneters from Qoserve definition

0o Added observe-cancel definition to WADL and to observabl e
i nterfaces.

Changes from-01 to -02

0 Updated the date and version, fixed references.

0 Renoved pm n and pmax observe paraneters [Ticket #336]
Changes from-00 to W5 Docunent -01

o Inprovenents to the Function Set section.

Changes from-05 to WG Docunent -00

o Updated the date and version.

Changes from-04 to -05

2015

o Made the Cbservation control paraneters to be treated as resources
rat her than Qobserve query paraneters. Added Less Than and G eater

Than par anet ers.
Changes from-03 to -04
o Draft refresh
Changes from-02 to -03
0 Added Bi ndi ngs
0 Updated all rt=and if= for the new Link Format | ANA rul es
Changes from-01 to -02
o Defined a Function Set and its guidelines.
0 Added the Link List interface.
0 Added the Linked Batch interface.
o Inproved the WADL interface definition.

o Added a sinple profile exanple.
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Appendi x A

Profile exanple

The following is a short definition of sinple profile.
sinplistic profile is for use in the exanples of this docunent.

| Nane |
| Model |

et al.

"Observing Resources in the Constrained
RFC 7641,

Thi s

T Fommmmmeeaa . S I +
Function Set | Root Path | RT | IF |
U SRS S S +
| Device Description | /d | sinple.dev | core.ll
Sensors | /s | sinple.sen | core.b |
Actuators | /a | sinple.act | core.b
T IR I . SRy +
Li st of Function Sets
R Fom e e e S R +
Pat h | RT | I'F | Data Type
Fommmmmaaa e SRy . +
/d/name | sinple.dev.n | core.p | xsd:string
/d/ nodel | sinmple.dev.ndl | core.rp | xsd:string
R R Fome e oo S +
Devi ce Description Function Set
R —— R e R —— +
| Path | RT | I'F | Data Type |
S S oo S +
| /s/light | sinple.sen.lt | core.s | xsd:decimal |
| o | | (lux)
| /s/humdity | sinple.sen.hum| core.s | xsd:decinmal |
| | | | (9%RH) |
| /s/tenp | sinple.sen.tnp | core.s | xsd:deci nmal
| | | | (degQ) |
o e - Fom e e e I o e - +
Sensors Function Set
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oo - S g S S +
| Type | Path | RT | IF | Data Type

B Fomm i m e a ok Fom e e a oo ok S Fom e e +
| LED | /al{#}/led | sinple.act.led | core.a | xsd: bool ean
oo - S S S S +

Actuators Function Set
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