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Abstract

Thi s docunent descri bes how the use of the Secure Real -tinme transport
protocol (SRTP) [ RFC3711]. can be negotiated using the AVP (Audio
Video Profile) defined in [ RFC3551]. Such a mechanismis used to
provi de a nmeans for encrypted nmedia to be used in environnents where
support for encryption is not known in advance, and not required.

The sanme nmechanismis al so applied to negotiation of the Extended RTP

Profile for Real-time Transport Control Protocol Based Feedback (RTP/
AVPF) [ RFC4585].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 27, 2017.
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. I nt roducti on

Qpportunistic Security [ RFC7435] is an approach to security that
defines a third node for security between "cleartext" and
"“conprehensive protection” that allows encryption and authentication
to be used if supported but will not result in failures if it is not
supported. In terns of secure nedia, cleartext is RTP [ RFC3550]
medi a which is negotiated with the AVP (Audio Video Profile) profile
defined [ RFC3551]. Conprehensive protection is Secure RTP [ RFC3711],
negotiated with a secure profile, such as SAVP or SAVPF [ RFC5124].

[1-D.ietf-sipbrandy-osrtp] describes how Secure Real -tinme transport
protocol (SRTP) can be negoti ated opportunistically.

[ RFC4568] however requires that SRTP is only negotiated using the
RTP/ SAVP profile [RFC3711] or the RTP/ SAVPF profile [RFC5124]. This
docunent relaxes this rule by allowng SRTP to be used with the RTP/
AVP profile when negoti ated opportunistically.
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Simlarly [ RFC4585] requires that the RTCP extended reports are only
used in nmedia sessions for which the "AVPF" profile is specified.
Thi s docunent therefore also relaxes this rule allow ng RTCP based
feedback to be used with the RTP/AVP profile.

2. Nornmative Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119].

3. Mbti vati on

In theory SDP [ RFC4566] allows different RTP profiles such as SAVP
AVPF, and AVP to be offered as separate mlines, and allows the
answerer to reject profiles it does not support or does not wsh to
use. However the use of nmultiple mlines for such a negotiation is
not well defined and inplenmentations receiving such an offer are
likely to reject the SDP Offer rather than use the profile they
support. This negotiation failure has been observed when negoti ating
the secure profile (SAVP) and al so when negoti ati ng RTCP based

f eedback nessages [ RFC4585] (RTP/ AVPF) or both (RTP/ SAVPF).

To avoid using nultiple mlines to negotiate RTP profiles this draft
recogni zed that existing inplenentation of SRTP, and RTCP feedback,
make use of the relevant SDP attributes to indicate such
capabilities. The approach therefore taken in this draft uses the
"a=" lines in SDP to negotiate these capabilities in a single offer/
answer exchange, by offering the AVP profile but indicating the
supported functionality in a=lines.

4. Use of RTP/AVP profile with SRTP

To negotiate SRTP in an opportunistic way such as that described in
[1-D.ietf-sipbrandy-osrtp] requires a fallback to unencrypted nedi a
to occur if the renote endpoi nt does not support SRTP

Ther ef ore when negotiati ng SRTP opportunistically the SDP of ferer
MUST use the AVP profile [RFC3551]. This is independent of the key
exchange nechani sm used.

The SDP answerer will use the AVP profile if it does not encrypt the
media and may use the AVP if it encrypts the nedia. The exact
negoti ati on mechani smis however outside the scope of this docunent,
an exanpl e mechani sm can be found in [I-D.ietf-sipbrandy-osrtp].
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Ther ef ore when negoti ati ng SRTP opportunistically the SDP offerer
MUST use the AVP profile [RFC3551]. This is independent of the key
exchange nechani sm used.

5. Use of RTP/AVP profile with RTCP Feedback

Negotiating the use of the Extended RTP Profile for RTCP Based
Feedback (RTP/ AVPF) [ RFC4585] opportunistically also requires the
offerer to use the AVP profile otherwise the offer is likely to be
rejected by an answerer who does not support AVPF.

Ther ef ore when negotiati ng RTCP Based Feedback opportunistically the
SDP of ferer MUST use the AVP profile [RFC3551] and include the
"a=rtcp-fb" SDP attribute as described in [ RFC4585]. This is an
update to [ RFC4585] which requires that the "a=rtcp-fb" attribute is
only used with the AVPF profile. Al other [RFC4585] procedures
remai n unchanged.

6. | ANA Consi derations
None
7. Security Considerations

The security considerations of [RFC7435] apply to any opportunistic
approach to SRTP

It is inportant to note that negotiating SRTP in an opportunistic way
makes no changes, and has no effect on nedia sessions in which the

of fer contains a secure profile of RTP, such as SAVP or SAVPF. As

di scussed in [RFC7435] this is the "conprehensive protection” for
medi a node.

8. Acknow edgenents
This docunent is dedicated to our friend and col | eague Francoi s Audet
who is greatly mssed in our conmunity. H's work on inproving
security in SIP and RTP provided the foundation for this work.
9. References
9.1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10. 17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

Hutton, et al. Expires July 27, 2017 [ Page 4]



I nternet-Draft Negotiating RTP Profiles January 2017

9. 2. I nformati ve References

[1-D.ietf-sipbrandy-osrtp]
Johnston, A., Aboba, B., Hutton, A, Jesske, R, and T.
Stach, "An Opportunistic Approach for Secure Real -tine
Transport Protocol (OSRTP)", draft-ietf-sipbrandy-osrtp-01
(work in progress), October 2016.

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP:. A Transport Protocol for Real -Tine
Applications", STD 64, RFC 3550, DO 10.17487/ RFC3550,
July 2003, <http://ww.rfc-editor.org/info/rfc3550>.

[ RFC3551] Schul zrinne, H and S. Casner, "RTP Profile for Audio and
Vi deo Conferences with Mnimal Control"”, STD 65, RFC 3551,
DO 10. 17487/ RFC3551, July 2003,
<http://www.rfc-editor.org/info/rfc3551>.

[ RFC3711] Baugher, M, McGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tine Transport Protocol (SRTP)",
RFC 3711, DA 10.17487/ RFC3711, March 2004,
<http://www. rfc-editor.org/info/rfc3711>.

[ RFC4566] Handley, M, Jacobson, V., and C. Perkins, "SDP: Session
Description Protocol", RFC 4566, DO 10.17487/ RFC4566,
July 2006, <http://www.rfc-editor.org/info/rfc4566>.

[ RFC4568] Andreasen, F., Baugher, M, and D. Wng, "Session
Description Protocol (SDP) Security Descriptions for Media
Streans", RFC 4568, DO 10.17487/ RFC4A568, July 2006,
<http://www. rfc-editor.org/info/rfc4568>.

[ RFC4585] Ot, J., Wenger, S., Sato, N, Burneister, C., and J. Rey,
"Extended RTP Profile for Real-time Transport Control
Prot ocol (RTCP)-Based Feedback (RTP/ AVPF)", RFC 4585,
DO 10. 17487/ RFC4585, July 2006,
<http://www. rfc-editor.org/info/rfc4585>.

[ RFC5124] Ot, J. and E. Carrara, "Extended Secure RTP Profile for
Real -time Transport Control Protocol (RTCP)-Based Feedback
(RTP/ SAVPF) ", RFC 5124, DO 10.17487/ RFC5124, February
2008, <http://ww.rfc-editor.org/info/rfc5124>.

[ RFC7435] Dukhovni, V., "Opportunistic Security: Some Protection

Most of the Time", RFC 7435, DO 10.17487/ RFC7435,
Decenber 2014, <http://www. rfc-editor.org/info/rfc7435>.

Hutton, et al. Expires July 27, 2017 [ Page 5]



I nternet-Draft Negotiating RTP Profiles January 2017

Aut hors’ Addresses

Andr ew Hutt on

Uni fy

Brickhill Street

MIlton Keynes MK15 0DJ
UK

Emai | : andrew. hutton@ni fy. com

Rol and Jesske

Deut sche Tel ekom

Hei nrich-Hertz-Strasse 3-7
Dar nst adt 64295

Cer many

Email: R Jesske@ el ekom de

Al an Johnst on
Unaffili ated

Bel | evue, WA

USA

Emai | : al an. b.j ohnston@nai | . com

Gonzal o Sal gueiro

G sco

7200- 12 Kit Creek Road
RTP, NC 27709

USA

Emai | : gsal guei @i sco. com
Ber nard Aboba

M crosoft

One M crosoft Wy
Rednond, WA 98052

USA

Emai | : bernard. aboba@nmuai | . com

Hutton, et al. Expires July 27, 2017 [ Page 6]



