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Abstract

Egress Peer Engineering is an application of Segnent Routing to solve
t he probl em of egress peer selection. The SR-based BGP- EPE sol ution
allows a centralized (Software Defined Network, SDN)controller to
program any egress peer. The EPE solution requires a node to program
Peer NodeSI D, Peer Adj SI D, Peer SetSID as described in
[1-D.ietf-spring-segnment-routing-central-epe]. This docunent

provi des new sub-TLVs for EPE SIDs that would be used in Target stack
TLV (Type 1) as defined in [RFC8029] for the EPE Sl Ds.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2020.
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Copyright (c) 2019 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction . . 2
2. FEC Definitions . . . . 3
2.1. PeerAdjSID Sub-TLV . 3
2.2. PeerNodeSI D Sub-TLV . 4
2.3. PeerSetSID Sub-TLV 6
3. Security Considerations . 9
4. | ANA Consi derations . 9
5. Acknow edgnents . 9
6. References e 9
6.1. Normative References 9
6.2. Informative References 10
Aut hors’ Addresses 10

1. I nt roducti on

Egress Peer Engineering (EPE) as defined in
[I-D.ietf-spring-segnent-routing-central-epe] is an effective
mechani smto select the egress peer |ink based on different criteria.
The EPE SI Ds provide neans to represent egress peer links. Many
networ k depl oynents have built their networks consisting of multiple
Aut ononpbus Systens either for ease of operations or as a result of
network nmergers and acquisitons. The inter-AS |inks connecting the
two Aut ononobus Systens could be traffic engineered using EPE-SIDs in
this case as well. It is inportant to be able to validate the
control plane to forwardi ng pl ane synchroni zation for these SIDs so
that any anomaly can be detected easily by the operator.

Thi s docunent provides Target FEC stack TLV definitions for EPE Sl Ds.

O her procedures for npls ping and traceroute as defined in [ RFC3287]
are applicable for EPE-SIDs as well.
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2.

2.

FEC Definitions

As described in [RFC8287] sec 5, 3 new type of sub-TLVs for the
Target FEC Stack TLV are defined for the Target FEC stack TLV
corresponding to each label in the |abel stack. If a malfornmed FEC
sub-TLV is received, then a return code of 1, "Ml fornmed echo request
recei ved" as defined in [RFC8029] SHOULD be sent.

1. PeerAdjSID Sub-TLV

0 1 2 3
01234567890123456789012345678901

T i S T T s T S s i SE A S S
| Type = TBD | Lengt h |
B T I i T ST S T T a i S o R S T

| Local AS Nunber (4 octets) |
e T R S S S B T S R S S S S M S S N R S S S
| Renote As Nunber (4 octets) |
T S S S S T S R R S S S
| Local BGP router ID (4 octets) |
I ik aie: ST S S I I i o ST I I I I il sl e S
| Renote BGP Router ID (4 octets) |
B T R S S S T T S R S S S S M S S N S S B S
| Local Interface address (4/16 octets) |
T S S S S T N R R S S
| Renote Interface address (4/16 octets) |
I ik aie: ST S S I I i o ST I I I I il sl e S

Figure 1. PeerAdj SI D Sub-TLV
Type : TBD
Length : variable based on ipv4/ipv6 interface address
Local AS Nunber
4 octet unsigned integer representing the Menber ASN inside the
Conf ederati on. [ RFC5065]. The AS nunber corresponds to the AS to
whi ch Peer Adj SI D adverti si ng node bel ongs to.

Renot e AS Nunber
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4 octet unsigned integer representing the Menber ASN inside the

Conf eder ati on. [ RFC5065]. The AS nunber corresponds to the AS of the
renot e node for which the PeerAdj SID is adverti sed.

Local BGP Router ID:

4 octet unsigned integer of the advertising node representing the BGP
Identifier as defined in [RFC4271] and [ RFC6286] .

Renpte BGP Router |ID

4 octet unsigned integer of the receiving node representing the BGP
Identifier as defined in [ RFC4271] and [ RFC6286] .

Local Interface Address :

In case of PeerAdj SID Local interface address corresponding to the
Peer Adj SI D shoul d be apecified in this field. For IPv4,this field is
4 octets; for IPv6, this field is 16 octets.

Renote I nterface Address

In case of PeerAdjSID Renote interface address corresponding to the
Peer Adj SI D shoul d be apecified in this field. For IPv4,this field is
4 octets; for IPv6, this field is 16 octets.

2. 2. Peer NodeSI D Sub- TLV

Hegde, et al. Expires May 3, 2020 [ Page 4]



I nt er net -

0

Dr af t EPE- OAM COct ober 2019

1 2 3

01234567890123456789012345678901

+-

+-

+-

I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

Type :

Length :

Local

B R e s T i e e S it sl S TR SRR e S S e i s

D | Lengt h |

B i T T e e e e i s s S e S e e S e T e e

Local AS Nunber (4 octets) |

B i S T T T i S i e S i S S

Renmote As Nunber (4 octets) |

B i e o T T e e R s it sl ST S T i S S e S e i T 2

Local BGP router ID (4 octets) |

R o o o T i i S S S S e o i ol st SERE R

Renote BGP Router ID (4 octets) |

B i S S i S S I i S S S i S S S
No.of IPv4 interface pairs | No.of I Pv6 interface pairs

e i T R S ik i ol o ST TR R S T I S e o -

Local Interface addressl (4/16 octets) |

R o o o T i i S S S S e o i ol st SERE R

Renote Interface addressl (4/16 octets) |

B i S T T T i S i e S i S S

Local Interface address2 (4/16 octets) |

B i e o T T e e R s it sl ST S T i S S e S e i T 2

e R s i T e S e i R S S e

+

+

Figure 2: Peer NodeSI D Sub- TLV
TBD

vari abl e based on ipv4/ipve interface address

AS Nunber

4 octet unsigned integer representing the Menber ASN inside the
Conf eder ati on. [ RFC5065]. The AS nunber corresponds to the ASto

whi ch

Peer NodeSI D adverti sing node bel ongs to.

Renot e AS Nunber

4 octet unsigned integer representing the Menber ASN inside the
Conf eder ati on. [ RFC5065]. The AS nunber corresponds to the AS of the
renote node for which the PeerNodeSID is adverti sed.

Local
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4 octet unsigned integer of the advertising node representing the BGP
Identifier as defined in [ RFC4271] and [ RFC6286] .

Renmote BGP Router ID

4 octet unsigned integer of the receiving node representing the BGP
Identifier as defined in [ RFC4271] and [ RFC6286] .

Nunber of I1Pv4 interface pairs:

Total nunber of 1PV4 local and renote interface address pairs.

Nurmber of IPv6 interface pairs:

Total nunber of I1PV6 |ocal and renote interface address pairs.

There can be multiple Layer 3 interfaces on which a peerNodeSI D

| oadbal ances the traffic. Al such interfaces |ocal/renote address
MUST be included in the FEC

When a Peer NodeSI D | oad- bal ances over few interfaces with IPv4 only
address and few interfaces with | Pv6 address then the FEC definition
should list all 1Pv4 address pairs together followed by | Pv6 address
pairs.

Local Interface Address :

In case of PeerNodeSID, the interface |ocal address ipv4/ipv6e which
corresponds to the Peer NodeSI D MIST be specified. For IPv4,this
field is 4 octets; for IPv6, this field is 16 octets.

Renpte Interface Address

In case of PeerNodeSID, the interface renote address ipv4/ipv6 which
corresponds to the Peer NodeSI D MIST be specified. For IPv4,this
field is 4 octets; for IPv6, this field is 16 octets.

2. 3. Peer Set SI D Sub- TLV
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0 1 2 3
01234567890123456789012345678901

B I S I T i i S R S i
| Type = TBD | Lengt h |
i I T i S S T ak S

| Local AS Nunber (4 octets) |
B i T S o S T i S S I s S S S
Local BGP router ID (4 octets) |

i i I e e i T e S i e S e i T e i T i aoi ST S S SR R S
No. of el enents in set | Reser ved |
i I T e ik ik aoTe TEIE RIS R R S S S S T S T it it S e e e S S
Renote As Nunber (4 octets) |

N i T S T T o N h ai SE SRE I S
Renote BGP Router ID (4 octets) |

B I S e i i T e S e S e Tk ik i ol s s SR S TR SRR S S S 2
No.of IPv4 interface pairs | No.of IPv6 interface pairs |
i I T e ik ik aoTe TEIE RIS R R S S S S T S T it it S e e e S S
Local Interface addressl (4/16 octets) |

N i T S T T o N h ai SE SRE I S
Renote Interface addressl (4/16 octets) |

i i I e e i T e S i e S e i T e i T i aoi ST S S SR R S
Local Interface address2 (4/16 octets) |

i I T e ik ik aoTe TEIE RIS R R S S S S T S T it it S e e e S S

|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
e S T i S S S e s Sl S S S S S &
Figure 3. PeerSetSID Sub-TLV

Type : TBD

Length : variable based on ipv4/ipve interface address and nunber of
el ements in the set

Local AS Numnber

4 octet unsigned integer representing the Menber ASN inside the
Conf eder ati on. [ RFC5065]. The AS nunber corresponds to the ASto
whi ch Peer Set SI D advertisi ng node bel ongs to.

Renmot e AS Nunber

4 octet unsigned integer representing the Menber ASN inside the

Conf eder ati on. [ RFC5065]. The AS nunber corresponds to the AS of the
renote node for which the PeerSetSID is adverti sed.
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Advertising BGP Router 1D

4 octet unsigned integer of the advertising node representing the BGP
Identifier as defined in [RFC4271] and [ RFC6286] .

Recei ving BGP Router ID

4 octet unsigned integer of the receiving node representing the BGP
Identifier as defined in [RFC4271] and [ RFC6286] .

No. of elenents in set:

Nunmber of renote ASes, the set SID | oad-bal ances on.

Peer Set SID may be associated with a nunber of Peer NodeSI Ds and
Peer Adj SIDs. Link address details of all these SIDs should be
included in the peerSetSID FEC so that the data-plane can be
correctly verified on the renote node.

Nurmber of IPv4 interface pairs:

Total nunber of 1PV4 |ocal and renote interface address pairs.
Nunber of IPv6 interface pairs:

Total nunber of I1PV6 |ocal and renote interface address pairs.
There can be multiple Layer 3 interfaces on which a peer NodeSI D

| oadbal ances the traffic. Al such interfaces |ocal/renote address
MUST be included in the FEC

When a Peer Set SI D | oad- bal ances over few interfaces with IPv4 only
address and few interfaces with I Pv6 address then the Link address
TLV should list all 1Pv4 address pairs together foll owed by |IPv6
address pairs.

Local Interface Address :

In case of Peer NodeSI D/ Peer Adj SID, the interface |ocal address ipv4/
i pv6 which corresponds to the PeerNodeSl DY Peer Adj SI D MUST be
specified. For IPv4,this field is 4 octets; for IPv6, this field is
16 octets.

Renote Interface Address

In case of Peer NodeSI D/ Peer Adj SID, the interface renote address ipv4/
i pv6 which corresponds to the PeerNodeSI DY Peer Adj SI D MJUST be
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specified. For IPv4,this fieldis 4 octets; for IPv6, this field is
16 octets.

3. Security Considerations

The EPE SIDs are advertised for egress links for Egress Peer

Engi neering purposes or for inter-As |inks between co-operating ASes.
When co-operating domains are involved, they can allow the packets
arriving on trusted interfaces to reach the control plane and get
processed. When EPE SIDs which are created for egress TE |inks where
t he nei ghbor AS is an i ndependent entity, it may not all ow packets
arriving fromexternal world to reach the control plane. In such
depl oynments npls OAM packets will be dropped by the nei ghboring AS.

4. | ANA Consi derati ons

New Target FEC stack sub-TLV fromthe "sub-TLVs for TLV types 1,16
and 21" subregistry of the "Multi-Protocol Label sw tching (MPLS)
Label Switched Paths (LSPs) Ping paraneters" registry

Peer Adj SI D segnment 1D Sub-TLV : TBD
Peer Node segnent |1 D Sub-TLV : TBD
Peer Set SI D segnment |1 D Sub-TLV : TBD
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