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Abstract

The Dynam ¢ Host Configuration Protocol (DHCP) is initiated by a DHCP
client. A DHCP server can force DHCP client to send DHCPRENEW by
sendi ng a DHCPFORCERENEW nessage. There may be nultiple DHCP network
devi ces connected in between a DHCP client and a server, each one
reserving resources for the DHCP client. There are no DHCP nessages
that a relay can initiate in order to control the client binding.

A DHCP client may not al ways send a DHCPRELEASE nessage when it no
| onger needs the I P address. This docunent specifies a way to
request release nessage to be initiated by an internedi ate DHCP
network device, e.g. DHCP relay, on behalf of DHCP client. This
hel ps relinqui sh network resources sooner than the | ease expiration
tinme.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 30, 2015.

Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.
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This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect

to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

DHCP [ RFC2131] provides a framework for configuring clients with

net wor k addresses and other network paraneters. It includes a relay
agent capability where DHCP server may not be directly connected to
the DHCP client. A relay agent is an internedi ate node that passes

DHCP nessages between DHCP clients and DHCP servers. As per

[ RFC2131], a relay agent cannot generate a nessage on its own which

can control the client binding. Figure 1 below shows a typical
network with multiple DHCP devi ces.
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Figure 1: Typical DHCP Network

A DHCP client may be connected to DHCP server through multiple DHCP
network devices, e.g. nultiple DHCP relay and/or relay-proxy. 1In the
DHCP protocol it is not nmandatory for the DHCP client to send a
DHCPRELEASE nessage whil e di sconnecting. It is also possible that

t he UDP dat agram carryi ng a DHCPRELEASE nessage may get dropped due
to network issues. Network resources, including |IP address, my
remain reserved for this client at all the DHCP network devices until
the | ease expires.

In sone situations when the DHCP client is replaced (e.g. replacing
the set-top-box) due to failure, the first DHCP client may not have
sent the DHCPRELEASE nessage on its failure. In this case, the IP
address and network resources for the first client will be reserved
and unused until the | ease expires.

It is possible for the first DHCP network device, i.e. "DHCP Relay 1"
in Figure 1 which is closest to the DHCP client, to detect that the
DHCP client is replaced or is no |onger present on the network by
health check. This health check may be done by sone kind of |iveness
detecti on mechani sm or sone other nechanism In this scenario, the
rel ay agent doesn’t have any nechanismto informthe server about
such liveness state.

In sonme situations, the adm nistrator m ght want to cl ear sone
clients’ bindings admnistratively. 1In such cases, the adm nistrator
may need to access every single DHCP network device (relay, rel ay-
proxy) and al so the DHCP server, and clear the DHCP client binding.

Wth the relay initiated rel ease nessage, when a relay detects
client’s unavailability or needs to clear the client binding

adm nistratively, it can generate the rel ease nessage on behal f of
client and send it to the server. Thus, all of the DHCP network

devi ces can be in synchronization with respect to the client’s

bi ndi ng i nformati on and network resources can be relinquished earlier
than the | ease expiry. The server MAY choose to integrate sone
mechanismto confirmwith the client, e.g. generate FORCERENEW
message before sending reply to the relay. It is outside the scope
of this docunent.
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2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. New Message and Option Value Definitions

Thi s docunent specifies 2 new DHCP nessage types (option 53 from
Section 9.6 of [RFC2132]):

0 DHCPRELEASEBYRELAY
0 DHCPRELAYREPLY
The format of these nmessages is sane as defined in [RFC2131].

Thi s docunent specifies 2 new values for the Status Code Option
(option 151 from Section 6.2.2 of [RFC6926]):

o NoBi ndi ng
o Not Confi gured

3.1. DHCPRELEASEBYRELAY
Thi s message MAY be generated by the first DHCP network device ("DHCP
Relay 1" in Figure 1), on behalf of the DHCP client. This gives an
indication to the server that the client binding can be cl eared.

3.2. DHCPRELAYREPLY
This is the reply from DHCP server in response to the
DHCPRELEASEBYRELAY nessage. The server conveys success or failure of
t he DHCPRELEASEBYRELAY.

3.3.  NoBi ndi ng
When the server does not find the binding for which
DHCPRELEASEBYRELAY is received, it uses this new value in the Status
Code Opti on.

3.4. Not Configured

When the server is not configured to accept DHCPRELEASEBYRELAY, it
uses this new value in the Status Code Opti on.
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4.

4.

4.

Functionality

The generation of a DHCPRELEASEBYRELAY nessage can be a confi gurable
behavi or at the DHCP relay. Taking action to release the binding can
al so be a configurable behavior at the server and internedi ate DHCP
net wor k devi ces. Dependi ng upon the configuration, the server
responds wi th DHCPRELAYREPLY

1. First DHCP Networ k Devi ce Behavi or

Devi ces MAY be configured to generate the newy defined
DHCPRELEASEBYRELAY nessage.

The first DHCP network device ("DHCP Relay 1" in Figure 1) can be
configured such that when it detects the client is no | onger
avai l able on the network or is replaced or the binding infornation
needs to be deleted admnistratively, the device can generate the
DHCPRELEASEBYRELAY nessage.

In order to generate the DHCPRELEASEBYRELAY nessage this network
devi ce needs to store the information related to the client, e.g.
har dware address, client identifier, server identifier and gi addr
used while obtaining client |ease.

1.1. Generation and Transm ssion of DHCPRELEASEBYRELAY Message

This new nessage is simlar to the DHCPRELEASE generated by the
client, as explained in [RFC2131]. The construction of the
DHCPRELEASEBYRELAY is simlar to the construction of any other DHCP
messages as described in Section 4.1 of [RFC2131]. Note that this
message i s generated on behalf of the DHCP client hence all the
fields in the message SHOULD be with respect to the client, as if it
was generated by the client. It MJST set the giaddr in the packet as
its network address. This is simlar to setting the giaddr for other
nmessage types |i ke DHCPDI SCOVER or DHCPREQUEST

Rel ay MAY al so choose to add Rel ay Agent Information Option 82
[ RFC3046] in this nessage. This can be a configurabl e behavior.

Set the following fields in the DHCPRELEASEBYRELAY nessage:
0 op - MIST be set to BOOTREQUEST
o xid - MIST be filled as a random nunber

o chaddr - MJST be filled with hardware address of the client on
whose behal f t he DHCPRELEASEBYRELAY i s bei ng sent
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o ciaddr - MJST be filled with client’s network address

o giaddr - MJST be filled and SHOULD be sane as what was used when
client obtained the | ease

Include the follow ng options in the DHCPRELEASEBYRELAY nessage:

o DHCP nessage type - MJST be included as DHCPRELEASEBYRELAY

o Cient identifier - if the client had used this option while
obtaining the lease, it MJST include this option with the sane
val ue

0o Server identifier - MJST be included and SHOULD be sane as what
was used when client obtai ned the | ease

0 Relay Agent Information Option 82 - if configured then SHOULD
include this option with the sane val ue as what was used while
obtai ning the | ease

DHCPRELEASEBYRELAY SHOULD be sent as uni cast nessage to the server.
4.1.2. Receipt of DHCPRELAYREPLY Message

The first DHCP network device ("DHCP Relay 1" in Figure 1), upon
recei pt of a valid DHCPRELAYREPLY nessage fromthe server, considers
t he conpl eti on of DHCPRELEASEBYRELAY event.

If xid of the DHCPRELAYREPLY does not match with the xid of the
DHCPRELEASEBYRELAY whi ch was sent, DHCPRELAYREPLY MJST be silently
dr opped.

The action at this device is based on the Status Code Option. In the
absence of Status Code Option or if the value is Success or

NoBi ndi ng, then this device MJST clear the binding. If the Status
Code is not Success or NoBi nding, those client bindings MIST remain
until the | ease expires.

| f DHCPRELAYREPLY from the DHCP server is |lost then the
DHCPRELEASEBYRELAY wi Il be retransmtted, and the server MAY respond
w th a DHCPRELAYREPLY indicating a Status Code as NoBi ndi ng.
Therefore, in this nmessage exchange, the relay SHOULD NOT treat a
DHCPRELAYREPLY nmessage with a Status Code of NoBi nding as an error.
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4.1.3. Receiving No Response

The DHCP rel ay does not receive a response fromthe server if the
DHCPRELEASEBYRELAY or DHCPRELAYREPLY nessage is lost. In such cases,
relay SHOULD resend the DHCPRELEASEBYRELAY nessage to the server
usi ng a backoff algorithmfor the retry tinme that approxi mates an
exponenti al backoff. Depending on the network bandw dth between the
relay and the server, the relay SHOULD choose a delay. This delay
grows exponentially as retransm ssions fail. The nunber of

retransm ssions SHOULD be Iimted. The exponential backoff al gorithm
is specified in Section 4.1 of [RFC3046].

4. 2. DHCP Server Behavi or

DHCP server ("DHCP Server" in Figure 1) SHOULD be configurable either
to accept or reject the newy defi ned DHCPRELEASEBYRELAY nessage.

4.2.1. Receipt of DHCPRELEASEBYRELAY Message

If the DHCP server does not support the new nessage type then it can
sinply drop the packet.

If the server is not configured to accept this relay initiated
DHCPRELEASEBYRELAY nessage then it can sinply drop the packet or send
DHCPRELAYREPLY with status code as Not Confi gured.

The server MAY be configured to restrict itself fromaccepting this
nessage with the same gi addr which was used whil e obtaining the | ease
(DI SCOVER- OFFER_REQUEST- ACK nessage exchange). |If server deci des not
to accept the DHCPRELEASEBYRELAY nessage froma particular relay, it
can sinply drop the packet or send DHCPRELAYREPLY with status code as
Not Al | owed.

On receipt of a valid and accept abl e DHCPRELEASEBYRELAY nessage, if
configuration allows, it MAY decide to clear the binding as expl ai ned
in Section 4.3.4 of [RFC2131].

If the server does not find the binding for which it received the
DHCPRELEASEBYRELAY nessage, it SHOULD send the DHCPRELAYREPLY with
stat us code as Nobi ndi ng.

4.2.2. Generation and Transm ssi on of DHCPRELAYREPLY Message
Construction of the DHCPRELAYREPLY is simlar to construction of any
ot her DHCP nmessages as described in Section 4.1 of [RFC2131]. This

nessage is simlar to DHCPACK which is generated by the server, as
explained in [ RFC2131].
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Set the following fields in the DHCPRELAYREPLY nessage:

o0 op - MIST be set to BOOTREPLY

o xid - MJIST be copied from DHCPRELEASEBYRELAY

o chaddr - MJST be copi ed from DHCPRELEASEBYRELAY

o ciaddr - MJST be filled with client’s network address

0 giaddr - MJUST be copied from DHCPRELEASEBYRELAY

Include the follow ng options in the DHCPRELAYREPLY nessage:
o DHCP nessage type - MJST be included as DHCPRELAYREPLY

o Cient identifier - MJST be copied from DHCPRELEASEBYRELAY
o Server identifier - MJST be copi ed from DHCPRELEASEBYRELAY

0o Relay Agent Information Option 82 - if present, MJST be copied
f r om DHCPRELEASEBYRELAY

DHCPRELAYREPLY MUST be sent as uni cast nessage to the address of the
relay as recorded i n DHCPRELEASEBYRELAY.

5. Security Considerations

DHCP protocol as defined in [RFC2131] provides no authentication or
security nmechani sns. Potential exposure to attacks are discussed in
Section 7 of the DHCP protocol specification in [ RFC2131].

Unaut hori zed and malici ous network device MAY spoof and send the

fal se DHCPRELEASE nessage. Similarly unauthorized and mali ci ous

net wor k devi ce MAY spoof and send the fal se DHCPRELEASEBYRELAY
nmessage.

A defense using the authentication for DHCP nessages [ RFC3118] SHOULD
be depl oyed where the networks are not secure or not directly under
the control of the server administrator. The DHCPRELEASEBYRELAY and
DHCPRELAYREPLY nessages SHOULD be aut henti cated using the procedures
described in [RFC3118]. However, inplenentation of authentication is
not a MJUST to support DHCPRELEASEBYRELAY and DHCPRELAYREPLY nessages.

Al t hough DHCP networ k devi ces that send the DHCPRELEASEBYRELAY
nmessage performthe functions of a DHCP relay, essentially they are
DHCP clients for the purposes of the DHCPRELEASEBYRELAY nessage.
Thus, [RFC3118] is an appropriate nmechani smfor DHCPRELEASEBYRELAY
nmessage aut henti cati on.
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Since [ RFC3118] di scusses the nornmal DHCP client interaction,

consi sting of a DHCPDI SCOVER, DHCPOFFER, DHCPREQUEST, and DHCPACK, it
IS necessary to transpose the operations described in [RFC3118] to

t he DHCPRELEASEBYRELAY donmai n. The operations described in [ RFC3118]
for DHCPDI SCOVER are perfornmed for DHCPRELEASEBYRELAY, and the
operations described for DHCPOFFER are perforned for DHCPRELAYREPLY
nmessage.

6. | ANA Consi derations
We request I ANA to assign foll ow ng new nessage types fromthe
registry of Message Types 53 Val ues nmi ntained in:
http://ww. i ana. or g/ assi gnnment s/ boot p- dhcp- par anet er s/
0 DHCPRELEASEBYRELAY
0 DHCPRELAYREPLY
We request | ANA to assign follow ng new Status Code val ues fromthe
registry of Status Codes Type 151 Val ues maintained in:
http://ww. i ana. or g/ assi gnnment s/ boot p- dhcp- par anet er s/
o NoBi ndi ng
o Not Confi gured
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