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Abstract

Thi s docunent studies the relationships of WebRTC communi cati on users
with their web Calling Services (CS) and their ldentity Providers
(I1dPs), in order to identify requirenents for |1dP based peer-to-peer
aut hentication. This study focuses in particular on issues of
privacy, security and trust that are raised by the introduction of
the IdP into the WebRTC call nodel, and by a different browser-based
calling paradigm conpared with Mbile networks or traditional VolP
systens. The docunent |ists privacy and trust scenarios for WbRTC
aut hentication for individuals as well as organizations. This
contribution is proposed to the RTCWEB wor ki ng group.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on March 30, 2017.
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1. Introduction

This study provides requirenments for supporting identity privacy in
peer-to-peer (P2P) WDbRTC calling services. Wile the WbRTC
specification ains to manage the nmedia flow, it does not include
procedures for call initiation and privacy setting. However, WbRTC
architecture supports peer authentication that is perforned
separately fromthe calling service, decoupling user authentication
fromthe granting of service resources. The authentication is
performed by a third party Identity Provider (1dP), while service
resources are granted by each Calling Services Provider (CSP)

WebRTC calling creates a different paradigmfrom’traditional’ VolP
services or Tel ecom because it is browser-based. Al that is needed
for a website to support WDbRTC calling is to dowload a client to
the device to access the user-agent JavaScript APls. This sinplicity
wi |l encourage nmany websites to add calling facilities to their
"shop-window . In turn, such easy click-to-link services wll entice
occasional website visitors to initiate 'opportunistic’ calls, often
usi ng unknown, maybe untrusted calling services, giving little

t hought to the risk of |eaking personal information. Hence, this
paradi gm i ncreases risks of abuse of user data, identity theft and
commercial exploitation. This necessitates establishing appropriate
privacy protection, even wthout user explicit input of preferences.
It is possible to achieve this by attaching privacy rules to the
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| dP's mai ntai ned user identity, so that the IdP will support
anonynmity where required.

An i ndependent identity should prevent the undesirable |ock-in effect
of ’'service-bound identities and allow for a single identity, wth
its linked pseudonyns identifiers (wth sane credentials), to be used
i nstead of numerous identifiers and separate passwords. Users should
be able to specify particular privacy rules that are applied during
aut henti cation across all services, or for a particular service type,
since the privacy rules are attached to the identifier, not to the
servi ce.

The current peer authentication procedure provides sone flexibility
for the choice of 1dP, but does not allow users to determ ne privacy
requi renents for different circunmstances. There are no neans of

eval uating trust nodels and required privacy between calling parties,
their CSs and IdPs. The call nodel (single or dual CS nodel) affects
the level of trust in the other parties. Users may trust their
chosen 1dPs and CS, but the sane cannot be assunmed for CS and |dPs of
t heir conmunication partners. The service type and the neans of
activating it also influence the trust level, e.g. a social nedia
contact may be nore trusted than a call to an unknown website.
Simlarly, the type of destination (e.g. public organizations versus
unfam liar websites) also inpacts the trust level. Such destinations
have their own privacy requirenents that need to be negotiated, e.qg.
callers’ traceability may be nmandated in order to avoid nui sance
calls, but at the same tine, unlinkability is required for enpl oyees
when they respond to public enquiries.

The accunul ated record of calls is a precious comodity in the
noneti zed web space, but many users wi sh to exercise better control
of what is divulged. To solve this, it is argued that by using
cont ext - based privacy to obscure certain details or to present
surrogate identities, the calling service logs will contain only
filtered information, in accordance with users’ w shes.

Hence, this study proposes requirenents for user-controlled, multi-
purpose, identity, with service-independent authentication by I|IdPs,
which is protected not only by preferences and negoti ated privacy
rul es, but also by detected context-based privacy settings.

2.  Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119]
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Privacy and data mnim zation terns, such as Anonymty,
Unlinkability, Undetectability, and Pseudonymity, followthe
definitions by Pfitzmann et al. [ Term nol ogyForPrivacy], but refer
to inter-party interactions, not user-to-server, where the ’'sender
(Caller) and the Destination (called party) are separate entities
fromtheir own services and endpoint clients. Table 1 contains
further ternms that convey a particul ar neaning or an extension
nmeani ng in this docunent.

Ternms Definitions

for its own operation, and is downl oaded to
users’ endpoints when they wish to verify a

gi ven 'assertion’ for a user.

While the definition in [ Term nol ogyFor Privacy]
refers to unlinkability of subject to a nessage
or a particular attribute, in this docunent it
is defined as the inability to link calling
parties to their routable address for calling
back.

Rul es contai ning paraneters for service delivery
that are conpiled from preferences of the

Unlinkability
or
Untraceability

Privacy Rul es

U o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Term | Description |
Fom e e e e e o e oo o ot ot o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ememeao s +
| Called-party, | A target destination, as nom nated by the |
| Destination or | caller, who is an individual called party, an |
| Callee | organi zation representative or an intelligent |
| | object, wwth a WebRTC valid identity. |
| Caller or | An individual, an organization representative or |
| Sender | an intelligent object with a valid identity who |
| | is initiating a WbRTC call or session by using |
| | a WebRTC- enabl ed browser. |
| Calling | The WebRTC based service that is used to connect |
| Service (CS) | calling parties. This service may provide |
| | calling features and group calling nmanagenent, |
| | as well as users’ preferences and group privacy |
| | policies. A CSis assunmed to be server-side |
| | software froma CS Provider, with clients |
| | downl oaded to the users’ endpoints. |
| IdP (ldentity | 1dP (ldentity Provider) creates, maintains, and |
| provider) | manages identity information for entities |
| | (users, services, or systens) and provides |
| | authentication to other service providers. It |
| | is atrusted third party that can be relied upon |
| | by users and servers when they establish a |
| | dialog that nust be authenticated. |
| 1dP Proxy | Aclient (user agent) constructed by each IdP |
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
| | |
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i nvol ved i ndividuals, groups, or institutions,
to determ ne when, how, and to what extent
information is divul ged.

Identities that identify a real person uniquely
t hrough their association with a universal

uni que surrogate key (a database indexing key

I

I

I

Sur r ogat ed |
I

I

that is systemgenerated as an artificial |
I

I

I

I

I

Identities

primary key val ue, independent of any
attribute). Such identities need not have their
own credentials, and can use either neani ngful
pseudonyns or neani ngl ess (anonynous)
identifiers.

3. Call Context Aspects

This section describes the dependency of privacy settings on the cal
nodel (single/dual CS), service type and destination category, in the
light of the P2P authentication procedure.

3.1. Existing Protocols and Drafts

WebRTC cal I s connect two browsers that are exchangi ng nedi a and dat a,
as presented in the "WbRTC Overview' [I-D.ietf-rtcweb-overviewy.
Prior to the nedia connection, the calling parties may authenticate
each other, in a possibly reciprocal peer-to-peer authentication
process, as described in "WbRTC Security Architecture"
[I-D.ietf-rtcweb-security-arch].

The RFC "Privacy Considerations for Internet Protocols" [RFC6973]
of fers gui dance for privacy considerations in Internet protocols.
This RFC identifies privacy threats and threat mtigation solutions
whi ch includes data m nim zation.

The Internet draft "Security Considerations”
[I-D.ietf-rtcweb-security] for WbRTC identifies two threats to
privacy in WbRTC. These are the correlation of anonynous calls

t hrough persistent identifiers such as DILS certificates, or the risk
of browser fingerprinting through the WbRTC API itself.

Exanpl es of WebRTC binding to specific identity protocols are given
in "WebRTC Security Architecture", such as QAuth 2.0 [ RFC6749] (or
Openl D Connect [AODC] ). However, these protocols do not address
privacy and identity managenent for peer-to-peer authentication.
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3.2. WebRTC Architecture Conponents

Current WebRTC comruni cations rely on standard browser APIs

(get User Medi a) that execute at both endpoints to enable nedia
stream ng, and WbRTC APl s ( RTCPeer Connecti on and RTCDat achannel)
that execute at the endpoints to manage the flow. The endpoints al so
execute a CS client, which drives the initial call setup.

To enabl e decoupling of the CS fromthe identity authentication
process, WeDbRTC security architecture [I-D.ietf-rtcweb-security-arch]
proposes that the WbRTC Peer Connecti on conponent interacts directly
with the IdP, to initiate and nmanage the authentication process. It
negoti ates Session Description Protocol (SDP) with the other party by
sending an SDP offer and accepting, rejecting or offering a counter
of fer.

Both parties set up their own Peer Connection instances and downl oad
an | dP proxy fromtheir own IdP. Each IdP authenticates its user’s
and returns an identity assertion containing the identity and session
key fingerprint as clains. Wen a party receives an SDP offer or
answer containing an identity assertion, that party al so downl oads
the IdP proxy fromthe other party’s IdP. This proxy is then used to
verify the received identity assertion. Each IdP Proxy only connects
toits own IdP server. This architecture is presented in Figure 1

3.3. WebRTC Call Model s
3.3.1. Single-CS Call WMbdel

In a single-CS nodel, which is the dom nant nodel in the current

I nternet Voice services, only one calling service is involved, where
both the caller and the called party are registered to the sane
service. The service manages the subscribing users’ privacy policy
via a set of options, which are then reconciled for the call. These
services utilize ’service-bound’ identities, where users nust | og on
with the service-specific credentials. By contrast, the WbRTC
Single-CS call nodel permts users to select their own identities,
and performuser-to-user nutual authentication, even though both
users are |logged on to the sane service.

3.3.2. Dual -CS Call Model

Wil e early inplenentations of WebRTC cal | i ng between individual s go
no further than the single-CS nodel, it is expected that the dual -CS
nodel will become nore common if WDbRTC services are adopted in

busi ness, especially for small-to-mediumenterprises. In dual-CS
nodel , the calling parties log on to two different CSs, with their
own sets of privacy rules and security policies, so CSs nust discover
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t he respective privacy/security requirements and negotiate an
acceptabl e set of rules for both parties per session.

Figure 1 shows the calling parties (A and B) using different services
(CS-A and CS-B) and different 1dPs (1dP-1 and IdP-2). It shows the
mut ual P2P authentication that is perforned by each side
symretrically. A gets its own identity assertion fromldP-1 and
verifies B via a downl oaded IdP-2 proxy. B gets its own assertion
fromldP-2 and verifies A by the downl oaded IdP-1 proxy. Each proxy
runs in its own sandbox to protect it frominterference. The

mechani smfor interaction between calling Services can be, for
exanpl e, SIP or XWPP

Fomm e + Fomm e +
| Caller’s |Unspecified| Called |
e + | Service | Protocol | Service | e +
| 1dP-1 | | CS-A | <--------- > CS-B | | 1dP-2 |
| | | (caller) |(SIP, | (callee) | | |
+-V------ N+ I Neee-od+ XWPP, .. ) +------ - N+ - N oo V- +
I I / \ I I
I I / \ I I
I I / \ I I
| +----]---------------- + SRS [ ---+ |
| | I I Medi a I I | |
| | | Browser A | <----------- >| Browser B | | |
| | +------- + +------- + | | +------- + +------- + | |
[ | | 1dP-2 | | 1dP-2 | | | | 1dP-12 ] | 1dP-2 | | |
| | | Proxy | | Proxy | | | | Proxy | | Proxy | | |
| | | sandbox| | sandbox| | | | sandbox| |sandbox]| |
| | +------- S S RAT I | +----N--t e - - + | |
I | ----- + Ho-oo - - [-------------- + |
I I I I
I I I I
Fom e e e e e oo == e + |
B verifies A | |
o e e e e e e e e e e e e e eeeeeee oo +

A Verifies B
Figure 1. Dual CS Calling Model
Calling parties may connect to unknown parties who are using
unfam | iar services across the globe, and are authenticated by I|dPs

that the caller may not know or even be aware of. |In such cases,
many users woul d prefer to prevent unnecessary data disclosure.
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3.4. Service Types and their Trust Models

In order to understand the privacy requirenents for WbRTC
architecture, it is inportant to classify calling services by the
manner of initiating the sessions, choosing destinations (called
parties), and consulting the other party CS. The following is a
classification of web calling service types that may have varying
privacy requirenments, due to different trust nodels:

a. Contact-List-Service: The service enables users to maintain their
contact list, and nmake or receive calls fromthem This service
type is used by social nedia, VolP OIT, and internal enterprise
call servers.

b. dick-to-Link Service: Browsing users activate this service type
when they click on a website link to talk to anyone at that
destination, not to an individual person. The 'linked party in
the visited website uses its own CS in a single-CS call nodel.
This service type is common for shopping websites and custoners’
enquiries, which today are nostly chat services only. The caller
may not trust such services, and users often wi sh for anonymty
to be preserved. On the other hand, unlinkability is often
required for the responding individuals at the website.

c. Negotiated Service: This type of service, which is common for
busi ness-to-busi ness, allows both calling parties to have their
own privacy rules. 1In a single-CS call nodel, the service
reconciles the differences, but in a dual-CS call nodel, the
calling services should conduct a dialogue resulting in
negoti ated privacy rules per call.

d. Interworking Service: WDRTC calling services should enable
connecting to other types of services, using tenporary or
"interworking' special identities. This service type is used,
for exanple, for interworking with SIP servers and tel ephony.

Al t hough users cannot authenticate each other, the interworking
depends on one-sided | dP authentication.

e. Conferencing Miulti-Party Service: Services that connect several
parties in one call need different mechanisnms to m x the nedia,
such as a bridge, router/mxer or a matrix, but they also need to
reconcil e privacy needs of several parties. This is often a
singl e-CS service between subscribing participants, but it my
al so support nmultiple calling services, where each call leg is
managed by the caller’s own CS. Peer authentication could stil
be perforned between the conferencing shared identity and each
partici pant.
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These service types influence the required privacy, since they are
correlated to particular trust nodels, e.g. contact-List calling
permts full information exchange, but dink-to-Link sets the
strictest privacy |evel.

3.5. Destination Categories

The destination category influences the | evel of security and privacy
that the calling parties require. The destination may be an
untrusted web site in click-to-link service type that users prefer to
connect while preserving anonymty and/or unlinkability, but such a
destination may al so be a conpletely trusted, often used website.

Busi nesses often wish to apply different confidentiality rules for
internal or external calls, i.e. distinguishing between classes of
destinations. Hence, privacy rules should be determ ned per
destination category, by: the addressing node (click-to-link or
contact list); the domain (governnent etc.); or previously |ogged
calls. In the absence of explicit user preference, context-based
privacy |level can be set by the CS according to the destination
category. The IdP can also performsuch a service, based on the cal

| og and the target domain nanes.

4. Architecture Vulnerabilities

This section considers the new paradi gmthat webRTC creates, which

gives rise to different trust nodels between the parties and ot her
st akehol ders.

4. 1. Untrusted Parties

The decoupling of the authentication fromthe service logic, both in
net wor ked functions and in business entities, increases

vul nerability, but also the variety of trust nodels that are needed
to support perm ssive and intuitive web calling patterns. This

envi ronnent encourages users to take nore risks and | aunch
interactions wi thout careful considerations of the information that
may | eak to various parties. In additions, not only a casually

i nvoked service may receive user data, but also the IdP and the CS of
the other party, who nmay not be trusted.

4.2. Network Messages Across Miultiple Parties

WebRTC architecture relies on the 1dP to performthe authentication

i ndependently fromthe call initiation process. This entails further
net wor k based interactions and nore parties gai ni ng know edge of

them The additional network nessagi ng between nore parties increase
the risk of Man-in-the-Mddle (MTM attacks. The nunber of involved
parties in person-to-person calls rises in peer authentication,
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depending on the call nodel. A single-CS call nodel with service-
bound identification involves only one CS with two parties. 1In the
dual -CS call nodel with independent IdPs, there are two calling
parties, two service providers and two 1 dPs, i.e. double the nunber
of involved parties. This increases the risk of |eaking information
and abuse of call history, as well as MtM attacks.

4.3. Confidentiality of Call Logs
Currently, both IdPs and calling services acquire user know edge,

which is a) contextual; b) historical; and c) subscription-based.
This information can be static (user personal details, additional

emai |l identities) or dynamc (calling patterns, frequent
destinations, preferred services/websites, and nore). Every tine a
new call is set up, the exchanged information can provi de neans of

tracking user activity or linking back to the parties. The
accunul ati on of such information reveals trends, habits, preferences
and behavi or patterns that are highly valuable to traders and

mar keteers. Exploiting this data is often the only nonetization

nmet hods available to web service providers, but it is a cause for
concern for users who regard it as conprom sed privacy.

The 1dP gai ns knowl edge of personal details (to enhance user

profile), and associated identities (to enhance identity resilience),
whi ch users may be reluctant to share with nunmerous websites. In
addition, the 1dP can | og authentication requests of every CS using
its identity service, while the CS only has visibility of calls nade
to and fromthat service. Since users’ calling activities are now
spread over a nunber of web comruni cations services, an IdP will have
wi der perspective on the user’s intelligence.

IdP is not able to know nuch about the involved CS, as the Peer-
Connection nmethod interfaces between the endpoint’s client and the

| dP Proxy directly, not via a CSP server. On the other hand, the CS
has better understanding of the call context in the preanble before
initiating a call request.

As the I dP Proxies are deployed on both calling parties’ devices, the
IdPs can log identity verification requests for incomng as well as
outgoing calls. It may be possible for an IdP to track call history
for a particular destination user who is using another 1dP, even if
an pseudonynous identity is given, and perhaps eventually link the
records wth the real identity. However, this risk only arises wth
habi t ual pseudonynous calling to the same destination.
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4.4. Dependency of ldentifiers

The ai m of providing conpletely independent and portable identities
is not easy to achieve. Wile the IdP-generated identity (with an

| dP donmain) is not related to any specific calling service, i.e.
portabl e between services, it is still dependent on the IdP. |If
users wish to keep their well-known published identifiers when noving
to another 1dP, they need identities that ensure both CS and I dP

i ndependence. This requires users to use a global user identifier,
such as a Universally Unique ldentifier (UU D) [RFC4122] that woul d

acts as a unifying key for all identities. This globally unique
identifier could link several identifiers, both |IdP-generated and CS-
gener at ed.

4.5. |1dP Selection |Issues

In WebRTC, each CS client in the device is responsible for setting up
the authentication requests for its own party. The CS client decides
what form of authentication to apply, i.e. peer authentication,
server-side Single Sign-On, or service-specific authentication. This
nmeans that the CS controls the selection process, and may restrict

t he choices of IdP to choose from or even prevent an IdP to be

i nvol ved.

Current WebRTC specifications define two options for the CS to sel ect
an |dP for an identity assertion request:

o If the setldentityProvider() nethod has been called by the CS, the
provided 1dP will be used.

o If the setldentityProvider() nethod has NOT been called, the
browser may use a pre-configured |IdP

Pre-configuring an 1dP via the browser neans that yet another party -
the browser vendor - is a stakeholder in the WebRTC call initiation.

It is argued that currently, users do not have sufficient control on
the selection of the IdP with these facilities.

5. ldentity Privacy
This section sheds a new light on the privacy requirenents for
undet ect abl e, pseudonynous, and unlinkable callers that arise from

t he webRTC peer calling. Although these terns do exist, the
associ ated privacy requirenents have not been previously identified.
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5.1. Desirable and Undesirable Identity Privacy

Many websites may be content to receive enquiries from anonynous

call ers, because this may generate inpul se-buying, so they only
request user details before conpleting a transaction. Such websites
al so require sone privacy rules thenselves, to protect specific
personnel serving at a call center. Wb calling encourages
opportunistic calling by users who are nerely visiting the websites,
where users identities are 'incognito’, i.e. their status is

"undet ectabl e’ or 'unobservable’. In certain circunstances, calls
fromundetectable identities should always be supported, e.g. calls
to energency services that are passed through w thout any

aut hentication. While undetectable status is passive, in other cases
callers may specifically wish to withhold their personal details for
a variety of legitimte reasons, e.g. to avoid revealing interests in
sensitive material or avoid personal enbarrassment. |n such cases,
users can choose to use assuned nanes (pseudonyns). Simlarly, there
are good reasons to support the requirenment of unlinkability that
prevents tracing back previous calls, e.g. to avoid traders chasing
busi ness.

The contrasting requirenents to prevent anonynmity should al so be
considered, in order to prevent abuse, e.g. for nuisance calls or
mal i ci ous di sruption of service. The solution to block all callers
who are not on the personal contact list may suffice for individua
users, but this is too restrictive for a business.

Therefore, since privacy protection is both desirable and undesirable
dependi ng on context and point of view, privacy rules need finer
granularity, so that they can be applied judiciously, according to
context and circunmstances. Hence, the requirenents are for WbRTC
aut hentication to support different states of user privacy and
anonymity: Undetectable (undisclosed identity), Pseudonynous (false
or fictitious identity) or unlinkable (untraceabl e address/path).

5.2. Undetectable Calling

Undet ectabl e calling may be initiated without |ogging to any CS,
while the user is unknown. Wen a call is nmade wi thout |ogging to
the CS, a call request nay be processed w thout any authentication.

5.3. Pseudonynous Cal ling

Pseudonynous cal ling nmeans that the usernane identifier is replaced
wi th an assumed nanme that hides the user’s identity. The

aut henti cation can be performed by an IdP who is aware of the
pseudonym owner. Hence, the other parties can be reassured that the
identity is verified. Such authentication may not be sufficient for
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5. 4.

5.

5.

5.

5.

5.

5.

noneti zed transacti on and non-repudi ati on, but is considered
acceptable for web calling.

Unl i nkabl e Cal l'i ng

Unlinkability prevents other parties fromcalling back, or from
tracing the user’s cyber activities, such as visited websites and
calling patterns. Unlinkable callers seek to hide the originating
website or redirected services. Unlinkability is also both desirable
and undesirabl e, depending on the context. Preventing linkability is
of ten needed to protect individual enployees who respond to enquiries
fromthe public. Conversely, linkability is highly desirable by
enmergency and health services, to |locate incapacitated callers in

di stress.

Potential Methods of ldentity Protection
1. Sensitive User Information
User information that may be subject to privacy includes:

o Forenanme and | ast nanes, which are often incorporated in the
usernane part of the identifier

o Domai n name of associ ated organi zation, which often incorporates
t he organi zation nanme in the @omain part.

0 Message path and I P address, which are revealed in the SDP
(Session Description Protocol).

2. Proposed Surrogated identities wth Pseudonyns

Usi ng pseudonyns avoi ds undesirabl e disclosure of the identity and/or

incidental private information. However, pseudonyns should still be
associ ated by a common key to the real user. This is achieved by a
fully independent identifier that acts as a 'surrogate’ key, i.e. an

i ndexi ng key that is not based on any neani ngful personal details, as
described in [SurrogateKeys] for indexing data. Such surrogate keys
provide stability, because they are not affected by users changi ng

ci rcunstances (e.g. married nanes) and personal attributes (e.gqg.
changi ng enpl oyer domai n nane).

The surrogate key for identities is a G obal User ID (GUJ D) that
uniquely identifies a particular user. GU Ds can be generated by a
nunber of known algorithnms. They may inject user-specific variable
attributes as 'salt’ to the otherw se random nunber generator, to
ensure uni queness. It is proposed that this GU DJsurrogate key w |
link the IdP-based identity, service-bound identities and pseudonym
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6.

1

identities, at the discretion of the user. Al the linked identities
(i.e. the "surrogate identities’) can share the sanme credential s that
the IdP has verified. Service-bound identities froma variety of
calling services that do have their own credentials (usually just
passwords) can also link to the surrogate key, thus benefiting from
deeper user verification and fromthe SSO effect that such
arrangenent brings.

Trust Rel ationshi ps

This section analyzes discernible trust nodels which are proposed as
the basis of setting up appropriate privacy | evels.

Three-Way Trust: User-CSP-1dP

The current WebRTC security architecture only assunes that users
trust their CSP, or that an IdP is used in P2P authentication if the
CSis untrusted. Trust in the IdP is only considered regarding its
verified, https origin. |In this nodel, the browser constitutes the
trust anchor. However, this sinple trust nodel does not describe
trust in the privacy context, nor the difference between a user’s own
I dP and the other |dP.

Users need to trust other involved actors, i.e. CSs and IdPs, to
manage their privacy and provide solid identity clains. The CSin
turn may need to trust both IdPs regardi ng user authentication and
identity clainms. However, IdPs do not require particular trust
relations with the CS, as they nerely provide a service, without risk
to thenselves. Figure 2 and subsequent sections details this trust
nodel .

R +
R > CSP |
| R +
IR —— + |
| Alice | |
R + S R +
| I I
| | +o e e - - V-+ +--V------ +
|+ e > |dP A | | 1dP B |
| IR —— + +-Neeeeaaa +
| |
o +

Figure 2: Trust rel ationships between comruni cation setup actors
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6.2. Choice Indicates Trust

The purpose of establishing trust is to make a decision in situations
where an action with an inherent risk depends on informed judgenent.
Explicit choice can be interpreted as a neasure of trust. Users’
chosen I1dPs are nore trusted than nmandated |1 dPs i nposed by the
communi cati on services, though enterprise mandated |1dPs are trusted
by virtue of the enterprise selection. Simlarly, calling services
that are casually invoked by click-to-Link in a visited website are

| ess trustworthy than those which the user has registered to.

Trust is also assuned towards a call-party that is known to the user
but there is no inplied trust level for the calling services and |dPs
of that party. Trust may be associated with the type of the cal
destination, which can be categorized as:

o Fully trusted parties (governnent, public organization, known
busi ness)

o Inner-circle of a social network or famly nenbers
0 Uncertain (not-in-contact-list, no information)
0 Untrusted (known as unreliable).

6.3. User trust in Calling Services

Traditionally, CSP had access to full user profile information and
accunul ated call history, but user habits now favor using different
services according to context, so the CS has only their own usage
records. While sone CS may enjoy greater trust, in other cases,
users do not wish to share or even store their call history. These
preferences are usually agreed when users register with the CS, but
it isuptothe CSto respect them

Since the CS nanages the call signaling, it is well placed to

i ntercept the peer-to-peer nedia streamthat otherw se is deened
private. Even if the caller’s CS can be trusted not to do so, the CS
of the other party is not so well trusted. Trust in the CS also
vari es between single-CS and dual -CS Call Mdel. 1In a single-CS cal
nodel both parties use the sanme service to communi cate, however this
does not guarantee that they have the sane trust nodels and the sane
privacy requirenments. In a dual-CS call nodel, the other party’'s CS
nmerits even less trust, as it may not even be known (dependi ng on
user-interface inplenentations). Hence, variable precautions and
privacy negotiations are necessary according to the context and the

i nvol ved parties. In cases where the CS is untrusted, enforcing

aut hentication by an independent |dP ensures that the exchange of

Copel and, et al. Expi res March 30, 2017 [ Page 16]



I nternet-Draft Requi rements in WbRTC Aut henti cati on Sept enber 2016

media key is on a third-party path (the identity path) between the
aut henticated users. Therefore, the CS, who is not in control of
this path, cannot nmount a MtM attack. However, the CS, not the
user, determ nes whether an IdP is to be used, and users have no
means of ensuring that they are protected by the | dP authentication.

6.4. User trust in ldentity Providers

The 1dP, nore than the CS, is the custodian of user intelligence;
hence it nust have trust relationship with users that subscribe to
its services. It is assuned that such services include storing and
i nki ng service-bound identities, to allow for flexible neans of

aut hentication of related identifiers. Using an |IdP nmakes it easier
for users to control privacy, since a single agreenent with their
chosen 1dP is sinpler than nanagi ng nunerous web services, some of
whi ch are use only rarely.

Users may have nore than one |1dP, perhaps different 1dPs for special
pur poses, e.g. nost commonly, a separate |IdP froman enployer. They
may choose an | dP that they do not fully trust for private activities

that they wish to keep separate. In such cases, the user can |imt
what personal details are disclosed to the 1dP, but the IdP will
still know of any authentication request to this identity.

Trusting the IdP of the other party is a nore difficult issue, since
this IdP may not be even known. The P2P authentication procedure
ensures that the IdP origin is not circunvented, but there are no
ways of assessing the strength and veracity of the origin statenent.

Currently, called users have no way of controlling the downl oadi ng of
an "alien’” 1dP Proxy (of the other party) to their device, since this
is perforned automatically by the CS client at the behest of the
caller. Hence, both IdP proxies are subject to the sane sandbox
restrictions, although they have different trust nodels.

6.5. Communication Service trust in ldentity Providers

The CS may rely on a third-party IdP to authenticate users when they
log in, and link the given identity with its internal user account.
In such cases, the CSP nust trust the IdP regarding the
authentication strength and the validity of the provided profile

i nformati on.

In nost cases, the CSP provides a set of preferred IdPs for users to
choose from through SSO i npl enentations on the website and usage of
the setldentityProvider function. However, users could also sel ect
an 1dP, e.g. with O DC discovery. |In dual-CS call nodel, the CS
coul d receive a SDP nmessage contai ning an assertion from an unknown
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|dP. The verification of the assertion could be perforned using the
browser’s default IdP, with the CS only receiving a confirmation that
the identity is authenticated. |In these cases, the CS has only | ow
trust level in the IdP, while IdPs that have been vetted by the CS
are higly trusted.

6.6. Trusted ldentities for non-Browser I|nterworking

WebRTC br owser-based calling services may need to conmunicate with
users on non-browser services, including users of existing SIP
servers. The interworking should not be only at the | evel of
signaling and applications, but also at the authentication stage.

For a nobile network, as specified in 3GPP TS 23. 228, nutual

aut hentication is not possible, but the WebRTC identities, which have
been authenticated by an IdP or a CS, are linked to the allocated SIP
identities. The 3GPP WbRTC-SIP Client at the device enables it to
contact the | ocal network proxy.

7. Use Cases for Privacy Requirenents

Waile [I-D.ietf-rtcweb-use-cases-and-requirenents] provides use cases
for webRTC nmedia, in this study, use cases denonstrate the calling
context scenarios that require different privacy settings, which
enhance the exanples in [I-D. cazeaux-rtcweb-oauth-identity].

7.1. Anonynous Caller Connecting to Call-Centers

Alice is surfing on websites of several insurance or healthcare
conpani es and wants to discuss natters of sone sensitivity. She
clicks on links within these websites, in order to talk to their
experts. Alice is concerned with her privacy and prefers to remain
anonynous, especially towards her enployer. Sone websites treat her
identity as undetectable, since she has not logged in to the service,
but they allow such callers to visit. For websites that require

aut hentication, she will use a pseudonym and authenticate to her
personal 1dP, to avoid her enployer’s |IdP becom ng aware of which
websites she calls. This use case denonstrates a single-CS cal

nodel with the 'Link-to-Call’ Service type. The privacy requirenments
denonstrates undetectability, pseudonymity and unlinkability for the
caller. The alternative for Alice is to create unrelated identities
for each website, but this is nmuch nore |aborious. Using an

i ndependent | dP with surrogate pseudonyns, Alice can rely on the sane
credentials, while reassuring the destination websites that she is
properly authenticated and is not making nui sance calls.
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7.2. Call Center Wrker’'s Privacy

Bob is a nenber of a conpany’s product support group, working in a
cust oner support center. The conpany presents clickable icons on the
website that connect visitors to the right expert. Bob answers
Alice’'s call, but when Alice calls again, she cannot contact Bob
directly, and her call is answered by another group nenber. This use
case represents single-CS dick-to-Link service nodel fromthe called
destination point of view Once Alice indicates that she would Iike
to talk, the called destination invokes its own calling service, so
the roles are reversed: the destination is the caller and Alice
beconmes the called party. This enables the destination group nenbers
(Bob) to remain unlinkable vis-a-vis Alice. On the other hand, Alice
is an undetectable identity, since she has not |ogged into the
service, so her call request uses the browser default IdP to retrieve
a surrogate pseudonymidentity, but she is still traceable in terns
of I P address and path. Hence, this exanple al so shows that
unlinkability is not necessarily attached to all other anonymty
states, e.g. detectability.

7.3. Online Gaming Calling by Pseudonymns

Alice is playing poker on a gam ng website. Alice is a custoner,

wi th an account which the gam ng busi ness adm ni strator has verified
(e.g. via a credit card). Alice wishes to communicate with other

pl ayers through a voice channel provided by the gamng facility. She
is registered on the gam ng site under her chosen pseudonym which is
all she wants to reveal to the other players. The calling service
verifies the users and their accounts through a server-side |dP
validation, so the identities with their pseudonyns are strictly
servi ce-bound. This use case denonstrates single-CS /Contact-List
call nodel, where the calls are placed between two regi stered and

| ogged-on users of the sane service. The nodel is the sane as
traditional OIT Vol P, where the CS manages the users’ identities.
Callers and called-parties inplicitly rely on the calling service to
provi de anonymty, where the anonymty set is determ ned by the
nunber of players.

It should be possible for the gamng CS to pernmit P2P authentication
and i ndependent |1dPs, but the gam ng host may still require

aut hori zation of user accounts (if noney changes hands). The |dP
aut hentication benefits the CS, since the IdP s identification is
coupl ed with deeper user verification.
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7.4. Hosted Enterprise WDbRTC Conferencing Service

Alice is working for a corporation that provides her with a

conpr ehensi ve web-based comuni cation suite of internal and external
conferencing, which is hosted by a Service Provider. The
conferencing Service Provider uses the mandatory corporate IdP to

aut henticate the enployees. Alice calls Bob, who works for a
partnering conmpany, and is |logged on to his own conmpany’s CS. Alice
uses Bob's identity fromhis owm CS, which is recorded in her contact
list. Although Alice s conmpany does not insist on confidentiality,
Bob’ s conmpany does, so Bob’s calling service demands that all the
conferencing participants use the security |level that matches Bob’s.
This use case denonstrates dual -CS negotiated call nodel, where the
parties have their own preferences determ ned by their respective
organi zations. The service providers need to agree on a common set
of privacy rules. Although an IdP is nandated by Alice’s

organi zation, external calling parties may not have the sane |dP,
hence external callers should be authenticated in the nmutual peer-to-
peer authentication process.

7.5. Variable Trust nodes for Enployee's Calls

Enpl oyees can have different requirenents of privacy dependi ng on
type of calls and types of destinations. Alice is a Sales
representative calling Bob (a potential custoner), to conduct a
consumer survey and she wi shes to remain untraceabl e (unlinkable) and
unrecogni sed (pseudonynous). However, when she calls her coll eague,
Charlie, to discuss invoices, she would like Charlie to call her
back. Thus, Alice needs unlinkability when calling Bob, but ful
linkability when calling Charlie. This use case shows privacy

deci sion by context, according to destination type. Rules may be
defined per class of destinations (e.g. internal-colleague, external-
corporate, or external-personal). The privacy rules nmay be executed
by the IdP, but other rules may be executed by the CS, hence

di screpanci es may occur, for exanple, when the destination-based
privacy rule conflicts with corporate policies for this custoner.
Hence, this exanple al so shows the need for privacy policy
negoti ati on and reconciliation.

7.6. Enpl oyee using untrusted WDbRTC service

Alice is an enpl oyee maki ng use of a WbRTC service that she
considers to be untrusted, in order to conmuni cate sone inportant
nmessages to Bob, while she is out of the office. Alice registers to
an untrusted CS with her corporate identity. Bob can ’'discover’
Alice’ s address when he logs into the same untrusted service, because
her corporate identity was linked with the CS service-bound identity,
when she registered. This use case is an exanple of single-CS cal
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nodel , using an untrusted calling service in conbination with a
trusted IdP. Mitual peer authentication can take place, with each
party authenticating the CS based identity via surrogate or explicit
corporate identities. Alice wants to be sure that her trusted
corporate IdP is used, in order to mnimze risks of an MtM attack
by the CS, and ensure that the nedia flowis confidential.
Currently, the decision to use an IdP, or a particular user-chosen
IdP, is in the hands of the CS, so the possible attacker is
responsi bl e for setting the protection! Hence, it is very inportant
that users gain the power to proactively protect their comrunication
by opting to use |dP authentication.

7.7. \WebRTC service Interworking with SIP users

Alice uses a social nmedia website to connect to her friends, and her
contact list includes people with nobile nunbers only. Alice can
initiate and receive web calls fromher nobile, to connect with
nmobi | e phones. Users receiving calls fromAlice will see Alice's
phone nunber displayed, or her 1dP identity. Alice can also cal
Bob’ s nobil e nunber fromher |aptop using a social nedia service. To
connect to Bob, Alice is authenticated by her social nedia service
provi der (her CS), who also provides her with a SIP identity that is
linked to her other identities. Her SIP identity [RFC3261] is

aut henti cated by the nobile service provider, who had provided a pool
of SIP identities to the social nedia calling service. This use case
denonstrates dual -CS Call Mdel with the interworking service type,
usi ng server-side authentication.

8. Requirenents Sunmary
This section lists the new requirenents, as discussed above. These
requi renents call for greater user’s autonony, greater transparency,
and greater variety of trust nodels that affect the | evel of divul ged
i nformati on.

8.1. Anonymty

1. It should be possible to set different anonymity rul es by
standard service types, call nodels and destination categories.

2. Personal information nust not |eak via identity assertions.

3. 1dP should facilitate pseudonimty via surrogate |inked
identities.
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8.2. Unlinkability

1. It should be possible to set different unlinkability rules by
standard service types, call nodels and destination categories.

2. Callers should be able to request and enforce unlinkability with
respect of a called party, separately fromother anonymty
st at es.

3. Called destinations should be able to refuse unlinkability
requests (e.g. to avoid nuisance calls), while respecting
pseudoni mty.

4. Unlinkability (e.g. via "origin" in the SDP) should be subject to
pre-defined policy, whether that policy is CS-based or |dP-based.
Currently, such policies are not transparent to users.

5. Non-discl osure of organization donains is a type of
unlinkability, as well as anonymty.

8.3. Independent |dP
1. Users should be able to choose an | dP i ndependently from any
calling service, though sone services will still nandate or
restrict the choice of IdP. |In particular, authentication by a
trusted I dP nust be an option for users who activate untrusted
servi ces.
2. 1dPs nust not |ock-in users through non-portable identifiers.

3. Users should be able to create and |ink surrogate identities and
pseudonyns to a globally unique identifier that is portable
bet ween 1 dPs.

4. Users should be able to associate service-bound identities with
their independent identity (albeit with distinctive assertion
t okens), thus achieving Single-Sign-On.

5. Browsers should allow users to set their chosen default |dPs and
log in on browser start-up. Currently browsers select their own
factory-set |dPs.

6. User-chosen I1dPs should be able to pronpt users to |log in.
Currently, 1dP proxies cannot open a dialogue with the user.

7. Users should be able to set |dP-based privacy rules for untrusted
Cs
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8.4. User Information Confidentiality

1. Linked identifiers and supporting personal verification data nust
be subject to users’ privacy preference.

2. Session setup nessages, as well as identity assertions, should be
protected to prevent tanpering and eavesdroppi ng.

3. Users’ affiliations with organi zati ons shoul d be subject to
privacy preferences. Currently, corporate requirenments are not
addr essed.

8.5. Calling Services

1. Users should be able to set privacy rules for untrusted CS or
destinations websites acting as calling services, regardl ess of
the service own paraneters.

2. CS should be able to determ ne privacy paraneters per
organi zations, for data confidentiality and anonymty.

3. Despite users’ choice of 1dP, calling services should not be
precl uded from mandating their choice of 1dPs, or offering a
preferred IdP list.

4. There nust be a transparent nethod of resolving conflicting
privacy requirenments arising fromthe respective CS options.

5. The original website that redirects to a calling service should
not be nanmed as 'origin, if users wwsh to avoid divulging it.

6. To distinguish between withheld identity and undetected identity,
the "origin" field should only provide a status indicator.

8.6. Usability and Notification

1. Users should be informed how their privacy wll be handl ed by the
calling service, and which identity and |1dP are used.

2. It should be possible to request unlinkability and pseudonimty
for a shared group identity, but allow nenbers to nmaintain
separate identities wth personal privacy preferences.

3. The IdP nust notify users (or CSclients) if it is not possible

to support undetectabl e, pseudonynous or unlinkable calling.
Currently, there are no IdP notifications to the user.
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9.

10.

4. Users should be notified if a default 1dP is assigned, and if
ot her than their chosen IdP is assigned.

Concl usi ons

The web calling paradigmis transfornmed by browser-based calling
facilities that are easily added to shop wi ndows websites. However,
this encourages opportunistic calling with increased risks from
untrusted parties. The spread of such calling services nmeans users
have to mai ntain numerous identities/passwords, while established
services lock-in users to the service-bound identity. Users need to
manage their own structured identities, independently of any service.
They al so need to control their privacy preferences, and vary such
preferences for high-risk connections. A solution is needed not only
to allow users to control their privacy requirenents according to
web-cal ling context, but also to protect destination websites from
abuse of anonymty.
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